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BusyasnbHble yc/ioBHble 0603HaUYeHus

Ton 10

bnarogapHocTb aBTOpPOB

KTo mbl Takne?

[Ona Koro 310 Noco6ue?

YTo Takoe «nsaH o6ecneyeHmAa 6@30NacHOCTU» U 3a4eM OH HYXKeH opraHmsauumn?
Kaknmu aktuBamum pacnonaraeT Balla opraHn3auuva U YTo MMEeHHO Bbl XOTUTe BEIJ.I,VITVITI:?
Kto Bawu NMPOTUBHUKU N KaKOBbl UX BO3MOXHOCTU U MOTUBbI?

C KakKMmMuM yrposamm cTasIKMBaeTca Bawa opraHusauma? KakoBa nx BepoATHOCTb M Cepbe3HOCTb
nocneacTtemin?

PaspaboTka nsaHa obecnevyeHua KnbepbesonacHOCTM opraHusaumm
Co3gaHue KynbTypbl 6e3onacHoCcTU
MHTEI’paLIMH 6e3onacHocTu B CyLecTBYyHLY onepaunoHHYI0 CTPYKTYpPY
MonyueHue noaaep>XKu BHYTPU opraHusaumm
PaspaboTKa nnaHa obyueHus
NMpo4yHan ocHOBa: 3aLWUTa YYETHbIX 3anucen U yCTPoNCTB
3aI.I.I,VILI.|EHHbIE V4eTHble 3anmMcu: naponamu ABde)aKTOpHaFI ay‘reu‘mdmuauvm
3awmiieHHble yCTPoncTBa
DuwmnHr: pacnpocTpaHeHHaAa yrpo3a gnAa yCTpOiI‘ICTB N Y4EeTHbIX 3anucen
KommyHuKauum u 6esonacHoe xpaHeHue gaHHbIX
KommyHuKaumm n o6meH gaHHbIMU
6e3onacHoe XpaHeHne AaHHbIX
besonacHocTb B IHTepHeTe
bezonacHasa pa60'ra B cetun
besonacHocTb B couMasibHbIX ceTax
Mopgaep:xKa paboTbl Be6-canToB
3awwuTa cetn Wi-Fi
3awuTta pnsnueckon 6esonacHoCTU

3awmTta GU3NYECcKUx aKkTUBOB
UYto genaTb, KOraa uTo-TO UAET HE TaK
MpunoxxeHue A. PekomeHgoBaHHbIe pecypchbl

MpunoxkeHue B. CTapToBbI KOMNAEKT AN9 pa3paboTKu naaHa obecneyeHns 6esonacHoOCTU
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BusyanbHbie ycnoBHbIE 0003HaUEeHNA

B naHHOM M0CO6MM NOMUMO OCHOBHOIO TEKCTA BCTPEYAIOTCA pas/IMYHble NOBTOpAIOLMECcs
BblAENIEHHbIe 3N1eMeHTbl. HMe npeacTaBneH KpaTkuii nepeyeHb «yCJIOBHbIX 0603HaueHui» o
NyyLIero NoHMMaHUs KIYEBbIX 3/IEMEHTOB:

Tematuueckoe uccnepoBaHue

YKa3blBaeT Ha TeMaTnyeckue
MccnenoBaHus, ocBellatoLLme
npakTMyeckoe Bo3aeincTane
onpeneneHHoN TeMbl Ha
NoONUTUYECKME NAPTUK N0 BCEMY
MUPY UM B KOHKPETHOM CTpaHe.

JononHurenbHo

O603HayaeT CIOXHYH TeMy — peyb
06 nHdopMaLmMm, KOTOpas BaxHa
[ONS Bawwen napTum, HO MOXeT BbITb
HeCKonbKo boniee TeXHUYECKOM UK
C/TOXKHOM.

Mocobue no kubepbesonacHocTH

JononHuTenbHble cOBEThI

YKa3blBaeT Ha LOMNONHUTENbHbIE
coBeTbl U MHDOPMaLMIO, KOTOpble
peKoMeHAyeTCs NPUHATb K CBEAEHMIO
npu YTeHnn gaHHoro MNocobus.

PeanbHoM Mupe

YKa3blBaeT Ha pacnpoCTpaHEHHbIe
NMpUMepbl TAKTUYECKUX UHCTPYMEHTOB
obecneyveHns knbepbesonacHocTH,
MCMOJb3YEMBIX B «pEaNibHOM MUPE»
KakK Bo 61aro, Tak 1 BO BpeL.

CTpyKTypHbie 6J10K1 NIaHa
obecneueHua 6esonacHOCTH

0O603Havaet «CTpyKTypHble 610KM
nnaHa obecneyeHns 6€30MacHOCTU,
npeacrasnstowme cobon Knoyesble
BbIBOAbI MO KAXA0MY pa3geny
HacTtosuiero Mocobus.



CospaHue KynbTypbl
6esonacHocTH

KoMMyHuKaumum u
6e3onacHoe XpaHeHUe AAHHbIX

3awuTa pusnyeckomn
6e3onacHOCTH

MpouHasg ocHoOBa: 3alMUTa YUETHbIX
3anucei 1 YCTPOMCTB

be3onacHocTb B
MHTepHeTe

YT1o pnenatb, Korpga
YTO-TO UAET He TaK




Ton 10

3TK AecaTb NPUHLMNOB MMEIOT pellaloLee 3HaYeHne ang pa3paboTku nnaHa obecneyeHus
6e3onacHocTu Bawei naptun. He 3HaeTe, ¢ yero HauaTtb? Toraa HaYHUTE C HUX.

1

lNMpoBoguTe perynapHbie
TPEeHUHru no 6e3onacHoOCTU B
cBoen napTuu

Ucnonb3yiite wunppoBaHue
ANA BCeX KOMMYHUKauuin, no
BO3MOKHOCTU — CKBO3HOE
wudpoBaHue

5

TpebyiTe ucnonb3oBaTthb
ABYXGDaKTOPHYIO
ayTeHTUdUKauuio Besge, rge 3To
BO3MOXHO

7

Ucnonb3ayiiTe HapgekHoe
06s1a4HOEe XpaHunuLe

3awuTtuTte pusnyeckue
aKTUBbI NAapTUMn

Mocobue no kubepbesonacHocTH

ByabTe 6guTenbHbI B OTHOLIEHUN
¢duwmHra u ucnonb3yiTe
CUCTEMY OTYETHOCTHU

4

TpebyiiTe ucnonb30BaTh
HageKHble naponu. BHegpute
MeHegXep naponen B cBoen
napTiu

VY6eauTechb B aKTyanbHOCTU
Bepcui Bcex YyCTPOMCTB U
nporpamMmmHoro o6ecneueHus
COTPYAHUKOB

8)

Ucnonb3yite npotokon HTTPS
1, npu HeobxogumocTtu, VPN ana
poctyna K UHTepHeTty

10

Paszpab6oTaiiTe naaH
pearvpoBaHuA OpraHM3aumm Ha
MHUNOEHTDI



bnarogapHocTb aBTOpPOB

Begynii astop: Evan Summers (NDI)
CoaBsTopei: Sarah Moulton (NDI); Chris Doten (NDI)

Boipaxkaem otaenbHyto 6naroaapHocTb
NpUrNaleHHbIM 3KCNepTaM-peLieH3eHTaM,
KOTOpbie€ BHOCU/IU LiEHHbIe OT3bIBbl, NPAaBKU
M NpeanoXXeHus B Xo4e NoAroTOBKU AAHHOTO
Moco6usa, BKNouasa cnepyowmx:

Fiona Krakenburger, Open Technology Fund; Bill Budington

n Shirin Mori, Electronic Frontier Foundation; Jocelyn
Woolbright, Cloudflare; Martin Shelton, Freedom of the Press
Foundation; Dave Leichtman, Microsoft; Stephen Boyce,
International Foundation for Electoral Systems; Amy Studdart,
International Republican Institute; Emma Hollingsworth,
Global Cyber Alliance; Caroline Sinders, Convocation Design +
Research; Dhyta Caturani; Sandra Pepera, NDI; Aaron Azelton,
NDI; n Whitney Pfeifer, NDI. bnarogapum cneunanucros no
NoAUTUYECKMM NapTUaIM HauMOoHanbHOro AEMOKPATUYECKOro
uHctutyta (NDI), B ToM uncne Kellor Yde, Christian Brunner u
Sarah Travis, 332 HEOLLEHMMbII BKNa, U 3KCNEPTHYIO MOAAEPXKKY.

KpoMe Toro, Mbl XoTenu Bbl OTMETUTbL BCE 3aMeyaTesibHble
PYKOBOLCTBA, N0cobus, paboumne TeTpaamn U yuebHbie MOay/u,
a TaKxKe npoyne Martepuarbl, KOTopble pa3pabaTbiBaloTcs U

KT0o mbl Takue?

National Democratic Institute for International
Affairs (NDI) - 3T0 HekoMMepuecKas BHenapTHitHas
OpraHusaums, pacnonoXeHHaa B BawmnHrtoxe,
okpyr Konym6us, cotpyaHuuaowas ¢ pasimiyHbiMu
opraH13auMaMu no BceMy Mupy B chepe
YKpErJIeH!s U 3alLUTbl AEMOKpPaTUHECKUX
MHCTUTYTOB, NPOLLECCOB, HOPM U LIEHHOCTEN C LieNbio
NOBbILIEHMS KAYeCTBA XXM3HU ONS BCEX NIIOAEN.

B NDI cuuTatoT, 4To BCE NtOAM MMEKOT NPABO XWTb B MUPE, rae
YBAXatT UX LOCTOMHCTBO, 6€30MacHOCTb M NOMUTUYECKME NPaBa,
1 LMbPOBOM MUP He ABNSETCS UCKIYEHUEM.

nopnepxusatotcs CoobuiectBoM no obecneveHuto 6esonacHocTH
opranusaumi (OrgSec). Hactosiwee Mocobue npussaHo
LONONHUTL 6onee PyHAAMeHTaNbHblE MaTepuanbl, 06beanHMB
K/0YeBble YPOKM B YHUBEPCANbHbIA M YOOOHbIN ANg YTeHUS
pecypc AN NONUTUYECKMX MAPTUIA, KeNaKoLLMX NPUCTYNUTb K
pa3paboTke nnaHa obecneyeHuns knbepbesonacHoCTy.

MoMMMO BOOXHOBEHMS, 4EPMAaeMoro U3 MHOXeCTBa
3aMeyaTeslbHbIX pecypcoB, CO6paHHbIX CO06LLECTBOM,

Mbl HaNPsSIMYK CKOMWUPOBANM NONe3Hy MHOOPMALUIO U3
HEeCKONbKUX CYLLECTBYHOLWMX UCTOYHMKOB B laHHOe [Mocobue,
B YaCTHOCTU UHPopMaumio u3 Mocobua «Camosawmra ot
cnexxku» oT Electronic Frontier Foundation, «kKomnnekcHoro
pykoBoacTea no 6esonacHocTu» ot Tactical Tech, a Takxke
psg pasbsacHeHui ot Center for Democracy and Technology
n Freedom of the Press Foundation. KpaTkue aHHOTaumm
YyKa3aHHbIX pecypcoB NPUBOASATCS B CefyOLWMX pasfenax, a
KOHKPETHbIe CCbUIKM C yKa3aHMeM aBTopa U MHPopMaLuei o
NMLEH3MM NpeacTaBneHsl B [punoxeHun A.

Kpome Toro, Mbl HaCTOATENBHO PEKOMEHAYEM BCEM YHTATENAM
HacToswero MNMocobus nonb3oBaTbcs 06WMPHON 6ubanoTekoi
PYKOBOJCTB M pecypcoB no umdposoi 6esonacHocTy,
cocTaBneHHon u obHoensiemoi Open Technology Fund.

Cneumnanuctsl LleHTpa nemokpatum u texHonoruit NDI ctpemsatcs
€034aTb robanbHyo LMPOBYIO IKOCUCTEMY, B KOTOPOW
LEMOKpaTUYeCcKMe LeHHOCTU ByayT 3aLMLLaThCS, TPOLABMIaThCS

W pPa3BMBaTbCS; AEATENbHOCTb NPAaBUTENBCTB CTaHeT 6onee
NpOo3pavHOM U MHKNIO3UBHOM, @ BCe rpaxaaHe byayT Bnpase
npaso TpeboBaTb OT CBOETO NPaBMUTENLCTBA NOLOTHYETHOCTM.

MbI BbINONHsSEM 3Ty paboTy Npu COAeNCTBMM robanbHoM ceTn
AKTUBWCTOB, CTPEMALLMXCS K LMPOBOW YCTOMYMBOCTU, U B
COTpyAHUYEeCTBe C NapTHepamu B cdepe pa3paboTKu MHCTPYMEHTOB
U pecypcoB, noao6HbIX aaHHoMy Mocobuto. bonee nogpobHo o
Halwei paboTe MOXHO y3HaTb Ha Be6-caiiTe, NOANMCaBLUMCh HA
Hac B Twitter nnun Hanucas no agpecy cyberhandbook@ndi.

org. Mbl Bceraa paapl 06paTHOM CBA3M M rOTOBbI OTBEYATD Ha
BOMPOCHI KacaTeNbHO Halei KOMaHAbl M Halwei paboTte B obnactu
Knb6ep6e30nacHOCTU, TEXHONOTUI U EMOKPATUM.



https://www.ndi.org/
https://www.ndi.org/
https://www.nditech.org/
https://twitter.com/NDItech?s=20
mailto:cyberhandbook%40ndi.org?subject=Пособие%20по%20кибербезопасности
mailto:cyberhandbook%40ndi.org?subject=Пособие%20по%20кибербезопасности
https://www.eff.org/
https://tacticaltech.org/
https://cdt.org/
https://freedom.press/
https://docs.google.com/spreadsheets/d/153LDVGstMnB0gd8hB_6_ZIVFj4_E3FGOz1KK1HdtM0s/edit#gid=0

[Ana koro 3T1o MNocooue?

HaHHoe MNocobue HaNUCAHO € OAHOM NPOCTOM
LLeNblo: MOMOYb NOUTUHECKON NapTUK
pa3paboTaTb NOHATHbIM U OCYLLECTBUMbINA NNAH
Kubepbe3onacHOCTH.

Mwup Bce H6onblue NepexoamT B OHNANH, 1

«Knbepbe3onacHoOCTb» — 3TO YXKe He MPOCTO MOAHOE C/I0BO, A
Ba)KHeMLLIee yC/10BME YCMEeLWHOCTU opraHn3auum u 6e3onacHocTu
KOMaHgbl. B yacTHoCTH, ANg nonuMTuyecknux napTtuin obecneyeHue
6e3onacHocT MHbOopMaumMK (Kak OHNaWH, Tak U odnaiH) — 310
3afjayva, TpebyroLias BHUMaHUS, MHBECTULMI U BAUTENBHOCTY.

lpumeydarue. [ns npocToTsl M MOCAELA0BATENLHOCTH TEPMMUH
«opraumsaumnsi» 6y[eT UC0/b30BaThCS B Ad/IbHEMLLINX
pasaenax aaHHoro [locobus npenmyLecTBeHHo
MPUMEHUTENIbHO K BALLEH NapTum, ABMXKEHMIO MM KOJSULMM.

Ckopee Bcero, Balla NapTus OKAXKETCS — eC/In YXKe He
0OKa3blBaNacb — 06bEKTOM KMbepaTaku. ITO He NOMbITKa NocesTb
MaHUKyY; 3TO peanbHOCTb — AaxXe ANS TeX NapTUid, KOTopble He
OTHOCAT ce65 K NOTEHLMANbHbIM 06bEKTAM XaKepCKUX aTak.

B cpenHem Center for Strategic and International

Studies, Beaylwmii CNMCOK TakK Ha3blBAaEMbIX «3HAYMMBbIX
KMBEPUHUMAEHTOBY, 32 rog, GUKCMPYET COTHU CEPbE3HBIX
XaKepCKMX aTak, MpUYeM MHOTMME U3 HUX ObIBAOT OAHOBPEMEHHO
HaLleneHbl Ha AeCITKM, a TO U COTHU opraHu3auumii. llommumo

(UKCUPYEMBIX aTaK, EXXEerogHo NPOUCXOAAT COTHU Apyrux, Gonee
MENTKMX, KOTOpbIE OCTAlOTCS HE3aMEYEHHBIMU UM HE BHOCATCS B
CMUCOK, U MHOTUE U3 HUX HanpaBfieHbl MPOTUB NAPTUA, ABUXKEHUI
U AEMOKPATUUYECKUX UHCTUTYTOB.

Takue kubepaTaku UMEKT cepbesHble nocnencTaus. M k
nofobHbIM Yyrpo3aM ciefyeT OTHOCUTLCS Cepbe3HO, Kakue Bbl
Llenu HY NpeciiefoBany 3N10yMbIUNEHHUKW: 3aBNaAETb BALLUMMU
[leHbraMu, HaBpeauTb Ha Bbibopax, copBaTh paboTy Balleit
napTuu, NOANOPTUTb BaLLy penyTaLmio Uan yKpacTb MHGOPMaLLMIO,
pasrnaweHue KOTopoi MOXET MPUUMHUTL NCUXONOTUYECKUIA UK
u3nyeckmin ywepb uneHam napTum Uan COTPYAHUKAM.

PanyeT 10, 4TO 3aWMTUTL CEOS M CBOKO NApTUIO OT HaMbonee
pacnpoCTPaHEHHbIX YrPO3 MOXKHO M He Byay4u NporpaMMUCTOM
WK TEXHUYECKUM cneumanuctoM. OfHako 6yasTe roToBbl NOTPATUTbL
HeMarno YCWAUM, 3HeprnM 1 BpeMeHu Ha pa3paboTKy U BHeApeHWE
HafeXHOoro nnaHa obecneyeHuns 6e30NacHOCTU OpraHM3aLuu.

Ecnu Bbl HUKOrAA He 33yMbIBaNUCb O KWbepbesonacHOCTH
napT1u, aun y Bac He 6bin0 BpeMeHU CPOKYCMPOBATLCS HA 3TOM
BOMPOCE, UM Bbl 3HAKOMbI C OCHOBAMM, HO CUMTAETE HENULLIHUM
NMOBbICUTb YPOBEHb KMBepHe30nacHOCTU CBOEM NapTUM ,TOoraa
310 lNocobue ang Bac. Uenb naHHoro Mocobus - npenoctaBuThb
Ballei napTum MHMOPMaLLMIO, HEOOX0AMMYI AN pa3paboTku
HaZeXHoro niaHa obecnevyeHns 6e30MacHOCTH, HE3aBUCUMO OT
Ballero reorpaduyeckoro mectononoxexus. M stot nnax 6yner
CyLLECTBOBATb HE TOMbKO Ha Bymare, a acT BaM BO3MOXHOCTb
NPUMEHSATb NepefoBble NPAKTUKK Ha fene.

UTo TaKkoe «nnaH obecneueHmns
0e30nacHOCTU» U 3a4eM OH HYKEH

opraHmsauumn?

MnaH o6ecneyeHns 6e30NacHOCTU — ITO KOMMNEKC
npasuna, npoueayp 1 UHCTPYKLUM, U3NOXKEHHbIX

B NMCbMEHHOM BUAE U CONMacoOBaHHbIX Ballen
opraHu3aumein € Lesibio AOCTUKEHUS YPOBHS
6e30nacHOCTH, KOTOPbIN Bbl M Balla KOMaHAA
cyuTaeTe AOCTaTOUHbIM AJIS 3alUTbl COTPYAHUKOB,
napTHepoB U MHOpMaL UK.

XopoLo npoayMaHHbIi U perynsipHo 0GHOBASIEMBIN MAaH
obecneyeHns 6€30MaCHOCTU OPraHM3aLLMK MOXKET 3aLUUTUTD U
NOBbICUTb IPPEKTUBHOCTb AEATENBHOCTM OpraHu3aLmu, obecneuns
LyLIEBHOE CMOKOMCTBUE, NMO3BONSIOLLEE COCPEAOTOUMTLCS Ha
BbINOJHEHUM BaXKHbIX NOBCELHEBHbIX 33434 OpraHM3auuu.

8 Mocobue no kubepbesonacHocTH

be3 komMnnekcHoro nnaHa oyeHb IEerKO He 3aMeTUTb Yrpo3bl
ornpeneneHHoro TMMa, IMWKOM CUITbHO CPOKYCMPOBABLUMCH

Ha KaKOM-TO KOHKPETHOW Yrpo3e uav UrHopmpys BONpPOChI
Knbepbe30onacHOCTM BNIOTb A0 HACTYMIEHKUs Kpu3uca. B npouecce
pa3paboTku nnaHa obecneyeHns besonacHocT noTpebyeTca
3ap8aTb cebe pspa BaXKHbIX BOMPOCOB. TO HA3bIBAETCS OLLEHKA
puckoB. OTBETbI HA 3TV BONPOChI MOMOTYT BaLlel OpraHu3aLmm
BbISIBUTb YHMKabHbIE YrpO3bl, C KOTOPbIMM Bbl CTANIKUBAETECH,

a TaKXKe NOo3BONAT OTOWTM Ha LIAT HA33aA, M XOPOLUEHbKO

noayMatb, YTO UMEHHO M OT KOFO UMEHHO HYXXKHO 3aLLUTUTb.
KBannbuumpoBaHHble aHaNUTUKK, UCMOb3YHOLLME CUCTEMBI ayauTa
T1na SAFETAG ot Internews, MOryT NOMOYb Ballei OpraH13aLmm
CNpaBuTbLCA € 3TOM 3agadent. [locTyn K TakOMy YPOBHIO
npodeccMoHaNbHOro OMbiTa OAHO3HAYHO CTOWT 3aTPaYeHHbIX
YCUNUIA, HO AaXKe Npu OTCYTCTBUM BO3MOXHOCTM NPOMTU NONHYHO
OLLeHKY peKOMeHyeM BaM BCTPETUTLCS C YNEHaMKU CBOEN
opraHv3auum 1 feTanbHo 06CyAnTb KtoUeBblie BOMPOCHI.


https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://safetag.org/

3aULUTUTD?

Bbl MOXeTe HayaTb OTBEYATb HAa 3TW BOMPOChHI, CO3AAB KaTanor
BCEX aKTMBOB Balleii opraHusauum. K akTuBam oTHOCUTCS,
HanpuMep, Takas UHPOPMaLMs, Kak COOBLLEHUS, SNEKTPOHHAS
nouyTa, KOHTaKTbl, LOKYMEHTbI, KaJleHAapYU U MECTOMOOKEHMS.
K akTMBaM MOXHO OTHECTM TenedOoHbl, KOMMbIOTEPDI U Apyrue
ycTporicTa. KpoMe Toro, 1tofiu, CBA3M M OTHOLLEHUS TakxKe
MOTYT CYUTaTbCA akTMBaMu. COCTaBbTe CMUCOK CBOUX aKTUBOB U
nocTapanTech UX KaTanormsnmpoBaTb MO CTENEHU BAXKHOCTU A1

Kakumum akTBamMmmu pacnosaraer Bawia
OpraHMsauua U YTO MMEHHO Bbl XOTUTE

OpraHu3aLmm, MeCTy XpaHeHUs (BO3MOXKHO, KaKMe-TO M3 HUX
XPaHATCS KakK Ha LMPPOBbIX, Tak U HA GU3MYECKUX HOCUTENSIX)
W 3aLLMTe OT NOTEHLMANbHOMO AOCTYNA, NOBPEXAEHUS UK
HapyLeH1s QYHKLMOHANbHOCTM CTOPOHHUMM NULaMu. UMeiiTe
B BMAY, YTO HE BCE aKTUBbI OAMHAKOBO BaXHbI. ECn Kakas-

TO MHdOpMaLMa 06 OpraHU3aLUK ABNAETCS 0OLLEAOCTYNHOM
WA Bbl YXKe onyBiIMKoBanu ee, oHa 6oNblie He ABNAETCS
KOHOUAEHUMANBHOM U €€ HE HYXHO 3alMLLaTh.

KT0o Balum NnpoTUBHUKUN U KAKOBbI UX
BO3MOMXHOCTMU U MOTUBbDbI?

«[pOTUBHUK» — 3TO TEPMUH, LLIMPOKO UCMONb3YeMbIi B 061acTu
obecneyeHuns 6e3onacHocTM opraHusaumu. Monpocty rosops,
NPOTUBHUKU — 3TO AeATeNu (OTAENbHbIE NULLA MAK TPYNbl),
KOTOpble HALLeNIMBAKOTCS Ha Bally OpraHu3aLmio, 4Tobbl CopBaTh
ee paboTy, NoNy4YuTh AOCTYN K Balleit MHhOpMaLMKU Uin
YHUUTOXMTb €€, — TO eCTb «MIOXME NapHu». B kauecTBe NpuMepoB
NOTEHLMANbHbIX MPOTUBHUKOB MOXHO Ha3BaTb UHAHCOBbIX
MOLLEHHUKOB, KOHKYPEHTOB, NPEACTaBUTENEH MECTHBIX UK
LIeHTpasnbHbIX OPraHoOB BNACTU NGO NPaBUTENBCTB, a TAKXKe
XaKepoB, AeMCTBYIOLWMX MO UAEONOTUYECKUM MU MONUTUYECKUM
MOTMBaM. BaXKHO COCTaBUTb CIMCOK CBOUX NPOTUBHUKOB U
NpoaHanu13mMpoBaTh, KTO U3 HUX MOXKET 3aXOTeTb HABPEAUTb
BalLel opraHM3aumm 1 COTpyaHUKaM. B kauecTBe NPOTUBHMKOB
Nerko nNpencTaBuUTb BHELWHUX CYGbEKTOB (HanpuMep,
MHOCTPaHHOE NPaBUTENLCTBO WU ONPELENEHHYI0 NOANTUYECKYHO
rpynmny), 0AHAKO crefyeT MOMHUTb, YTO MPOTUBHUKAMU

MOTYT 0Ka3aTbCsl U NOAM, KOTOPbIX Bbl 3HAETE, HAaNpUMep
HEeLOBOJIbHbIE COTPYAHMKM, BbIBILME PABOTHUKK, A TaKXKe

UneHbl CEMbU MU NAPTHEPDI, HE NMOALEPXKMUBAIOLLME TEKYLLYIO
DesTeNbHOCTb OpraHu3auum. PasHble NPOTUBHUKM HECYT pasHble
yrpo3bl M 061aat0T Pa3HbIMU pecypcamMu U BO3MOXKHOCTSMM,
HanpaBleHHbIMW Ha NOAPbIB AEATENbHOCTU Ballel opraHu3aLum

Ton 10

W Nnofy4yeHune AOCTyna K Bawei MHGopMauum unm ee
YHUUTOXEHME.

HanpwuMep, npaBuTeNbCTBA YACTO pacrnonaraoT 601blWMMK
(DMHAHCOBLIMU CPELCTBAMM U BAACTHBIMU MOSTHOMOYUAMMU,
MO3BOJISIOLLMMU, HANPUMEP, OTK/IKYaTb MHTEpHET unu
MCNoJb30BaTh LOPOroCTOALLME TEXHONOMMKU HABNaEHNS; Y
MO6W/IbHBIX ONEPATOPOB U MHTEPHET-NPOBANAEPOB, BEPOSTHO,
€CTb LOCTYN K 3aN1CsM BbI30BOB M UCTOPUM Bpay3epa; OmnbITHbIE
XaKepbl MOTYT NepexBaTbiBaTb NIOXO0 3aLUMLLEHHbIE COOOLLEHMS
UM GUHAHCOBbIE TPaH3aKLMKM B 06LLefOCTYNHbIX ceTax Wi-

Fi. bonee Toro, Bbl CaMy MoXeTe CTaTb CBOMM MPOTUBHUKOM,

K NpuMepy, CIy4altHO yoanuB BaxkHble daknbl Man OTNpaBmB
NINYHbIE COOBLLEHUS HE TOMY YeNOBEKY.

MoTHBbI NPOTUBHUKOB MOTYT OT/IMYATLCS B 3aBMCMMOCTU OT UX
BO3MOXHOCTEN, UHTEPECOB U CTpaTeruii. 3aMHTEpeCcoBaHbl v
OHM B AMCKPEeAMTALMM BaLLen opraHn3aumnmn? bbiTb MOXET, OHM
CTPEMSATCS 3aryLWWTb roN0C Balle opraHmn3aumm? A MOXET, OHM
BMAST B Ballel OpraHM3aLmnm KOHKYpeHTa U XOTAT NOMYYUTb
npeumyLecTso? BaxxHO NOHATb MOTMBALMIO NPOTUBHMKA,
MOCKO/bKY MMEHHO 3TO MOMOXET Balleil OpraHu3aLmm ny4ile
OLLEHUTb BO3MOXHbIE Yrpo3bl.


https://holistic-security.tacticaltech.org/chapters/explore/2-4-understanding-and-cataloguing-our-information.html
https://holistic-security.tacticaltech.org/chapters/explore/2-4-understanding-and-cataloguing-our-information.html
https://gcatoolkit.org/smallbusiness/know-what-you-have/?_tk=identify-your-devices

C Kakmmu yrposamm cTasiKMBaeTca Balla
opranmzauua? Kakosa X BepoOATHOCTb U
CepbLEe3HOCTb nocneacTrevmn?

B npouecce BbisBIeHUS NOTEHLUA/NIbHbIX YIPO3
Bbl, BEPOSAITHO, MOY4UTE AJIMHHDIN CMIMCOK,
KOTOpbIA Bac owenomMut. Bam MoxxeT nokasarbcs,
4TO BCe ycunus 6ecnonesHbl, Mam Bbl NPOCTO

He 6yaeTe 3HaTh, C Yero Havatb. YTo6b1 NOMOUL
opraHu3auuu HaMeTuTb 3P eKTUBHbIE LIaru,

peKkoMeHAYyeTCa NPOAHANIM3UPOBATb KXKAYHO Y106bI YNpOCTUTb AAHHDBIN NpoLiecc ynpaBneng prUCKamu,

. paccMOTpuTE BO3MOXHOCTb UCMO/b30BaHMS paboyero IUCTa,
Yrposy, UCXoAs us cneayromx AByx CbaKTOpOB. HanpuMep BOT 3T0ro, pa3paboTanHoro Electronic Frontier
BEPOATHOCTb BO3SHUKHOBEHUSA U CTENEHD B/IUAHUS. Foundation. MmeiiTe B B1ay, 4To MHDOPMaLKS, NONYYEHHAS

B paMKax 3TOro npoLecca (HanpuMep, CUCoK BaLIMX
MPOTUBHUKOB U TEX YrpO3, KOTOPblE OHW MPELCTABASIOT),
MOXeT caMa no cebe ObiTb KOHOUAEHLUMANBHOMN, NO3TOMY
BaXKHO 0becneunTb ee 6e30MacHOCTb.

YTo6bl ONpenenuTb BEPOSTHOCTb BO3HUKHOBEHUS YrpO3bl

(KaK NOTEHUMANbHO «HU3KYHO®, KCPELHIO» MU «BbICOKYH»

B 3aBMCMMOCTY OT TOFO, IBNISIETCS /1N €€ BO3HUKHOBEHME
ManoBepOsTHbIM, BO3MOXHO /X B MPUHLMNE UK CTy4aeTcs

4acTo), Bbl MOXETE UCMOMb30BaTh M3BECTHYH BaM UHGBOPMaLMIO

0 BO3MOXHOCTSIX M MOTUBALMM BALLMX NPOTUBHMKOB, aHANN3
NpOLUbIX UHLMAEHTOB B 0611aCTM 6€30MaCHOCTH, OMbIT APYrUX
CXOXXMX OpraHu3aLLMii U, KOHEYHO Xe, tobble UMetoLLMecs cTpaTerum
CMSrYeHns NoCNeaCTBUN, BHEAPEHHbIE BaLlel OpraHu3aumnen.

Y1066 ONpenenuTb CTeneHb BAUSHUS Yrpo3bl, NOAYMAWTE O TOM,
Kak Bbirnsigen 6bl Baw Mup, ecnun Bbl 3Ta yrpo3a AenCTBUTENBHO
BO3HMKNA. 3apanTe cnepyrowme Bonpockl: «<Kakum obpasom
[aHHas yrpo3a HaBpeauna Ham — Kak OpraHM3aummn n Kak
OTAENbHbIM NI0ASIM — PU3UYECKM U MOPANBHO?», «HaCcKoNbKO
NPOLOIKUTENbHBI €e NoCNeacTBUs?», «Co34aCT M OHA Apyrue
onacHble cuTyaummu?» u «Kakum o6pasomM oHa MOXET 3aTPyAHUTb
NpoLecc LOCTUXEHMUS HACTOSWMX M ByaylmMX Lenen Hawewn
opraHusaummn?». OTBeYas Ha 3TM BOMpPOChI, NOAyMaiiTe, KakoBa
CTeneHb BAWUSHWUS 3TOW Yrpo3bl: HU3Kas, CPEAHAS UM BbICOKAS.

KnaccudumumpoBas yrpo3bl N0 BEPOSTHOCTU BO3SHUKHOBEHMS

U CTENEHWU BAUSIHUS, MOXHO NPUCTYNUTb K COCTaBNeHUto bonee
obocHoBaHHOro nnaHa aencremit. CocpefoTOuMB BHUMaHME

Ha yrpo3ax, BOSHMKHOBEHMWE KOTOPbIX SBASETCS Hanbonee
BEPOSTHbLIM M KOTOpble ByAyT UMETb 3HAUYUTENbHbIE HEraTUBHbIE
nocneacTBus, Bbl CyMeeTe pacnopsiamTbcs OrpaHUYeHHbIMU
pecypcamu Haubonee 3pPeKTUBHO U AeACTBEHHO.

Bawa uenb Bceraa 3ak4aeTcs B MUHMMMU3ALMM PUCKOB, HO
HUKTO — [laXke NpaBUTENbCTBA UM KOMMaHWUK, pacrnonaratwLme
NYUYWMMK B MUPE PECYPCaMU — HE CNOCOBEH MOMHOCTbIO
YCTPaHWUTb PUCKU. M 3TO HOPMasbHO: Bbl MOXETE HEMAJO
caenatb AN 3awmTbl cebs, CBOMX KOMMET U CBOEI OpraHM3aLmu,
no3aboTMBLUMCL O HanboNee CEPbE3HbIX Yrpo3ax.
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https://sec.eff.org/materials/threat-modeling-activity-handout-for-learners

PaspaboTka nnaHa o6ecneueHun
Kubepb6ezonacHOCTH OpraHMsanum

MnaHbl 06ecneueHns 6esonacHOCTU Pa3HbIX
opral-m3au.uﬁ OTIMYAIOTCA B 3aBUCUMOCTU OT
OLLEHKU PUCKOB U OpraHMBaUMOHHOﬁ ANHaAMUKMU,
OAHAKO CywecTBYyeT paa NpakKTuyecku
YHUBEPCAJZIbHbIX KHO4YEBbIX KOHLLeNUUM.

B HacToswem MNMocobum paccMaTpuBaOTCS YKa3aHHbIE KNHOYEeBble
KOHLLEMNUMU, U 3TO MOXKET YNPOCTUTbL NPOLLecC paspaboTku

nnaHa obecrneyeHns 6€30MacHOCTM AN BALLEM OpraHU3aLuu,
OCHOBaHHOTIO Ha NPAKTUYECKUX PELLEHWUSX U PEaNIbHOM OMbITE.

B 3tom [Mocobun Mbl cTapaeMcs npeanaratb Taknue MeToabl
nieu, BHeapeHue KOTopbIX ecnn U noTpebyeT OT Bac 3aTpar,

TO IULLb OYEHb HE3HAYUTENbHBIX. MIMeliTe B BUAY, 4TO K
Hanbonee 3HaUMTENbHbBIM 3aTpaTaM, CBA3aHHbIM C BHELPEHUEM
3¢ deKTMBHOO NiaHa obecneyeHns 6e30NacHOCTH, OTHOCKUTCS
BpeMms, KoTopoe noTpebyeTcs BaM M BaLLei opraHusaunm

LN 06CYXAEHUS, U3YYEHUS U OCYLLECTBNEHWS HOBOIO NaaHa.
OnHaKo, yUMTbIBAs PUCKM, C KOTOPbIMM MOXET CTOIKHYTbCS Balla
opraHu3aums, Takme UHBecTUL MK 6yayT 6onee YeM onpaBLaHHbI.

B Ka10M pasgene NpMBOAMTCA PasbsiCHEHKE MO ONpeaeneHHoM
K/0YEBOM TEME, BK/IOYAs €€ 3HAUMMOCTb 19 BalLei opraHusaumm
U ee COTPYAHMKOB. M0 Kax Lol TeMe NPUBOAATCS COOTBETCTBYHOLLME
K/tOYeBbIe CTPATErMM, NOAXOAbl U PEKOMEHA0BAHHbIE UHCTPYMEHTbI
A1 MMHMMM3aLMK BalMX PUCKOB, @ TAKXKE MOJIE3HbIE COBETbI U
CCbUIKM Ha [LOMOHUTENbHbIE PECYPChI A5 YNPOLLEHUSI BHEAPEHUS
yKa3aHHbIX pEKOMEHAALMI B BaleM opraHusaumu.

CTapToBbLIN KOMNAEKT
ANA pa3paboTKu naaHa
obecneueHusn 6ezonacHoCTMN

UTo6bI NOMOYb BaLLe opraH13aumm

YCBOWTb M BOM/OTUTb B peasnbHbIii NaaH
YPOKM, NoYeprnHyTbie U3 gaHHoro Mocobus,
peKkomeHgyem BOCMNO0/1b30BaTbCA 3TUM
CTapTOBbIM KOMMEKTOM. Ero MOXKHO
pacneyaTaTtb UAM 3anoHUTb B LMdPOBOM
BUae, ecu Bbl M3ydaeTe [ocobre oHNANH.
[enad 3ameTKu 1 NpUcTynas K 06HOBAEHUIO
UM pa3paboTKe cBoero naaHa obecneyeHuns
6e3onacHocTu, 06A3aTeNbHO CBepANTeCh

co «CTPYKTYpPHBIMU BAOKaMK NnaHa
obecneyeHna besonacHoOCTW», Nogpo6bHO
M3710KeHHbIMM B Kaxkgom pasgene. Hu oguH
nnaH obecrneyeHns 6e30MacHOCTU He MOXKeT
CYMTATLCA NOJHLIM, EC/IN B HEM He y4YTeHbl KaK
MWUHUMYM CnegytoLuye KAoyeBble 3/1eMeHTbl.

Bocnonb3yitech 6ecnnaTtHbiMK 06y4aoLWLMMK pecypcamu, Hanpumep MnanupoBlmk Mep 6esonacHoctu ot Consumer
Reports, Mpunoxkenne Umbrella ot Security First, Mpoekrt Totem ot Free Press Unlimited u Greenhost nnn Ha6op

MHCTPYMEHTOB KubepbesonacHocTn ansg uenesbix opraHnsaumii ot Global Cyber Alliance. XoTs yka3aHHble pecypcbl

npefHasHayeHbl B NepPBY0 OYepeb A1s OpraHu3aLmii rpaXkaaHCKoro o6LLecTBa M akTUBUCTOB, @ He ANsl NMOAUTUYECKMUX
MapTuii, UX TEXHUYECKOE COAEpXKaHWe NpeacTaBasieT 60MbLUYI0 LLEeHHOCTb. Ha 3TWX caiTax Bbl HalaeTe pecypchi
KacaTeslbHO MHOTWX MEPeAOBbIX NPaKTUK, yNOMSIHYTbIX B HacTosiLeM Mocobum, BKITHOUAs CCbIKKU Ha LeCITKM 06y4atowmx
MHCTPYMEHTOB, KOTOPblE MOMOTYT BaM BHEAPUTb HA NPAKTUKE CaMbl€ K/IOUYEBbLIE JNEMEHTDI.
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CozpaHue
KYAbTYPbI
OezonacHoCTM

MpouHas ocHoBa: KoMmyHukaumm
3awmTa y4yeTHbIX 1 6e3onacHoe Be3sonacHocTb B VIHTepHETE
3anucei 1 yCTponcTs XpaHeHWe AaHHbIX

CozpaHue KynbTypbl
6e3onacHocTn

3awwTa pusnyeckomn
6e3onacHocTn

Yro penatb, koraa
YTO-TO MAET HEe TakK



MpoyHas ocHoBa:
3alMTa YHETHbIX
3anucei 1 ycTponcTs

KoMMyHwuKaumm
1 6e3onacHoe
XpaHeHHe AaHHbIX

CozaaHue KynbTypbl
6esonacHocTn

be3zonacHocTb - 3TO npexge Bcero /1au, U HTobbI
3aLUTUTBL CBOIO OPraHU3aLUnio, BaM HE0bXoaMMo
y6eauTbCAa, YTO BCe yHacTHUKM Cepbe3HO
OTHOCATCA K BONpocy Knbepbe3onacHocTH.
U3MeHUTb KOprnopaTuUBHYHO Ky/IbTYPY C/10KHO,

HO pAA NPOCTLIX LWIAroB U Ba*KHbIX 006CYKAeHUI
MOMKET CbIrpaTb Ba*KHYH pPO/ib B CO34aHUN
armocgepbl, KOTOPas MNOBbICUT YCTONYUBOCTb

Yro penatb, Koraa
4TO-TO MAET He TaK

3awuta pusnyeckon

besonacHocTb B MHTEpHeTe
6e3onacHoCTH

Baluevi opraHn3aumnm 1 ee CoTpyAHUKOB K yrpo3am
B cpepe bezonacHocTr. OgmH 13 cambiX rMpPOCTbIX
U NPy 3TOM Hanbosiee BarKHbIX Laros, KOTopble
HeobxoauMo rnpegrnpuHATDL 4719 CO34aHUA

TaKovi Ky/ibTypbl 6€30M1acHOCTY OpraHn3aLmnm,
3aK/10YaETCA B TOM, HTOObI rOBOPUTL 06 3TOM
BHYTPY OpraHusaumu m, 6yayym ogHUM U3 ee
/IMAepoB, Bceraa rogaBarth XOPOLUU rpumep.

MHTerpauuna 6e3onacHOCTU B CYLLECTBYIOWYIO

onepauuoHHYIO CTPYKTYPY

Kak ckasaHo B «kKoMniekcHOM pykoBoACTBE
no 6esonacHocTu» ot Tactical Tech, BaxxHO
€034aTb HaAEXHOoe, 6e3onacHoe NPOCTPAHCTBO
ANA 006CYy)XAEeHUS pa3/IMuHbIX aCNEKTOB
6e30nacHOCTU.

4TOObI YNEHbl KOMaHAbl He 6OANUCH MOKA3aTbCs NapaHOMKaMu
M He YyBCTBOBA/IM, YTO 3PSl TPATAT YyXKOE BPEMS, /N Y HUX
BO3HMKHYT Kakue-To ornaceHus no nosoay 6e3onacHoCcTu.
Takxe, nnaHMpoBaHue perynsipHbix 06cyXaeHuit BONpocoB
6e30nacHOCTH NOMOraeT ynopsa0unTb rpPaduK NpoBeLeHUS
MHTEPAKTUBHbIX MEPONPUATUIA U aHANUTUYECKUX 0630pOB

no Bonpocam, kacatowmmcs 6e30nacHOCTU. ITO He Aaet
usieHaM KoMaHAbl 3abbiTb O CyLLECTBYOLWMX NpobnemMax u
3acTaBAseT X MPUBHOCKUTBL B CBOIO TEKYLLYIO paboTy XoTs Gbl
NnaccMBHOE 0CO3HAHME BaXXHOCTM obecneyeHns 6e30nacHOCTU.
Heobs3aTenbHo NpoBOAMTL NOA0OHbBIE MEPOMPUATHUS
eXXeHefeNbHO, HO OHM AOMXKHbI CTaTb CUCTEMATUYECKUMMU. Takue
06CyXAEHMS [OMKHBI KACaTbCst HE TOSIbKO BOMPOCOB TEXHUYECKOM
6€30MacHOCTM, HO M aCMEeKTOB, BAMAIOWMX HA KOMDOPT n
6€e30MacHOCTb COTPYAHMKOB, BK/OYas BHYTPEHHUE KOHDIUKTBI,
npecnenoBaHus (Kak OHNawH, Tak U odnaiH) u TPYAHOCTH,
CBSI3aHHbIE C UCNO/Ib30BAHUEM U BHEAPEHUEM LMGDPOBbLIX
MHCTPYMeHTOB. OBCYXAEHUS MOTYT KacaTbCsl AAXe TakUX TEM,
Kak MpuBbIYKa COTPYLHWMKOB AeNUTbCS MHDOPMaLMel B pexume
odnaitH 1 cnocobbl 3aWwmTbl MHOOPMALMU, KOTOPbIE OHU
MCMONb3YHOT UK HE UCMONb3YIOT BHE paboThl. B KOHLLE KOHLIOB,
BaYXHO MOMHUTb, YTO 6€30MaCHOCTL OPraHM3aLMK HANPSIMyLo
3aBUCUT OT HAOEXHOCTM ee caMoro cnaboro 3seHa. OauH U3
crnocoboB JOOUTLCA BCEOOLLIE BOB/IEYEHHOCTU — 100aBUTD

Co3panue KynbTypbl 6€30NacHoOCTH

BONPOCbl 6€30MacHOCTM B NOBECTKY AHS PerynspHbiX COOpaHui.
Takxxe MOXHO pacnpenennTb 0643aHHOCTM NO OpraHM3aLuu

M NpoBeLeHnto 06CyXaeHMs BONpocoB 6e30MacHoCTU Mexay
YNeHaMM OpraHun3aLmm. To NOCNOCOBCTBYET BHEAPEHUIO MAEU
0 TOM, YTO OTBETCTBEHHOCTb 33 6€30MaCHOCTb HECET Kaxabli, a
He TONIbKO oTAenbHble nmua unn UT-komaHaa. Ecnm nepesectu
obcyxaeHve BonpocoB 6€30NacHOCTU B 0QULMANbHYIO
NN0CKOCTb, COTPYAHUKAM ByneT ynobHee 06CyaaTh 3TU BaXHble
BOMPOCHI Mexay coboli B MeHee oduLManbHOK 06CTaHOBKeE.

Kpome Toro, BaxkHO BHepUTb 3/1eMeHTbl 6e30MacHOCTU B
noBceaHeBHYH paboTy opraHM3aumm, HanpuMep, B Npouecce
afanTauum HOBbIX COTPYAHMKOB, @ TaKXKe NpoayMaTb MEXaHU3M
OTK/KOYEHMS LOCTYMNA K COOTBETCTBYIOLIMM CUCTEMAM B Cy4ae
yBONbHEHUs. be3onacHoCTb LOMKHA BbITb HE «AOMONHUTENbHBIMY
npeaMeToM 3a60T, a HEOTBLEM/IEMOJ HacTbIO Ballesi CTpaTernn
paborbl.

MoMHUTE, uTO BCe NnaHbl o6ecneyeHuns
6e30nacHOCTH c/ieAyeT paccMaTpUBaTh Kak
YXMBble AOKYMeHTbl. OHM noanexar perynsipHbiM
nepecMoTpaM M 06CY)KAEHMAM, 0COBEHHO NpH
NosiB/IEHMM B OpPraHMU3aLMm HOBbIX COTPYAHUKOB
W1 BOJIOHTEPOB IM60 NPU U3MEHEHUAX
06CTOATENLCTB B KOHTEKCTE 6e30MacHOCTH.

3annaHupyiite nepecMoTp M 06HOBNEHME CBOEN CTpaTerum
pas B roA M B CJyyae CepbesHbIX M3MEHEHUI B CTpaTeruu,
MHCTPYMEHTAX M/IW Yrpo3ax, C KOTOPbIMU Bbl CTAJIKUBAETECh.
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KoMMyHwuKaumm
1 besonacHoe
XpaHeHHe AaHHbIX

MpoyHas ocHoBa:
3aLLMTa YYETHbIX
3anucei 1 ycTponcTs

Co3paHue KynbTypbl
6esonacHocTn

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

besonacHocTb B MHTEpHeTe
6e3onacHocTH

MonyuyeHue nogaepXKy BHYTPU opraHusaumm

HeoTbemnemoi 4acTbio ycnewHoro BHeApeHus
KOpNopaTUBHOM KyNbTypbl 6€30MacHOCTH
ABNAETCA NOAAEpKKa Ballero niaaHa obecneyeHuns
6e30nMacHOCTU BHYTPU OpraH13aumu.

KpaiiHe BaXHO 3apyunTbCs peLunTenbHOM M aKTMBHOW NOALEPXKKOM
CO CTOPOHbI PYKOBOAMTENEN OpraHn3aLyii, KoTopble, Kak NpaBuio,
NPUHUMAIOT OKOHYATENIbHOE pEeLLeHUE O BbIAENEHUN BPEMEHH,
pecypcoB 1 ycunuii Ha paspaboTtky 1 BHeapeHue 3hdeKTMBHOrO
nnaHa obecneyeHns 6e3onacHOCTU. ECIM OHM He BOCMPUMYT NnaH
BCEPbE3,TO M HUKTO He BOCMpUMET. YTo6bl 4OBUTHCS TAaKOTO YPOBHS

NOAAEPXKKM B OpraHM3aLmMu, TILATeNbHO NPOAYMaNTe, KOraa U Kak
NpeLCcTaBUTb CBOW M/1aH; Pa3NnoxuTe BCE MO NOMOYKaM, ybeauTecs,
YTO PYKOBOACTBO NOAKPENSET Bal NOCbIN, U O3HAKOMbTE
KONEKTUB CO BCEMM 3/IEMEHTAMM M 3TanaMm NnaHa, Yytobbl Balla
Lieflb He Ka3anacb 3aragoyHon unu 3anytaHHom. Obcyxaas Bonpocsl
6e3onacHoCTH, u3berarTe TakTUKM 3anyruBaHus. MHoraa yrpossl,

C KOTOPbIMM CTASIKUBAKOTCS BaLla OPraHU3aLms U COTPYAHMUKM,
[eiCTBUTENbHO NYratoT, 0AHAKO NOCTapaiTeCh COCPEAOTOUUTLCA

Ha conoctaBneHnn $HakToB U CO34aHMM CNIOKOMHOM atMocdepsl

[Ns pelleHns BonpocoB 1 npobnem. ECiv onacHOCTb MOKaXeTcs
CMLLKOM YrpOXatoLLeit, 1loan MOryT He NoBepuTb, NOCYMTaB Bac
MonyancToMm, unu BoobLLe caaThCs, peLmB, YTO HUKaKue UX AeUCTBUS
BCE PaBHO He NOMOTYT — a Beflb 3T0 6ECKOHEYHO AANEKO OT UCTUHBI.

PaspaboTka nnaHa ooyueHunn

Korpa Bbl paspaboraeTte nnaH u HaYHeTe ero
npuaepXMBaTbCs, NnoayMaiTe, Kak byaere
06yuyaTb BCEX CBOMX COTPYAHMKOB

(M BONOHTEpPOB) 3TUM NepeaoBbIM METOAAM.

Mone3HoW TaKTUKOM MOXET CTaTb NPOBEAEHME PerynspHbIX
TPEHWHIOB 419 COTPYAHMKOB C 0653aTeNbHbIM MOCELLEHNEM U
npucesoeHneM 6annos 3a 3dekTUBHOCTb paboTsl. CtapaiTech
n36eratb CypoBbIX MEP U HEFAaTUBHbIX MOCNEACTBUI Ang
COTPYLHMKOB, KOTOPbIE COMPOTUBASKOTCS NPUHATUIO KOHLENLUU
6e30nacHocTu. MoMHUTE, YTO HE BCE COTPYAHUKM B OLUHAKOBOM
cTeneHun cnocobHbl aAanTUPOBATLCS K TEXHONOMUSM U
0CBauBaTb MX. Bce 3aBUCUT OT YpPOBHS 3HAKOMCTBA C
LMdPOBLIMU UHCTPYMeHTaMK U MHTepHeToM. CTpax Heyaauu
TO/IbKO INLWWIAET CTUMYNa coobwatb o npobaemMax unu
o6paLaTbca 3a noMolLbto. [Npu 3TOM co3aaHMe CUCTEMbI
NMOOLLPEHMI 38 HAaANeXaLLY0 OTYETHOCTb, ycnelwHoe obyyeHue
1 cobnoaeHne npaBuna MoOXeT CTUMYIMPOBATb YyyLeHWUs BO
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BCEI OpraHu3aumu. [LononHUTENbHYIO LEHHYIO MHDOPMaLMIO
MOXHO MOJYYMTb YEPE3 MECTHLIE MU MEXAYHAPOAHbIE CETU
o0byueHus umpposoit 6esonacHOCTM K BecnnaTHble obyvatowme
pecypcsl, Bkntoyas Mpunoxenue Umbrella ot Security First,
MpoekT Totem ot Free Press Unlimited u Greenhost, a Takxe
O6yuatowmit noptan ot Global Cyber Alliance.

MopyMaiite Haf TeM, Kak OXBaTUTb B BALLEM NaaHe 0byyeHus
[enyTaToB, MECTHbIX MOIMTUKOB U BUAHbIX fesTeneit naptum. B Tom,
4TO Kacaetcs 6€30MacHOCTH, MONUTUKMU U BUAHbIE YeHbl MapTUM
3a4acTyto TpebytoT 0c060ro BHUMAHMA U HYXAATCS B 06y4eHUm
6onblue, yeM apyrue! leno B TOM, 4TO OHU MOTYT 33€MCTBOBATH
[OMONHUTENbHbIE pblYaru BAUSHWUS M aKTWBbI (TEM CaMbIM MOBbILLIAS
COBCTBEHHYIO YS3BMMOCTb), HaNpuUMep pasmeLLaTb UHGopMaLMIo

0 KaMMaHWUM B IMYHBIX YYETHbIX 3aMUCAX B COLMANBHbIX CETAX UK
No/b30BaThCS NPABUTENBCTBEHHBIMU YCTPOMCTBAMU. YOeAUTECD, YTO
BaLL NnaH obyyeHns M nnaH 6e30MacHOCTM 0XBaTbIBAET STUX UL, U
YYUTbIBAET aKTUBbI, KOTOPbIMU OHM MOTYT pacronaratb Kak BHYTpU
MapT1mK,TaK U BHE ee.


https://secfirst.org/umbrella/
https://totem-project.org/
https://edu.globalcyberalliance.org/collections

Co3paHue KynbTypbl
6esonacHocTn

Co3pgaHue KynbTypbl 6€30NacHOCTH

o 3annaHupyiiTe perynapHble 06Cy}KAeHUA U TPeHUHrY nNo 6e3o0NacHOCTU U Mo Bawlemy
nnaHy obecneyeHus 6e30MacHOCTU.

o BoBneKkuTte Bcex, pacnpegenus 30HbI OTBETCTBEHHOCTY 33 BHeApeHMe Ballero rnaaHa
obecneyeHusa 6e@30NaCHOCTU MeX Ay BCeMU COTPYAHMKAMM OpraHusauum.

o VGEAMTer, 4YTO PYKOBOACTBO AEMOHCTPpUpyeT HagneXkallee nosegeHme B obnactu
6ezonacHocTU U npuBep:XeHHOCTb Ballemy nsaHy.

o W3beraiiTe TaKTUKM 3anyruBaHnA WA HakasaHua. BmecTo sToro noowpaiTte
yAyulieHus u co3gaBanTe KoMmpOpPTHOe NPOCTPAHCTRO A9 COTPYAHUKOB,
nosBoffAoLLee coobwWwaTb 0 Npob6aemax 1 06pawaTbCca 3a NOMOLLbIO.

o O06HoBAANTe NAaH ob6ecneyeHuna 6es3onacHOCTU exerogHo nnum nocse sHa4nmbix
M3IMeHeHUu" B opraHunsauun.

Co3paHue KynbTypbl 6€30MacHOCTU 15



lNpouHana ocHOBa:
3ALMUTA YVYETHDBIX
3anucem m
VCTPOMUCTB

MpoyHas ocHoBa: KoMMyHMKaumm .

Co3paHue KynbTypbl 3awmra husnyeckom Yro nenatb, koraa
3alMTa YYETHbIX 1 6esonacHoe besonacHoctb B MHTEpHETE

6e3onacHocTu 4TO-TO MAET He Tak

6e3onacHocTn o o
3anuceii M yCTpoiicTe XpaHeHWe faHHbIX



MpouHas ocHoBa:
3aLMTa yHETHBIX
3anuceit U yCTponCTB

KOMMyHMKQLlVIM

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTu
XpaHeHHe AaHHbIX

Mouemy ocHOBHOE BHMMaHUWe yaenseTcs
YUYETHbIM 3anucaM u yctpoictsam? [leno B Tom,
YTO UMEHHO OHU COCTaBASAIOT OCHOBY LIM(PPOBOIA
AEeATEeNbHOCTU Ballleid OpraHu3aLuumn.

Bbl NpakTMYecku HaBepHsAKa MCMonb3yeTe UX AN LOCTYNa K
KOH®UMAEHLMANbHOK MHbOPMaLMK, OBLLEHUS B OpraHM3aumum 1
3a ee nNpeaenamm v XpaHeHus AnYHoin uHdopmaumu. Ecim oHu
He BGyAyT 3alMLLEHbI, BCE 3TO MOXET 0Ka3aTbCs MOJ, Yrpo30i.
Hanpumep, ecin xakepbl BUAAT, KaKue KNaBULLIKM Bbl HAXMMaETE,
WM NPOCNYLUMBAIOT Ball MUKPOMOH, OHM CMOTYT NepexBaTuTb
BallX IMYHbIE Pa3roBOpbl C KONeraMm He3aBUCUMO OT

TOr0, HACKOMIbKO 6e30MacHbIMKU NPUNOKEHMAMM ANa 06MeHa

Yro penatb, Koraa
4TO-TO MAET He TaK

3awuta pusnyeckon

besonacHocTb B MHTEpHeTe ~
6e3onacHocTn

COO0BLWEHUSAMM Bbl MONb3YETECH. MK, Hanpumep, eciu
MPOTMBHMK MOMYYMT JOCTYN K YYETHBIM 3aNMUCAM OpraHu3aLmm
B COLMAbHbIX CETAX, OH MOXET NIErKO HaBPeaMTb BaLLE
penyTauuu U aBTOPUTETY, NOJOPBAB YCMELWHYI0 LesTeNbHOCTb
Baluei opraHusaumu. MosToMy Ans opraHM3aLmm OYeHb
BaXKHO, YTOBbI KaXKAbli COTPYAHMK NPeAnpUHMMaN NPoCcTbie, HO
LEeNCTBEHHbIE MEpbI ANs obecrneyeHns 6e30MacHOCTU CBOMX
YCTPOICTB M YYETHbIX 3aNMUCEN. BaxkHO OTMETUTb, YTO 3TH
pPeKOMEHALMM TaK)KEe PACNpPOCTPAHSIOTCS HA IMYHbIE YYETHbIE
3aMuCKu U YCTPOMCTBA, MOCKO/IbKY OHM 3a4acTylo ABNAOTCS
NErkoi MULLEHbIO A8 MPOTUBHMKOB. Xakepbl OXOTHO aTakytoT
CaMyHo NErKyto Liefib U B3IOMAIOT JIMUHYIO YYETHYHO 3aMUChb UK
LOMaLIHKI KOMMbIOTEp, eC/IM Bala KOMaHAa UCMOMb3YeT UX ANg
06LLeHMa M JoCTyna K BaXXHOM MHbOpMaLMu.

3awmueHHble VY4EeTHbIC 3anMcm M NoNUNTUHEeCKMe napTmm

B npennBepuu BoibopoB B EBponeiickuii napnameHT B
2019 roay B lepMaHUK MeCTHbIe NOAUTUUECKUE NAPTUU

1 aeatenu CTaau XKepTeamMu OLHOM U3 KPYNHeMWwmx
yTeyek AaHHbIX B cTpaHe. 20-NeTHUI HEMEeLIKUIA CTyAeHT
B3/10Man COTHM YYETHbIX 3aMMCeN B COLMANBHbIX CETAX

1 061a4HbIX XpaHWUIULLAX, MOXUTUB U onybaMKoBaB
KOH@UAEHLUMANbHbIE faHHbIE, B TOM YUC/Ie HOMepa
KpeauTHbIX KapT, oTorpadum 1 INYHYI0 Nepenmcky.
Xakep cymen nonyymTb K HAM AOCTYN MU3-3a HEHAAEXHbIX
naponew nonb3osatenen, Hanpumep «lloveyouy, «1234» n

MpoyHas 0CHOBA: 3aLLMTaA YYETHbIX 3anucei 1 yCTPOMCTB

TOMY nofo6Hoe. OX0TaCh 32 NPeLCTaBUTENSIMU M3BECTHbIX
NOAUTUYECKMX MAPTUIA, Xakep CyMen Nony4y1Tb AOCTyM U
C/IUTb B C€Tb NEPCOHA/IbHbIE AAHHbIE U JOKYMEHTbI COTEH
NOMUTUKOB, B TOM Uncne KaHuepa fepmManum AHrensl
Mepkenb u npe3suaeHTa OpaHka-Banstepa LUTatHMaitepa.
Mo BaHHBIM HEMELLKOW NOAULMM, CTYAEHT-Xakep
[le/iCTBOBAN C KOMMbOTEPA B lOME poAUTenen, cnonb3ys
OTHOCUTENbHO NPOCTbIE METOAbI B3/1I0MA YYETHbIX 3aMuUCeN,
M MOLIeN Ha 3TOT LUar, MOTOMY UYTO €ro «pasapaxkanu
ny6anyHble 3asiBNEHUS» ITUX NIOAEN.
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https://choice.npr.org/index.html?origin=https://www.npr.org/2019/01/08/683272309/hacking-suspect-20-confesses-to-posting-private-data-of-hundreds-of-german-leade
https://choice.npr.org/index.html?origin=https://www.npr.org/2019/01/08/683272309/hacking-suspect-20-confesses-to-posting-private-data-of-hundreds-of-german-leade
https://www.nytimes.com/2019/01/08/world/europe/germany-hacking-arrest.html
https://www.nytimes.com/2019/01/08/world/europe/germany-hacking-arrest.html

MpouHas ocHoBa: KoMMyHMKaumm
3aLMTa yHETHBIX 1 6esonacHoe BesonacHocTb B UHTepHeTe
3anuceit U yCTponCTB XpaHeHMe JaHHbIX

Co3paHue KynbTypbl
6e3onacHocTn

3awwTa husnyeckomn Yro penatb, koraa
6e3onacHocTn YTO-TO MAET He TaK

3awmieHHbIe V4E€THbIC 3alnMCn: napoamm

AByXPaKTopHana ayTeHTUPuKauuna

COBpeMeHHbIﬁ MUp TaKOB, YTO Yy Ballei lMopymaiiTe 0 pasNMYHBIX YHETHBIX 3aMMCAX, KOTOPble MOTYT BbITh

OTAENbHbIX COT HUKOB U OpraHn3aumn B LLENOM: SNEKTPOHHAA
OpraHM3aumMm U ee COTPYAHUKOB MOryT 6bITb yorl PYA P Hm e L P
noYTa, MeCCEHKEPbI, COLMANbHbIE CETU, OHMAMH-BaHKMHT, 061a4Hoe

AeCATKU, €C/I He COTHU YYETHbIX 3anucen, XPaHUAMLLE JaHHDIX, @ TAKXKe MarasuHbl OeX/bl, MECTHbIE PecTopaHbl,
B3JIOM KOTOPbIX MOXXET NPUBECTU K PaCKpbITUIO raseTbl U MHOTME [pyrie BeB-CaiTbl, KOTOPbIE Bbl MOCeLLaeTe, 1

. MPUNOXEHMS, KOTOPbIE Bbl MCTIONb3YeTe. B Halue BpeMs obecneyerme
KOH(®UAEHUMANBbHOI MHDOPMaLMM UK Aaxe P P y P

[OMKHOTO YPOBHS 6@30MaCcHOCTM TpeByeT TLATeNbHOro NOAX0Aa
HaHeCTU Bpea iMuaM U3 rpynnbl pucka. K 3allMTe BCEX 3TUX YUETHBbIX 3anmceii oT aTak. Bce HaumMHaeTcs ¢
obecnedeHus Hagnexalilei rrueHsl naponei 1 MCnonb3oBaHus
[LBYX(aKTOPHOM ayTeHTUdMKALMM BO BCEN OpraHU3aLmm.

KAK CO34ATb HAAEXHbIN NAPOJbL?

cyI.I.IECTBVET TpU CoCTaBNAOLWME XOpoLlero, HaaeXXHoro naponsa: AJIMHa, NPpou3BoJIbHOCTb U YHUKAJIbHOCTb.

Yem OnnHHee naposnb, TEM CI0KHEee NPOTUBHUKY ero nofobparts.
B Hawu fHM 6ONbWMHCTBO B3/1I0MOB Naposei OCyLWecTBASeTCs C
IMHA MOMOLLbK KOMMbIOTEPHbBIX NPOrPaMM, U 3TUM BPELOHOCHbIE NMPOrpaMMbl
,ﬂ, nporpaMMaM He TpebyeTcs MHOrO BpeMeHMU, YToObl B3/1oMaTb KOPOTKUI
naponb. (1lefoBaTeNbHO, HYXKHO, YTOObI Naponb coaepXan MUHUMYM 16
CMMBO/IOB UK MUHUMYM MATb CNI0B, a flyylle — ewe 6onbule.

[axe ANnHHbIN naponb He roanTca, eI NPOTUBHUK NIEFTKO MOXET €ro yragatb.

I'IPOVIBBOIIbHOCTb He yKaBbIBaVITe TaKYy0 MHdJOpMaLIMIO, KaK Ball 0eHb pOXAeHUA, pO,EI,HOﬁ ropoga,
NoBMMble 3aHATUS U Apyrme nn4vHble CbaKTbI, KOTOpbIe I'IOCTOpOHHVIﬁ MOXET
JIErko y3HaTb, NPOCTO BOCMO/Ib30BaBLINCb MOUCKOM B MHTEpHeTE.

Moxanyii, Hanbonee pacnpoCTpaHeHHas KHAUXYALIANA NPAKTUKAY YNpaBneHus
naponsiMu — 3TO UCMO/b30BaHWE OLHOIO M TOTO e Napons ANsh HECKONbKMUX
caiToB. [1oBTOpPSIOLLMECS MAPONM — cepbe3Has Npobaema, MoCKOMbKY B3/10M
O[LHOM Y4EeTHOW 3aN1CK aBTOMATUYECKM 03HAYaEeT YSI3BMMOCTb OCTaIbHbIX
VHUKAJ/IbBHOCTb YYETHbIX 3aN1Celt, NS KOTOPbIX UCNONb3YeTCs TOT Xe naposb. Mcnonb3oBaHue
OJHOM M TOM e NaponbHOM dpasbl AN HECKOMBKMX CATOB YMHOXAET
HEeraTMBHble NOCIEACTBUS KXKAO0M OTAENbHOM OWKNOKU MK YTEUKM AAHHbIX.
MoxeT, Bbl M He NepeXxxMBaeTe 13-3a CBOEro Napons ANns NoKanbHo 6ubnuoreku,
HO ecnn Bbl UCMONb3YeTe TOT Xe Naponb Ang bonee KoHbMAEHLMANBHON YYETHOM
3anucuK, To B C1y4ae B3/IoMa MOXKET BbITb YKpaZeHa BaxHas MHGopMaLms.
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MpouHas ocHoBa:
3aLMTa yHETHBIX
3anuceit U yCTponCTB

KOMMyHMKQLlVIM

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTu
XpaHeHHe AaHHbIX

Yro penatb, Koraa
4TO-TO MAET He TaK

3awuta pusnyeckon

besonacHocTb B MHTEpHeTe ~
6e3onacHocTn

MpocToit cnocob co3aaTh HAAEXHbIN NAPO/b C YHYETOM BCEX BAXKHbIX COCTABMSIOWMX (BIMHA, TPOMU3BOIBHOCTD U
YHUKaNbHOCTb) 3aKN04AETCS B TOM, UTOObI MCNOB30BATh TPU UM YeTbipe 0ObIYHbIX CI0BA B aBCONOTHO NMPOM3BONbHOW
KoMbuHaumu. Hanpumep, Tak: «LBETOK IaMNa 3eneHblii MeaBeb». Takov Naponb Nerko 3anoMHUTb, HO CI0XHO YrafaThb.
MoxeTe NoceTuTb BOT 3TOT Be6-caiiT oT Better Buys, uTo6bl ybeauTbes, kKak ObICTPO MOXKHO B310MaTh HEHALEXHbIM MApOb.

BOCMNO/b3YUTECD
MEHEAKEPOM NAPOJEN

MTaK, Bbl MOHMMAETe BaXXHOCTb TOro, YTOObI BCE NtOAM B
OpraH13aumm UCNonb3oBanu AN KaXKA0M U3 CBOMX NINYHbBIX U
KOpPNOPaTMBHbIX YYETHbIX 3aMMCe ANNHHbIE, MPOU3BOJIbHbIE

1 pasHble Maponu, HO Kak OCYLLECTBUTb 3TO Ha NpakTuke?
3anOMHWTb HaAEXHbIe Maponu N9 AECATKOB (€C/IM He COTEH)
YYeTHbIX 3anucelrt HeBO3MOXHO, MO3TOMY BCEM MPUXOAMUTCS
MATU Ha XMTPOCTU. M caMas HeydayHas U3 HUX — UCNO/b30BaTb
nosTopstolmecs naponu. K cyacTbto, BMECTO 3TOr0 MOXHO
334eiCcTBOBaTb LMPPOBbIE MEHELKEPbI NApOeN, YTo
CYLLECTBEHHO YNPOCTUT XM3Hb (M 06e3onacut paboty ¢
naponsmu). Takme npunoxxeHns cnocobHbl CO34aBaTh, XPaHUTb
M YyNpaBAgTb NApoasSMMU ANS BaC M BCEM BaLLeN OpraHM3auuu,

M KO MHOTMM U3 HUX MOXXHO NONYy4YUTb A0CTYN C KOMMNbOTEPA
UM MOBUNBHOIO YCTPOMCTBA. [pu MCNONb30BaHWM HAAEXHOTO
MeHemkepa naponei BaM NOHaA06bMUTCS 3aNOMHUTb TONbKO
OOMH OYeHb HAAEXHbIM, AJIMHHBIA NApOb — TaK HAa3bIBAEMbIM
OCHOBHOW Maposib» (€ro NPMHATO Ha3blBaTb KMACTEP-MAPONbY),
1 Npu Bbl ByaeTe Nonb30BaTbCA BCEMU NPEUMYLLECTBAMM B
cMbicne 6e30nacHOCTH, KOTOPble AAeT UCMOb30BaHME HAAEXKHbIX,
YHUKanbHbIX Naponei ans Bcex BaluxX yYeTHbIX 3anuceil.

C noMoLLpbo 3TOr0 OCHOBHOTO Napons (a B uaeane — eLle 1
AByxdaKkTopHOW ayTeHTUdUKaumm (2FA), peyb 0 KOTOpoi noMaeTt
B C/lefytolleM pasaene) Bbl OyaeTe OTKPbIBaTb CBOM MeEHeLXep
napone naponein, ytobbl pa3bnoknMpoBaTh OCTYN KO BCEM
ocCTaNbHbIM NaponaM. [ToMMMo Npoyero, MeHeLXepbl Naponen
MOryT 6bITb O6LMMM 4K HECKOIbKMX YYETHbIX 3anucein, 4To
ynpouiaet 6e3onacHblii 06MeH NaponsmMu B OpraHu3aLmu.

MpoyHas 0CHOBA: 3aLLMTaA YYETHbIX 3anucei 1 yCTPOMCTB

3auem Mcnonb30BaTb YTO-TO HOBOE?
Hey»xenun HenAb3A NPOCTO 3anMcaTh Naponm
Ha NIMCTOYKE 6ymaru A BHECTU UX B
IMNEKTPOHHYIO 'raGnMu.y Ha KoMmnbloTepe?

K coxaneHuio, MHOXeCTBO 0BLLEeNpUHATBIX NOAXOAO0B K YNPaBIEHUIO
NaponsiMu He SBATC 6e3onacHbIMK. Maponu, 3anucaHHble Ha
6yMmare, MOTyT yKpPaCTb UM NOACMOTPETb, UX NETKO NOTEPSATb UK
chenatb HeYMTabenbHbIMU (ECIM TOMBKO Bbl HE LLEPXKUTE WX B
3aKpbiToM ceride). CoxpaHeHue naponei B 31eKTPOHHOM JOKYMEeHTe
Ha KOMMblOTEpe 3HAYUTENBHO YNPOLLAET 1N Xakepa — Uiu Ans
NWLQ, YKPaBLLEro KOMMbloTep — NosyYyeHne [oCTyna Kak K caMoMy
YCTPOMCTBY, TaK M KO BCEM BaLLUMM YYETHbIM 3anucam. Mcnonb3osaTb
HafeXHblii MeHe[LXep naponei Tak e NpocTo, Kak U 06bI4HbIN
LOKYMEHT, HO MPY 3TOM OH HAMHOTO HafeXHee.

Mouemy Mbi A0AXKHDbI A0BEPATD
MeHegXepy naponeu?

KauectBeHHble MeHeepbl Naponeit (Mpy Hanuuumu B OpraHu3aLmm
KBaIM(ULIMPOBAHHbIX CMELMANUCTOB MO 6E30MacHOCTH) CIOCOGHBI
MaKcuUManbHo 06e3onacutb cucteMbl. KpoMe TOro, XOpoLne NpuioXeHus
LS ynpaBneHus naponsmu (HeKOTopble U3 TaKUX PEKOMEHAO0BaHbI
HWe) HAaCTPOEeHbI TaK, YTO OHM HE MOTYT «pa3bi0KMPOBaTL» Ballm
YYETHbIe 3anMcK. ITO 03HAYAET, YTO B BOMBLLMHCTBE C/Iy4aEB, AAXKe

B C/ly4ae B3/0Ma UM KOPUAMYECKOTO NPUHYXAEHUS K Nepeaaye
MH(OPMaLMK, yTePS UK Nepeaaya Naposeit CTOPOHHUM iuLaM
HEBO3MOXHbI. KpoMe Toro, BaXKHO MOMHWTb, Y4TO Y NPOTUBHMKA FOpa3zio
60/bLUe WAHCOB yrafaTb HEHAAEXHbIA MW MOBTOPSIOLLMIACA NApO/b
MB0 NONYYUTL JOCTYN K NAPOII0 B CYYAE YTEUKM JAHHbIX B OTKPbITbINA
[,0CTyN, 4eM B3/10MaTb CUCTEMY BE30MACHOCTM HAAEXHOTO MeHeLKepa
napone. BaxHo 6bITb CKENTUKOM: Bbl ONPEAENEHHO He AOMKHbI C1eno
L0BEPATb II06OMY NPOrpaMMHOMY 06ECNIEUEHMIO U TPUNOXKEHUSIM,

HO Yy aBTOPUTETHbIX MEHELKEPOB Maponeit ecTb BCe He0bxoanMble
MEXaHW3Mbl LS Hagnexallen paboTbl.
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https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://www.betterbuys.com/estimating-password-cracking-times/

MpouHas ocHoBa:
3aLMTa yHETHBIX
3anuceit U yCTponCTB

KOMMyHMKQLlVIM

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTu
XpaHeHHe AaHHbIX

Yro penatb, Koraa
4TO-TO MAET He TaK

3awuta pusnyeckon

besonacHocTb B MHTEpHeTe ~
6e3onacHocTn

BMecTo Toro 4tobbl MCNONbL30BATH ANS XpaHeHus naponel 6paysep (Hanpumep, Chrome, cnesa), BOCNONb3YyHTECH
cneuMann3MpoBaHHbIM MEHEAKEPOM naponen (HanpuMep, Bitwarden, cnpaga). B MeHeakepax naponen npefycMoTpeHbl
(YHKUMK, KOTOPble CAENAtOT paboTy Balleit opraHu3sauum 6onee 6e3onacHo U yao6HOW.

A KaK HacuyeT XpaHeHMs naponeu B
6payszepe?

XpaHeHue naponeit B 6paysepe He MMeeT HMYero obLuero ¢
MCMONb30BAHMEM HALEXHOro MeHemkepa naponen. MHbiMu
cnoBaMu, He cTouT ucnonb3osatb Chrome, Firefox, Safari unm
nobovi apyroit 6paysep B kayecTBe MeHemKepa naponen.
be3ycn0BHO, 3TO yylle, YeM 3anMCbIBaTb NAPOM Ha bymare
WU COXPaHSATb B 3NEKTPOHHOM Tabnuue, oaHako 6a3oBble
(YHKLMM XpaHeHUs naponelt Beb-6paysepa 0CTaBASIOT XenaTb
JIyyLLero ¢ Touku 3peHus 6esonacHocTy. Mogo6Hble HefoCTaTKu
TakXKe CyLLEeCTBEHHO CHWXAIOT yA06CTBO NS NONb30BaTeNs no
CPaBHEHUIO C HAZleXXHbIM MeHemKepoM naponei. A Heynobcrea
3aCTaBNAOT /II0AEN CHOBA BO3BPALLATbCS K HEHALEXHbIM METOAAM
co34aHusa U obMeHa NaponsMu B OpraHM3aLmuu.

K npumepy, B 0TIMumMe oT Cneumann3mpoBaHHbIX MEHEMKEPOB
napone, BCTpoeHHble B 6pay3epbl HYHKLMU KCOXPAHUTb

3TOT NapOosib» UK «3aNOMHUTb 3TOT MAPOb» He NpeanaraoT
NpOCTO COBMECTUMOCTU C MOBUIIbHBIMU YCTPOMCTBAMM,
Kpoccbpay3epHOCTU U HAAEXHbBIX MHCTPYMEHTOB A5 CO3A4aHUS
M NpoOBepKM naponen. Hannumne Taknx QyHKLUMUM 3HAUUTENBHO

20 Mocobue no kubepbesonacHocTH

YBEIMYMBAET NOJb3Y CMeLMann3npoBaHHOrO MEHeXKepa
naponei ana 6e30nacHoOCTH Ballel opraHusaumu. B MeHemxepax
naposiei TakxKe NpesycMoTpeHbl BHYTPUMKOPNOPATUBHbIE
(bYHKUMM (HanpuMep, COBMECTHOE MCMO/b30BaHMe Naponei),

YTO MOBbILIAET YPOBEHb 6€30MaCHOCTU He TOMbKO OTAENbHOIO
NoAb30BaTeNsl, HO M OpraHM3aumu B LenoM. ECin Bbl coxpaHsim
naponu B 6paysepe (HaMePEHHO MU HEHAMEPEHHO), HalauTe
BpeMs, YTobbl yAaNUTb UX.

Kakoun meHegxep naponen ny4yiwie
BbIOpaTL?

CyLuecTByeT MHOXeCTBO HafeXHbIX MHCTPYMEHTOB 191 ypaBieHus
NaponsMu, KOTOPblE MOXHO HaCTPOUTL MeHee yeM 3a 30 MUHYT. Ecm
Bbl MLLETE HAAEXHOE OHNANH-PELLEHME ANs CBOEN OpraHu3aLmm, K
KOTOPOMY MOXHO MOAYYaTh LOCTYN C HECKOMbKMX YCTPOWCTB B Ntoboe
Bpems, nonpobyiite 1Password (ot 2,99 nonn. CLLUA 3a nonb3oBatens
B MeCsiLl) Mnn BecnnaTHbIN MeHemkep Naponen ¢ OTKPbITbIM KOAOM
Bitwarden. 06a 3TuX peLleHus OTIMYALOTCS HAAEXKHOM NoaaepXKoi
W WKpOKO pekoMeHaytoTcs. OHnaitH-pelenns Tuna Bitwarden
XapaKTepu3yTcs BbICOKMM ypOBHEM BE30MacHOCTU U MaKCUManbHbIM
ynobcTBoM Ans nonb3osatenei. Bitwarden, k npumepy, nomoxert
€034aBaTb HAAEXHbIE YHUKA/IbHbIE NAPOX M MOAYYaTh [OCTYN K


https://1password.com/
https://bitwarden.com/

MpouHas ocHoBa:
3alUMTa YYETHBIX
3anuceit U yCTponCTB

KoMMyHwuKaumm
Co3aaHue KynbTypbl

- 1 6esonacHoe
6e3onacHocTu

XpaHeHue NaHHbIX

napossiM C HECKONMbKMX YCTPOMCTB C MOMOLLBH paclumpeHus Gpaysepa u
Mo6unbHOro nNpunoxeHws. B nnatHoi Bepcuu Bitwarden (10 monn. CLLA
B FOA) TAKXKe NpesycMoTpeHa QYHKLMS CO3LAHMS OTYETOB O
MOBTOPSIHOLLMXCS, C1abbIX M NPEANON0XKUTENBHO B3IOMaHHbIX Naponsix,
4T06bI BbI BCEra OblnM B Kypce NOCIEAHWX COBbITUIA. YCTaHOBMB CBOWA
OCHOBHOM Naposib (TaK Ha3bIBAEMbI «MacTep-MapoJiby), aKTUBUPYiTe
IBYX(DaKTOPHYH ayTeHTUdUKALMIO, YTOBbI 06eCreunTb MaKCUMabHbI
YPOBEHb 3aLLMTbl XPaHWMULLA MEHEKEpPa Naposei.

OueHb BaxkHO cobnoaaTth Bce Mepbl 6e30nacHOCTU NpU
MCNoNb30BaHUM MeHemKepa naponeil. Hanpumep, ecnu Bbl
ucnonb3yete pacluMperue bpaysepa MeHemKepa naponei um
BbIMONHSIETE BXOA, B IMYHbIN KabuHeT Bitwarden (unu nto6oro
LpYroro NMeHeepa naposnei) Ha ycTpoicTBe, He 3abbiBaiiTe
BbIXOAMTb U3 CUCTEMBI NOCe paboTbl, eCIM AaHHOE YCTPOICTBO
MCMONb3YETCsl KEM-TO ELLE UM eC/IU Bbl MONAraeTe, YTo ero MoryT
yKkpacTb. OCTaBnsis KOMMbIOTEP UM MOBUIBHOE YCTPOWCTBO

6e3 np1cMoTpa, 06513aTeNlbHO BbIXOAMUTE M3 IMYHOTO KabMHETa
MeHemkepa naponeii. [pu coBMeCTHOM UCMOb30BaHUM Naponei
B OpraHu3aumm 06s3aTenbHO 3aKpbIBaiTe AOCTYN K NaponsM (1
MEHsIHTe CaMu Naponu) NoC/Ie YBONbHEHUS COTPYAHUKOB. Bbl e He
XOTUTE, YTOObI Y BaLIETO ObIBLIErO COTPYAHMKA COXPaHMNCS JOCTYM,
HanpuMep, K Naposto K cTpaHuue Facebook Baluel opraHusauuu.

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

besonacHocTb B MHTEpHeTe ~
6e3onacHoCTH

YT0o ecnm KTO-TO 3abyaeT CBOVi OCHOBHOM
naponsn?

OcHoBHoOW naponb Heobx0aMMO NOMHUTL. HapexHble cuctembl
DS YyNpaBneHus NaponsMu, BKIYas pEKOMEHA0BAHHbIE BbILLE,
He 3aMOoMHST Ball OCHOBHOM Napo/b 3a BaC U He No3BoNAT

BaM COPOCUTb €ro HanpsIMyto C NOMOLLbIO 3/1EKTPOHHOM MOYTHI,
KaK 3T0 MOXHO fenatb Ans Be6-caiToB. 3TO BaXHAsS QYHKLMS
6e3onacHocTH, HO OHa TpebyeT OT Bac 0653aTeNbHO 3aNOMHUTb
Ball OCHOBHOW Maposb Npu NepBoOi HACTpoiKe MeHeaxepa
naponei. Ytobbl obnerynTb cebe 3Ty 3agavy, nonpobyiite
HaCTPOUTb exefHeBHOE HAMNOMUHAHWE OCHOBHOIO Napons npu
CO3[,aHWMM YYETHOW 3anuncu B MeHemXepe napone.

MCNOoNb30BaHUE MEHeAKepa Napoaen B oOpraHusauum

BHeopeHue MeHedepa naponen B OpraHn3aLum NOMOXeT
YNy4LWKUTb MeToAbl paboTsl ¢ naponsmu u obecneynTb
[OCTyN BCEX COTPYAHMKOB K MeHemxkepy naponen (1

€ero ucnonb3oBaHue). BMecTo Toro 4tobbl TpeboBaTh OT
KaXaoro COTpyAHMKa UCMONb30BaThb OTAENbHbIN MEHeLKep
naponew, pacCMOTpUTE BO3MOXHOCTb MHBECTUPOBAHMS B
KKOMaHAHbIA» Unn «busHec-nnaH». Hanpumep, TapudHbIn
nnaH Bitwarden «kopnopatuBHas koMaHAa» CTOMUT 3
nonnapa CLUA 3a nonb3oBatens B MecsiL,. Bbibpas ero (vnu
[pyrovt KopnopaTUBHbIM TapUMHBIN NAaH MeHeaxepa
naponei Tuna 1Password), Bbl monyuunTe BO3MOXXHOCTb
yNpaBnsTb BCEMU 0OLLMMM NAPONSAMU B OPraHM3aLmun.
Mcnonb3oBaHne KOPNOpaTMBHOIO MeHeAXXepa napone
MOBbILLAET He TONIbKO YPOBEHb HE30MacHOCTH, HO U YPOBEHb
yAobcTBa Ans coTpyAHUKOB. Bbl MoxeTe 6e3omnacHo
00MeHMBATLCS YHETHbIMM AAHHBIMU C Pa3HbIMU YYETHBIMM

MpoyHas 0CHOBA: 3aLLMTaA YYETHbIX 3anucei 1 yCTPOMCTB

3aMMCcsaIMKU NoONb30BaTeNIen B CaMOM MeHekepe naponen.
A B Bitwarden, Kk npumepy, KOpnopaTUBHbIV TapUPHbI
naaH Takxke npefycMaTpuBaet yaobHble GyHKLMK
CKBO3HOTO LWM(POBAHMSA TEKCTA M 06LLEro foCTyna K
daiinam nof HasBaHueM «Bitwarden Send». O6e 311
dYHKLMM YAyULIAOT KOHTPO/b BaLle OpraHn3aumm Hag,
TEM, KTO MOXET BUAETb NapOJin U AENUTbCS UMM, A TAKXKe
MOBbILIAOT 6€30MaCHOCTb COBMECTHOIO UCMOJIb30BaHMS
YYETHbIX AaHHbIX A1 BCEM KOMaHAbI MW rPyNMnoBbIX
YYETHbIX 3anucen. HacTpons BHYTPMKOPNOPATMBHbIN
MeHemKep naponen ans Bcex COTPYAHMKOB OpraHu3aLmu,
no3aboTbTech 0 TOM, YToObl ONpeaeneHHoe ML OTBEeYasno
3a yAaneHune yyeTHbIX 3amnucei COTPYOHUKOB U U3MEHeHne
BCEX 06LWMX Maponen, Koraa 3Tv COTPYAHUKM NOKMUAAT
KOMaHay.
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https://bitwarden.com/pricing/business/

MpouHas ocHoBa:
3aLMTa yHETHBIX
3anuceit U yCTponCTB

KOMM\,/HM Kauuu

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTn
XpaHeHHe AaHHbIX

UTO TAKOE ABYX®AKTOPHAA
AYTEHTUDOUKALNA?

HecmoTps Ha Hagnexally rurueHy naponem, xakepbl CIMWIKOM
4acTo ux 06xo0aaT. Ytobbl 3aWMTUTL CBOM YYETHbIE 3aNUCK OT
psaaa pacnpocTpaHeHHbIX B COBPEMEHHOM MUpe XaKepCKMnx
aTtak, notpebyeTcs elle 0AMH ypOBeHb 3almnTbl. UMeHHO

34eCb B Urpy BCTynaeT MHorodakTopHas unu AByxdakTtopHas
ayTeHTUdMKauma, Takxke nmenyemole MFA nnun 2FA Cywecteyet
HeMano 3aMeyvaTenbHbIX PYKOBOACTB U pecypcoB, 0ObICHSAOLWMX
ABYX(DAKTOPHYI0 ayTeHTUDUKALMIO, B TOM YMCSe CTaTbs
MaptuHa LWentoHa AByxdakTopHas ayTeHTudukaumsa ana
HaunHamowmx 1 MoneBoe pykoBoAcTBO No KM6ep6esonacHoCTH
Ha Bbi6opax 101 ot Center for Democracy &Technology.
[aHHbIV pa3aen B 3HAYUTENbHOM CTENEHU NepekInKaeTcs

C 060MMM YKA3aHHBIMU pecypcaMm U 06bACHSET BaXKHOCTb
BHeapeHus 2FA B opraiusaumm. MHbiMu cnosamu, 2FA
ycunuBaeT 6€30MacHOCTb YYETHOM 3anucu, Tpebys ang goctyna
BBOJ BTOPOM 4acTn MHGOpPMaLUM — 3TO HeYTo Honbluee, YeM
npocTo naponb. Kak npasumno, BTopas 4acTb MHGOpMaLnUm —

3TO NONYYEHHbIE AaHHbIE, HANPUMEpP KOA U3 NPUIOXEHUS

Ha TenedoHe, PU3NYECKUI TOKEH UK KoY. BTopas yacTb
MHbOpMaUMK NpeacTaBnseT cobon BTOPO YPOBEHb 3aLUMTDI.
Ecnu xakep yKpageT Bal Naposib UAW MOAYYUT K HEMY AOCTYN

C NOMOLLbI faMna Naponen B pe3ynbrate Cepbe3HOMN yTeUKM
LaHHbIX, 3 dekTUBHAA ABYX(DAKTOPHAA ayTeHTUDMKALMSA MOXET
NnoMeLaTb eMy NOAYYUTb AOCTYN K BaLLEW y4eTHOW 3anucu (1,
CNefoBaTeNibHO, K IMYHOM U KOHPUAEHLMANBHON MHDOPpMaLmK).
KpaiHe BaxHO, 4TobbI B OpraHnsaummn Bce ncnonbsosanu 2FA
LN CBOMX YYETHbIX 3anucen.

22 Mocobue no kubepbesonacHocTH

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

be3sonacHocTb B MIHTepHeTe ~
6e3onacHocTn

KAK YCTAHOBUTDb
ABYX®AKTOPHYHO
AYTEHTUDUKALIUKD?

CywecTByeT Tpu pacnpocTpaHeHHbix MeToaa 2FA: knoun
6e30MacHOCTH, NPUIOKEHUS ANS ayTeHTU(PUKaLUKN U
oaHopasoBbie SMS-koabl.

Knoumn 6ezonacHocTH

Kntoun 6e30nacHOCTU = 3TO ONTMMabHbI BapUAHT, 0THACTW NOTOMY,
UTO OHM NPAKTUYECKM NONHOCTbHO 3aLUMLLEHDI OT GULWKHTA. Takue
«KJTHOUU» NPenCTaBAsftoT Coboi annapaTHble TOKEeHb! (HanpuMep, MUHK-
USB-HakonuTenu), KoTopble MOXHO NPUKPENUTL K CBA3KE KITHOUewn
(vnu ocTaBMTb Ha KOMMNbKOTEpe) Ans obecneyeHuns ynobHoro focryna
n B6e3onacHoro xpaHeHus. Korga notpebyetcs MCNonb30BaTh KoY
ANS pa3bnoKMpOBaHUS ONpeaseneHHOoM YYETHOW 3anmncK, Bbl NPOCTO
BCTaBMTE €ro B YCTPOWCTBO M NPUKOCHETECH K HEMY NPU NOSIBNEHWUN
COOTBETCTBYIOLLErO 3anpoca BO BpeMsi BXoAa B cuctemy. Cyuiectsyet
LIMPOKMIA CNEKTP MOAENe, KoTopble MOXHO npuobpectu B MHTepHeTe
(20-50 ponn. CLLA), B ToM uncne nonynsipHble YubiKeys. Y Wirecutter
ot New York Times ecTb nosiesHoe pykoBOACTBO C peKOMEHAALMSIMU
KacaTenbHO NOKYMKKU KNtoueid. MimeiTe B BUAY, YTO OAMH U TOT Xe
KoY 6e30MacHOCTM MOXHO MCMOMb30BaTb AN 10OOr0 KONMYecTBa
y4yeTHbIX 3anuceil. B To Bpems kak knoun 6e30nacHocTv — 310

BEeCbMa [JOPOroe peLleHne A MHOTUX OpraHu3aLuii, B pamMKax Takux
MHULMATUB, KaK MporpamMma AononHUTENbHOI 3aluThl 0T Google unu
anyx6a Microsoft AccountGuard, faHHble KIKOUM NPefOCTaBASIOTCS
6ecnnaTHoO COOTBETCTBYIOLWMM rpynnaM pucka. CBSXMTECH C HOABMMU,
nepefaBWKUMK BaM aaHHoe [ocobue, 4Tobbl Y3HaTb, MOTYT X OHK
BKJIKOUMTb BaC B NoL06HYH0 NporpaMMmy, Uam HanuwuTe no agpecy
cyberhandbook@ndi.org.



https://mshelton.medium.com/two-factor-authentication-for-beginners-b29b0eec07d7
https://mshelton.medium.com/two-factor-authentication-for-beginners-b29b0eec07d7
https://cdt.org/wp-content/uploads/2018/08/2018-08-03-Election-Security-2FA-FINAL.pdf
https://cdt.org/wp-content/uploads/2018/08/2018-08-03-Election-Security-2FA-FINAL.pdf
https://www.yubico.com/
https://www.nytimes.com/wirecutter/reviews/best-security-keys/
https://landing.google.com/advancedprotection/
https://www.microsoftaccountguard.com/en-us/
mailto:cyberguide%40ndi.org?subject=Пособие%20по%20кибербезопасности

MpouHas ocHoBa:
3aLMTa yHETHBIX
3anuceit U yCTponCTB

KOMMyHMKSLlMM

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTu
XpaHeHHe AaHHbIX

MpunoxeHua gna ayreHTUGUKauum

BropbiM onTMManbHbIM BapuanToM 2FA aBnsieTcs ncnonb3osaHue
NPUNOXEHWI AN ayTeHTUDUKaLMK. Takue cnyxbbl reHepupytoT
BpPEeMEHHbIN ABYX(DaAKTOPHbIN KOA A1 BXOAA Yepe3 MobunbHoe
NPUNOXKEHUS UK OTNPABAAOT push-yBeLoMIeHne Ha CMapTHOH
nonb3osatens. K Hanbonee nonynspHbIM U HAAEXKHBIM NPUNOXKEHUIM
oTHocsTcs Google Authenticator, Authy n Duo Mobile. Mpunoxenus
ansa ayTeHTVId)l/IKaLI,l/IVI - 3TO OT/INYHbIN BapUaHT €LLEe M NOTOMY,

4TO OHM pabOoTatoT faxe NpU OTCYTCTBUM [OCTYNa K MOBUbHOM
ceTu u aBnatTcs HecnnaTtHbiMu ans Gusndeckmx nuu. OaHako
NPUNOXeHUs ANs ayTeHTudUKaLmm 6onblue NoABEPXKeHbI QULLKHTY,
yeMm KtouM 6e30MacHOCTH, MOCKONbKY NOb30BaTeNel MoXHO
06MaHOM 3aCTaBUTb BBECTU KOLbl D@30MACHOCTU U3 MPUIOXKEHNS
ANs ayTeHTUdUKaLMK Ha danblumeoM Beb-caliTe. [loMHUTE, YTO
BBOAMTb KOA A5 BXOAA MOXHO TONbKO Ha NleranbHoM Beb-caiiTe.
He «npuHumMaiite» push-yBenomneHus o BXxogae B cUCTEMY, eCn

He yBepeHbl, 4TO 3TO BaLL 3aMpoc Ha BXoA. [1pu ncnonb3oBaHum
NPUNOXEHUS ANS AyTEHTUDUKALMM TaKXKE BAKHO UMETb pe3epBHble
Koapl (noapobHee HUXKE) Ha CTyYal NOTepU UAK KPaxK TenedoHa.

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

be3sonacHocTb B MIHTepHeTe ~
6e3onacHocTn

Kogpbl, oTnpaBnaembie yepes SMS

HanMeHee 6e30MacHbIM HO, K COXaNeHUIo, U Haubonee
pacnpocTpaHeHHbIM BapuaHToOM npoxoxaeHus 2FA aenatotcs
KoAbl, oTripaBnsiemble yepes SMS. MNMockonbky SMS MoXHO
nepexBaTuTb,a HOMepa TeneoHOB MOXHO NOALENaThb UK
B3/10MaTb Yepes onepaTopa MobunbHoM €Bsi3u, SMS - 310
OTHIOAb He CaMblli Nyylwmnii MeTog, 3anpoca kofos 2FA.
Be3ycnoBHo, 3TO Nyylle, 4eM NPOCTO UCMNOAb30BaTb MAPOSb, HO
No BO3MOXHOCTWU PEKOMEHAYETCA UCMOMb30BaTb NPUIOXEHUS
ANs ayTeHTUdUKauum unu pusmyeckue knoum 6esonacHocTu
[locTaToUYHO pewwunTeNnbHbIi NPOTUBHUK MOXET NOMYYUTb
poctyn k SMS-kopam 2FA, npocTo no3BOHUB B TeNeOHHYHO
KOMMaHMIo 1 3aMeHuB Bawwy SIM-kapty. Korga 6yaete rotosbl
BK/IOUMTb ABYXDAKTOPHYH ayTeHTU(DUKALMIO AN BCEX YYETHbBIX
3anucei Ballen opraHusaunm, nepenanTe Ha faHHbIM Be6-canT
(https://2fa.directory/), 4yTobbl ONEPATUBHO 03HAKOMMTLCS

€ uHbOpMaLMEN U UHCTPYKLMSMU ANt KOHKPETHbIX CTYX6
(Bknouas Gmail, Office 365, Facebook, Twitter 1 T. n.) u y3Harsb,
Kakue Tmnbl 2FA noaaepXxuBatoTcs AaHHBIMU CyXX6aMu.

AsyxdakTopHan ayreHTudukauua (2FA) u noaMTUUECKUE NApTUN

OpvH 13 caMbIX BUAHbIX MOAUTUYECKUX aesTenei B MUpe,
6biBLwmii npe3naeHT CLUA oHanbg Tpamn, nonagan B
3arofloBKM HOBOCTEW MO MHOTVMM NPUYMHAM, BKIIHOYaS
aByxdakTopHyto ayteHTudukaumto. B 2019 ropy stnuHomy
xakepy no umenu BukTop leBepc yaanocb noay4nTb fOCTyN

K yuyeTHo# 3anucu Tpamna B Twitter u3-3a HeHaAeXHoro
napons 1 OTCyTCTBUS ABYX(DAKTOPHOI ayTEHTU(UKALMM.
[eBepcy notTpe6oBanoch BCEro NsATb NOMbITOK, 4T06bI N0A06paTh
naponb («maga2020!»), u nockonbky ABYXhaKTOpHas
ayTeHTUdMKaLLMS OTCYTCTBOBANA, BOMbLLIE HUYTO HE MO0
MOMeLLaTb eMy Noy4YUTb NPSMOM JOCTYN K Y4eTHOM 3anucn @
realdonaldtrump - cBS3aHHOM C BaXHOMN NPaBUTENbCTBEHHOM
uHbOpMaLMel 1 Upe3BbIHatHO BAMSTENBHON. [eBepcC 3asBuf,
4TO MOC/E YCMELHOro B30Ma YYeTHOW 3anucK Twitter oH
CAenan Bce BO3MOXHOE, YToObl COOBLLMTL O ee YyI3BUMOCTH,
OTMPaBMB 3NEKTPOHHbIE MUCbMA, CHUMKM 3KpaHa 1 coobLeHuns
B COLMANbHbIX CETAX PA3IMYHBIM NPABUTENBCTBEHHBIM
yupexaeHuam CLUA. K cuacTblo Ans NoAMTUYECcKon u
KOMMYHMKaLMOHHOM KoMaHbl Tpamna, 40CTyN K ero y4eTHow
3anMcK NOMYYUN STUYHBIN XaKep,a He 3N0YMbILNEHHWK.
MpencraBbTe cebe CLeHapwii, B KOTOPOM AOCTYN K YYETHbIM
3anucaM Baller NapTum unm M3bpaHHOro AOMKHOCTHOIO ML
B COLMANbHbIX CETAX MOMYYAET XaKeP, HE UMEIOLLMIA STUUECKMUX
HamMepeHui.

MpoyHas 0CHOBA: 3aLLMTaA YYETHbIX 3anucei 1 yCTPOMCTB
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https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US&gl=US
https://authy.com/
https://duo.com/product/multi-factor-authentication-mfa/duo-mobile-app
https://www.vox.com/2020/12/16/22179065/trump-twitter-password-maga2020-dutch-gevers
https://www.vox.com/2020/12/16/22179065/trump-twitter-password-maga2020-dutch-gevers
https://www.vice.com/en/article/vbqax3/hackers-sim-swapping-steal-phone-numbers-instagram-bitcoin
https://www.vice.com/en/article/vbqax3/hackers-sim-swapping-steal-phone-numbers-instagram-bitcoin
https://2fa.directory/

Co3aaHue KynbTypbl

MpouHas ocHoBa: KoMMyHwuKaumm
3awumTa y4eTHbIX

3anuceit U yCTponCTB

- 1 6besonacHoe
0e3onacHoCTn
XpaHeHue NaHHbIX

Knoum 6ezonacHocTu B
peanbHOM MmUpe

MpepocTaBuB Gusmnyeckme knoumn 6esonacHoCT1

Ans aByxdakTopHoii ayTeHTdUKaumm Bcem 85 000+
COTpyAHMKaM, koMnaHnusg Google (opraHn3aums c o4eHb
BbICOKUMM PUCKAMMU, ABASIOLLASCS BEPOSTHOW LIENbIO AN
knbepartak) cymena 3pPeKTUBHO HETpan1M3oBaTh Bce
(UILIMHIOBbLIE aTaKuW, HAaNPaBEHHbIE HA OPraHM3aLMIO.
JT0 ABNSETCS NOATBEPXKAEHUEM IPDEKTUBHOCTH
MCMoNb30BaHMS KNtoyel 6e30NacHOCTM Aaxe B
Hanbonee NnoABepPXKEHHbIX PUCKAM OpraHM3aLmsX.

Yrto genatb, Korga
4TO-TO MAET He TaK

3awmTa dpusmnyeckoin

besonacHocTb B MHTEpHeTe E
6e3onacHoCTH

UTO AENATD, EC/IU KTO-TO
NOTEPA/N YCTPOMUCTBO 2FA?

Mpw ncnonb3oBaHUM Koya be3onacHoCTH cieayeT cobnoaaTh Te xe
Mepbl MPefOCTOPOXXHOCTH, YTO MPY UCMONb30BAHUM KIOYEW OT LIOMa UK
kBapTvpbl. OAHUM CIOBOM, He TepsiTe ero. [1pu 3TOM, Kak U B ciyyae ¢
K/t04aMM OT JOMa, PEKOMEHLYETCS UMETb PE3EPBHbIN KIt0Y, NPUBA3aHHbINA
K BalLeli y4ETHOM 3anmncK, KOTopblid ByeT XPaHUTbCS B HALEXXHOM MecTe
(Hanpumep, B soMaLLHeM ceiide nnn 6aHKOBCKOM S4elike) Ha Cyyai
MnoTepu UK Kpaxu. B KayecTBe ansTepHaTMBbI MOXHO CO3AaTb Pe3epBHbIE
KOZbI LIS YYETHBIX 3aMMCeN, KOTOpbe NO3BOMSIOT 3TO CAENATb. 3TW KOAbI
BOMMKHbI XPaHUTLCA B MaKCUManbHO 6e30macHOM MecTe, Hanpumep

B MeHemKepe naponei uam B husnyeckom ceiide. Takue pesepsHble
KOfibl MOXHO reHepupoBaTh B HAacTpoiikax 2FA 60nblUMHCTBA CaiToB (B
TOM e pasfene, rae BKIYaeTcs ABYX(PAKTOpHas ayTeHTMdMKaLMS) 1
UCMonb30BaTh B KaYeCTBE PE3EPBHONO KI1t0ua B Ype3BbIYANHOMN CUTYaLIMM.
Hanbonee pacnpoctpaHeHHble cbou aBYX(HaKTOPHOM ayTeHTUDMKALMM
BO3HMKAIOT, KOrAa 0N MEHSIOT MW TEPSIOT TeNedOHbI C MPUAOKEHUSMN
ans ayteHTudukaumm. Mpu ncnonbsosanmm Google Authenticator

Kpaxa TenedoHa YpeBata LOMNONHUTENbHbIMM NPpOBAEMaMK, eCn
COXPaHWTb pe3epBHble KoAbl, FeHEpPUPOBaHHbIE BO BPEMS MOAK/TIOYEHMS
y4eTHoW 3anucu K Google Authenticator. lo3tomy ecim B KauecTse
npunoxenus 2FA Bbl ncrnonb3yete Google Authenticator, 0653atenbHo
XpaHu1Te pe3epBHble KOAbl 41 BCEX NOAKIOYAEMbIX YHETHbIX 3anucen

B 6e3onacHoM Mecte. B npunoxenusax Authy u Duo npenycMoTpeHbl
BCTPOEHHbIE GYHKLMM pe3epBHOT0 KOMMPOBAHWS CO CTPOrUMM
HacTpoiikamMmu 6€30MacHOCTH, KOTOpble MOXHO BKKOUMTb. B 3TMX
MPUNOXKEHNAX MOXKHO HAaCTPOUTbL NapaMeTpbl Pe3epPBHOMO KOMMPOBAHMS
Ha C1yyai NONOMKH, NOTEPU UK KPaXKM YCTPOACTBA. CM. UHCTPYKLMK

K npunoxeHuto Authy no ccbuike v K npunoxeHuto Duo no ccbinke.
Y6eauTech, 4To B Balliei OpraHM3aLmMm C YKazaHHbIMU UHCTPYKLIMSMU
03HaKOMM/IUCb BCE COTPYAHMKM, UCMONb3YHOLLME ABYX(DAKTOPHYHO
AYTEHTUDUKALMIO LIS CBOMX YYETHBIX 3anuceii.
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BHegpeHue 2FA B opraHmsaumm

Ecnu Bawa opraHusaums npenocTaBnseT BCEM COTPYAHMKAM
YYeTHble 3aM1CK 3NEKTPOHHOM NouThl Yepes pabouee
npocrpaHcTBo Google Workspace (paHee n3BecTHoe kak
GSuite) unm Microsoft 365 ¢ ncnonb3oBaHnem coOBCTBEHHOIO
[loMeHa (Hanpumep, @ndi.org), Bbl MOXeTe NMpUMEHUTb
[BYX(AKTOPHYH ayTEHTU(UKALMIO U CTPOT1E HACTPOMKK
6e30nacHOCTH AN1s BCeX yUeTHbIX 3anucert. [lopobHoe
NpVHYAUTENbHOE NPUMEHEHWE HE TONbKO MOMOXEeT
3aLUMTUTb YYETHbIE 3aNUCH, HO TaKXXe MO3BOUT MO3HAKOMUTD
COTPYAHUKOB C 2FA, 4To6bl MOTUBMPOBATb X MPUMEHSTL
[BYX(AKTOPHYO ayTEHTUDUKALMIO U ANS JIMUHBIX YHETHbIX
3anuceit. ABMUHUCTpaTOpbl paboyero npocTpaHcTBa Google

Mocobue no kubepbesonacHocTH

Workspace MoryT BOCM0b30BaTbCS AaHHbIMU UHCTPYKLUSMU
N0 BHeApPeHuI0 ABYX(AKTOPHOM ayTeHTUdUKaLMK B

foMeHe. ALMUHUCTPATOpbI JOMEHA MOTYT BOCMO0/1b30BaThCA
QHaNOrMYHbIMM MHCTPYKUMAMM Ans Microsoft 365.

KpoMme Toro, pekoMeHayeTcs pacCMOTPETb BO3MOXHOCTb
perncTpaLmu y4eTHbIX 3anuceit Balleit opraHu3aumm

B Mporpamme aononHuTenbHoOM 3awmnTbl (Google)

nnm AccountGuard (Microsoft), utobbl 3aaeicTBoBaTh
[ONONHUTENbHbIE Mepbl 6@30MacHOCTU U BBECTU PU3MYecKUue
KNtouM 6e30MacHOCTH Aist ABYX(PAKTOPHOW ayTEHTUDMKALMM.



https://support.google.com/a/answer/9176657?hl=en
https://docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication?view=o365-worldwide
https://support.google.com/a/answer/9378686?hl=en
https://www.microsoftaccountguard.com/humanrights/
https://support.authy.com/hc/en-us/articles/115001750008-Backups-and-Sync-in-Authy
https://guide.duo.com/duo-restore
https://krebsonsecurity.com/2018/07/google-security-keys-neutralized-employee-phishing/
https://krebsonsecurity.com/2018/07/google-security-keys-neutralized-employee-phishing/

MpouHas ocHoBa:
3alUMTa YYETHBIX
3anuceit U yCTponCTB

SaliMiUlEeHHbIC YVYEeTHbIC 3anucm

o TpebyiiTe MCNOMb30BaTb Hage}KHble MNApon A4NA BCeX YYeTHbIX 3anvceil opraHusauuu;
pekomeHaynTe COTPYAHUKAM U BOIOHTEpaMm genaThb TO e camoe A1 NYHbIX
VUYeTHbIX 3anucen.

o BHegpuTe B opraHusauumn HageXHbI MeHegKep naponei (M pekomeHayinTe
COTPYAHMKaM UCMO/b30BAaTb €ro B IMYHOMN }KU3HM).

« TpebyliTe HageXKHbIM OCHOBHOW Naposb 1 2FA anA BCex y4eTHbIX 3anucemn
MeHeaXepa naposen.

+ HanomHwuTe Bcem cOoTpyaHMKam 0 HEO6X04MMOCTU BbIXOAUTb U3 NIMYHOMO KabuHeTa
MeHegKepa naposien Ha 06w MX YCTPONCTBAX UAN NPY NOBbLILUEHHOM PUCKe Kparku
nMb0o KoHdUCKaLMM yCTponNCTBa.

o MeHsiiTe o6wWMe Naponu nocsne yBosibHEHUA COTPYAHMKOB U3 OpraHu3auuun.

o [lepegaBaiiTe Nnaponu ToNbKO MO 3alULLEHHbBIM KaHasMam, HanpMmep Yyepes MeHeaxep
napoJsei opraHusaumm Uam NpUNoKEeHUsa co CKBO3HbIM LWndpoBaHMEM.

o CpenaiiTe gByx¢paKTOpPHYIO ayTeHTMPUKaLUIO 06a3aTeNnbHOM 411 BCEX YYETHbIX
3anucen opraHM3auny U peKoMmeHgynTe CoTpyaHUKaM ncnosnb3oBathb 2FA ana ANYHBbIX
VUYeTHbIX 3anucei.

. Mo BO3MOXKHOCTH npegocrtaBbTe ¢M3MHECKME KAtoum 6esonacHoCTy BCem COTPYyAHNKaM.

«  Ecnu Knroum 6e3onacHoOCTM He BNMCbIBAKOTCA B Ball 6l0gKeT, pekomeHaynTe
BMeCTO 3anpoca kKogos ana 2FA uepes SMS nnum tenedpoHHbIe 3BOHKM MCNO/b30BaTh
NPUNOXKEeHUA g8 ayTeHTUDUKaALUN.

o [lpoBoguTe perynapHbie TPEHUHI U, YTO6bl COTPYAHUKMU BbiIN 0OCBeg0M/EeHbl O
nepegoBbiX MeTogax paboTbl C NaponamMu u gByXGaKTOpPHOMN ayTeHTUdUKauum, B
TOM YUC/Ie 0 TOM, YTO AeaeT Naposb HageXHbIM, U 0 TOM, KaK Ba*KHO HUKOraa He
MCNos1b30BaTh MNOBTOPAKLMECA NAPOoan, NPUHUMATDL TO/bKO /sierasibHble 3anpockl 2FA
M co3gaBaTb pe3epBHble Kogbl ana 2FA.
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I'Ipotman OCHOBa:
3awumTa y4eTHbIX
3anuceit U yCTponCTB

KommyHmkaumm
1 6esonacHoe
XpaHeHMe AaHHbIX

Co3paHue KynbTypbl
6e3onacHocTn

3awwTa husnyeckomn
6e3onacHocTn

Yro penatb, koraa

BesonacHocTb B MHTepHeTe
YTO-TO UAOET He TakK

3awmiieHHble YCTPOUCTBA

MomMuMO yueTHbIX 3anucen, BaXXHO obecneumTb
HaAEXHYI0 3aLWMUTY BCEX YCTPOUCTB —
KoMmnbloTepos, TenegoHoB, USB-Hakonutenei,
BHELUHMX YKECTKMX AUCKOB U T. A,

Takas 3alUMTa HAUMHAETCS C BHUMATENbHOO Bbibopa TMNa
YCTPOWACTB, NpUOBpEeTaeMbIX M UCMO/b3YeMbIX BaLleil OpraHu3aumeit
U COTPYAHWKaMU. BbIBpaHHble NOCTaBLUMKY UAW MPOU3BOAUTENN
BO/XHbI UMeTb NOATBEPKAEHHDIN OMbIT COBMOAEHUS MUPOBbIX
CTaHAAPTOB B OTHOLUEHUM Pa3paboTKM 3aLLMILEHHbIX aNMapaTHbIX
YCTPOWACTB (HanpuMep, TenedoHoB 1 KoMMbloTepoBs). Bce
npuobpeTaeMble YCTPOMCTBA LOMKHbI BbITb NPOM3BELEHDI
NPOBEPEHHbIMM KOMMNAHWSMU, y KOTOPbIX HET MOTUBALMU NepefaBaTh

[ToMMMO hMHAHCOBO MOTUBMPOBAHHbIX aTak
nporpamMmm-LIAHTAXKMCTOB, NOIUTUYECKME NaPTUU
Hepenko CTAHOBATCA MULLEHbBIO CIOXHbIX BPEA,OHOCHbIX
nporpamm, pa3paboTaHHbIX CMELManbHO ANS aTaku Ha UX
yCTpoKcTBa. Tak, B YraHae npaBuTeNbCTBO COTPYAHUYANO0
C TEXHUYECKMMU CNeLmnanmncTaMm KoMnaHmm

Huawei B uensax HabnoaeHnsa 3a onNO3ULMOHHbIMU
NOAUTUYECKMMU NapTUSMU U ONMMNOHEHTaMU, B TOM
yncne 3a BefyLWwmM KaHAMAATOM OT onnosuuum bobu
BaliHOM, 4TO6bI NONYYMTH LOCTYN KO BHYTPUMAPTUIAHON
nepenuncke 1 copeaTb NpenBbI6OPHYI0 KaMMaHuto.

26 Mocobue no kubepbesonacHocTH

[laHHbIe 1 MHOPMALIMIO NOTEHLIMANBHOMY MPOTUBHUKY. BaxkHO
OTMETUTb, 4TO BNACTU Kutas TpebytoT OT KUTaNCKMX KOMNAHMIA
NpefoCcTaBNATb AaHHbIE LEHTPaNbHOMY NpaBuTeNnbCTBY. [ostomy
pekoMeHayeTcs u3beraTb MCNONb30BaHMS TakUX CMAPTHOHOB, Kak
Huawei nnn ZTE, HecMoTps Ha MX NOBCEMECTHOE PacnpoCTPaHeHne U
HEBbICOKYI0 CTOMMOCTb. Miaes nprobpect ans CBOe NOAMTUYECKOM
napTMK Hefoporoe annapaTHoe obecrneyeHne MoxeT bbiTb O4eHb
3aMaH4MBOM, HO, NaMATYS O NOTEHLMANbHbIX Yrpo3ax 6e30nacHoCTH,
CTOWT cenaTthb BbI6Op B MONb3Y YCTPOICTB APYrX MAapPOK, MOCKOMbKY
[0CTyN K AQHHBIM NOMOraeT NpaBuUTenbCTBY Kntas ocyluecTsnsTb
TapreTUHT Ha Pa3/IMyHbIX NOUTUYECKMX AesTeneit U opraHusaumm.

BaLum NpOTUBHUKM MOTYT NOCTaBUTH NMOJ, Yrpo3y 6€30MacHOCTb BaLUMX
YCTPOICTB — U BCErO, YTO Bbl AENAETE C MOMOLLbIO STUX YCTPOMCTB, -
NoNyuMe GU3MYECKuit TMBO «yaaneHHbIM» AOCTYN K YCTPOICTBY.

BezonacHOCTb YCTPOMCTB U NOAUTUYECKME NAPTUMN

MpeanpuHSB HECKONbKO Be3ycneLHbIX NONbITOK
[06UTBCA Lenn CBOMMU CMnamu, Bnactv obpatunmce

K TEXHUYECKMM Creuuanmctam ¢ npocb6oi noMoub
3apasuTb YCTPOMCTBA YIEHOB OMMNO3ULMOHHONM NapTUM
WNMOHCKUM MporpaMMHbiM obecneyeHnem. Beero 3a gga
[HS MM yAanoch Noay4YnTb AOCTYN K KOHOUAEHLMANBHBIM
COO0OLLEHNSAM, MPOHUKHYB B OCHOBHbIE FPYNMoBble YaTbl
WhatsApp. bnarogaps 3tomy foctyny Bnactu ysHanu o
3anNaHUPOBAHHBIX YIMUYHBIX MUTUHIaX ONMO3ULMOHHOM
napTMM U CMOINU COPBATb X, a TaKxe apecToBaTb BaltHa
U LecsTKU ero CTOPOHHUKOB.


https://www.theguardian.com/australia-news/2021/may/15/nsw-labor-warns-members-their-data-could-end-up-online-after-hackers-deadline-passes
https://www.theguardian.com/australia-news/2021/may/15/nsw-labor-warns-members-their-data-could-end-up-online-after-hackers-deadline-passes
https://www.wsj.com/articles/huawei-technicians-helped-african-governments-spy-on-political-opponents-11565793017
https://www.wsj.com/articles/huawei-technicians-helped-african-governments-spy-on-political-opponents-11565793017

MpouHas ocHoBa:
3aLMTa yHETHBIX
3anuceit U yCTponCTB

KomMyHuKaumum
Co3aaHue KynbTypbl

1 6esonacHoe
6e3onacHocTn

XpaHeHne AaHHbIX

GU3NYECKUIA AOCTYN K
VCTPOWUCTBY BC/IEACTBUE
Er0 VTEPU UN KPAXKMU

[lng npepoTBpalLeHns GpusnMyeckoro B3noMa HeobxoanmMo
obecneunTb Hu3nyeckyro 6e30nacHOCTb YCTPOMCTB. MIHBIMUM CNOBaMMU,
He No3BO/ANTE NPOTUBHMKY JIErKO YKPACTb MM NO3aUMCTBOBATb
Balle yCTpoKcTBO. [psubTe Noa 3aMOK YCTPOMCTBA, 0CTaBAAsA UX AOMA
unu B oduce. nu, ecnm cuntaete, uto Tak GesonacHee, aepxuTe

nx npu cebe. HeotbeMnemMoin 4acTbto 6€30NacHOCTH YCTPOMICTBA,
pasymeeTcs, aBnseTcs Gpusndeckas 6e30nacHOCTb Bawero paboyero
npocTpaHcTBa (byab To B oduce unm goma). lNotpebyetcs ycTaHOBUTD
HafeXHble 3aMKM, KaMepbl BULEOHABNIOAEHUS MU Apyr1e CUCTEMBI
KOHTpONS, 0CO6EHHO eCv Ballla OpraH13aLms B rpynmne BbICOKOro
pucka. [NocoBeTyiiTe cOTpyaHUKAM 06palLaThcs C YCTPOMCTBaMM

Kak C 6ONbLUIONM NAYKOM HANMYHBIX LEHET — He OCTaBNATb UX 6e3
npucMoTpa U 6e3 3aLmTbl.

Yro penaThb, €cnm ycTponcTBo yrkpanu?

YT06bI CMArYUTL NOCIEACTBUA KPAXKM YCTPOMCTBA MM AaXKe
KpaTKOBPEMEHHOIO NONMy4YeHUs [OCTYNA K AQHHOMY YCTPOMCTBY,
caenaiite 06913aTeNIbHLIM UCNO/Ib30BAaHUE HAAEXKHbIX Naponei Um
KOAO0B A,0CTyNa HAa BCceX KoMNnbloTepax U TenedoHax. CoBeTbl No
pabote ¢ naponamu u3 pasgena «Maponm» Hactoswero Mocobus
NPUMEHNMBI 1 K NPOLLECCY YCTAaHOBKM HAAEXHOr0 Naposns Ha
KOMMbtoTep MK HOyTOYK. YTo Kacaetcs 61oknpoBku TenedoHa,
pEeKOMEeHAYeTCS UCMOMb30BaTh KOAbI, COCTOALLME MUHUMYM W3
LIeCcTU-BoCbMU LndPp, U u3beratb UCMOMb30BaHUS «rpadUyecKmnx
Kntouen» ans pas3bnokMpoBaHus akpaHa. LononHuTenbHble COBETbI
no 610KMPOBKe 3KpaHa CM. B NMpOrpamMMe AeTOKCMKALMM AaHHbIX
Data Detox Kit ot Tactical Tech. Mcnonb3oBaHve HaaexHoro
napons 3HAYUTENbHO YCIOXKHSET AN1S MPOTUBHMKA BbicTpoe
noayvyeHue JocTyna K MHGOpMaLMm Ha BaLLEM YCTPOWCTBE B Clyyae
KPaXu Ui KoHduckaumu. Ecnm B kopnopaTUBHbIX YCTPOMCTBaX
npenycMoTpeHa GyHKUmMa «omcK ycTpoicTBay, Hanpumep «Hantm
moit iPhone» Ha iPhone unu «Havtn Moe yctpoiicteo» Ha Android,
nonpocuTe COTPYAHUKOB €€ BK/IIOUUTL. PekoMeHayiTe COTpyaHMKaM
MCMoNb30BaTh TakMe YHKLMM U Ha INYHBIX YCTpoiicTBaX. Ecnm atn
(DYHKUMM BK/IHOYEHDI, BNaAeneL, yCTPOICTBa (MK ero foBepeHHoe
KOHTaKTHOE JIMLL0) MOXET ONPEeAEUTb MECTOHAXOXKAEHUE
YCTPOMCTBA UM YAANEHHO CTepeTb C HEro AaHHbIe B Cy4ae

KpaXku, noTepu unm KoHpuckaumu. B iPhone MoxHo Takke
HaCTPOUTb aBTOMATUYECKOE YAANeHWE AAHHBIX NOCIE HECKONbKMX
Hey[auHbIX NOMbITOK BxoAa. Hannuune Takmux GyHKLUMIA ynpaBneHus
YCTPOMCTBAMM CTAHOBUTCS KPUTUUECKM BAXKHBIM 419 OpraHu3aLmy,
€CNn YCTPOMCTBO € KOHdUMAEHUMaNnbHON MHdOpMaLmel TepsaeTcs unm
NonajaaeT B YyXXue pyku.
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Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

besonacHocTb B MHTEpHeTe ~
6e3onacHocTn

A xak HacueT wmPppoBaHMAa ycTpoucrea?

BaxkHO Mcnonb3oBaTh WKMdPOBAHME, CKPEMOBAMPOBAHME LAHHbIX.
3awndpoBaHHble faHHble HeunTabenbHbl U HENMpUroAHbI ANs
MCNONb30BaHMS Ha BCEX YCTPOWCTBAX, 0COOEHHO Ha KOMMblOTEPaX

1 cMapTdoHax. [1o BO3MOXHOCTU peKOMEHAYEeTCs HaCTPOUTb TaK
Ha3bIBaeMOe NonHoe WwudpoBaHMe AUCKa Ha BCEX YCTPOMCTBAX

B opraHu3aumu. NonHoe wudposaHue AnCKa 03HAYAET, YTO
YCTPOMCTBO ByAeT NonHOCTbio 3alwmdpoBaHo. Mo3atomy ecim
NPOTUBHUK (PU3UYECKM YKPAAET YCTPOICTBO, OH HE CMOXET U3BNEYb
AaHHble, He 3Has NapoNs UKW KIIKYa, KOTOPbIe UCMOb30BANUCH A4S
wndposaHus. Bo MHOTMX COBpeMEHHbIX CMapThOHax M KOMMbHOTEPAX
npepycMoTpeHa byHKLMS NoNHOro WwudpoBaHus aucka. B
ycTpoiicteax Apple, Bkntouas iPhone v iPad, nonHoe wugposaxue
AMCKa MOXHO BKJIIOUMTb MPU YCTaHOBKE 0ObIYHOIO KOAa AOCTyMNa K
ycTponcTBy. B komnbtotepax Apple, paboTtatolmx nog ynpasneHneM
macOS, npeagycmoTpeHa byHKums nog HaseaHuem FileVault,
KOTOPY0 HEOOXOAMMO BKIOUUTD 1S MOMHOTO WKbPOBaHKS

Aancka. B komnblotepax, pabotatowmx nog ynpaeneHvem Windows
(Bepcuu Pro, Enterprise u Education), npenycmoTtpeHa QyHKUMS NOA,
Ha3BaHueM BitLocker, KoTopyto He06Xx0AMMO BKNOYUTb 419 NOSHOTO
wudpoBaHus ancka. PyHkumio BitLocker MoxHO BKIHOUNTD, Clepys
3TUM MHCTPYKUMAM OT Microsoft, KoTopble LOMKEH NPeaoCcTaBUTb
aAMMHWCTPATOp Ballel opraHu3aTopbl. Ha onepauMoHHo cucteme
Windows Bepcun Home ¢yHkums BitLocker HepoctynHa. OgHako u
Ha TaKMX YCTPOWCTBAX MOXHO BKIKOUMTb MONHOE WKDPOBaHME ANCKA,
nepeips B pasaen «O6HoBneHue n 6esonacHocTb» > «LndposaHue
ycTporicTBay B HacTpoikax OC Windows.

Ycrpoiictea, paboTatowme nog ynpasneHueM Android HaumHas ¢
Bepcumn 9.0 U BbiLe, NOCTABASIOTCS C BKAOYEHHBIM MO YMOMYAHUIO
wudposaHuem dainos. Lndposanue dainos B Android otmyaetcs ot
MONHOrO LWMhPOBAHNUA AMCKA, HO TOXe 06ecneynBaeT BbICOKUI ypOBEHb
3alUMTbl YCTPOIACTBa. ECin BbI MCNONb3yeTe OTHOCUTENbHO HOBBIM
TenedoH, paboTatowwmii noa ynpasneHnem Android, M yCTaHOBMUAM KOZ,
[0CTyna K yCTPOWCTBY, WidpoBaHue $aitnoB JOMKHO ObiTb BKIHHEHO.
TeM He MeHee, peKOMeHayeTCs NPOBEPUTb HACTPOMKM, 4TOObI YHenuThCs
B 3TOM, 0c0BeHHO ecny BaweMmy TenedoHy 6onblue napbl net. Ans

3TOro nepeviaunTe B pasaen «Hactpoiikny > «besonacHocTb» Ha CBOEM
ycrpovictee Android. B HacTpoiikax 6e30nacHOCTV AomkeH BbiTb
noapasgaen «udposanne» nnmn «lLindposaHue 1 yyeTHbIe AaHHbIEY, B
KOTOpOM ByAeT yKa3aHo, 3almMdpoBaH N Ball TenedoH, 1 eCn HeT, Bbl
MOXeTe BK/KUYUTb LWMdPOBaHME.

Knoun wndpoBaHus (MMeHyeMble Takke Knovamu BOCCTAHOBEHUS)
[N KOMMbIOTEPOB (HEBAXHO, paboTaroLWmMX Moz ynpaBneHUem
OCWindows nnu Mac) ocobeHHO BaXHO XpaHWTb B 6e@30MacHOM
MecTe. B 60MbLUMHCTBE CTy4aeB Takmue «KIKUM BOCCTAHOBNEHUSI»
NpeACTaBAAtoT COOOM ANUHHbIE NAPOAU UK NaponbHble Bpasbl.
Ecnu Bbl 3abypete 06bIYHbIN NApoOnb K YCTPOMCTBY MM NpOU30AAEeT
4TO-TO HenpeaBuAeHHOe (HanpuMep, c60i YCTPOWCTBA), KUK
BOCCTAHOB/IEHUS OKAXYTCS €AMHCTBEHHbIM CNOCOBOM BOCCTaHOBUTbL
3alMPpoBaHHbIe faHHble W, NP1 HEOBX0AMMOCTH, NepPeHeCTH

MX Ha HOBOE YCTPOMCTBO. [103TOMY NpM BK/IKOYEHMM NOHOTO
WMPPOBAHMSA AMUCKA 0653aTeNbHO COXPaHUTE 3TU KITKOUU UK Mapoau
B 6e30nacHOM MecTe, HanpuMep B 3aLUMLLEHHOM 06NaYHOM YHETHOM
3anucK UK B MEHeKepe Naponei Balen opraHu3aumu.

27


https://datadetoxkit.org/en/security/screenlock/
https://support.microsoft.com/en-us/windows/device-encryption-in-windows-10-ad5dcf4b-dbe0-2331-228f-7925c2a3012d
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KOMMyHMKSLlMM

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTu
XpaHeHHe AaHHbIX

VAANEHHbIWN AOCTVYIN K
VCTPOWUCTBY - B3/10M

Momumo obecneuveHuns Gusnyeckort 6e30NacHOCTU YCTPOWCTB,
BaXKHO 3aLUMUTUTb MX OT BPEAOHOCHbBIX MporpaMm. B nocobum
Security-in-a-Box ot Tactical Tech paetcs ucyepnbiBatowas
MHbOPMaLMa 0 TOM, YTO NPeACTaBANoT COH60i BpeAoHOCHbIE
MporpamMMsl 1 NoyYeMy Tak BaXXHO ux u3beratb. Huxxe npusoamtcs
KpaTkoe pe3ioMe yka3zaHHOro nocobums.

YmeHue BbIABAATD BpeaoOHOCHbIE
nporpamMmmbi N36aBAATLCA OT HUX

CyLLecTBYET MHOXECTBO BapMAHTOB KNACCUPUKALMM BPEAOHOCHBIX
NpOrpamMMm (TepMuH, 03Ha4atoLLMIA BPELOHOCHOE NMPOrpaMMHOe
obecneyeHue). Bupycel, wnuoHckoe N0, 4epBu, TPOSIHBI, PyTKUTBI,
MPOrpaMMbl-LUAHTAKMCTbI M KPUMTOXKEKEPbI — BCE 3TO BPEAOHOCHbIE
nporpamMMmbl. HekoTopble BpeLoHOCHbIE MPOrpamMMbl PaCnpOCTPAHAIOTCS
no MHTepHeTy Yepe3 31eKTPOHHYH NOYTY, TEKCTOBbIE COOBLLEHMS,
BPEeoOHOCHbIE BeO-CTpaHuLpl v T. 4. [ipyrve nepenatotcs Yepes
ycTpoicTea 0bmMeHa AaHHbIMU, Hanpumep USB-Hakonutenu. OpHM Tvnbl
BPEAOHOCHbIX MPOrpaMM XAyT, KOTAa Mo/b30BaTeNb COBEPLUMT OLIMOKY,
a Apyrve TUXO, He NPMUBNEKAs BHUMAHWE NO/b30BATENS U HE OXK1Aas oT
HEro Kaknx-nnbo AeiCTBUM, 3apaXKaroT CUCTEMY.

MMoMnMO 0BbIYHbBIX BPEAOHOCHBIX MPOrpaMM, KOTOpble
MOBCEMECTHO PacnpoOCTPaHeHbl U HaLleNeHbl HA LUMPOKYHO
ny6uKy, TapreTMpoBaHHble BPeLOHOCHbIE MPOrpaMMmbl 06bI4HO
MCMONb3YHTCS AN BMELLATENbCTBA UM CIIEXKKM 338 KOHKPETHBIM
4eNnoBEeKOM, OpraHusaumen unm cetoblo. TakMMm npuemMamu
MoJIb3YOTCS Kak 06blYHbIE NPECTYNHWUKM, TaK U BOEHHbIE,
pa3Befika, TeppOPUCTbI, OHNANH-NPec/ef0BaTENM, arPECCUBHbIE
CyNpyrv U HEYUCTbIE HA PYKY NONUTUKM.

Kak 6bl OHM HU HA3bIBANUCh, KakK Bbl OHM HW PACMPOCTPAHANMCD,
BPELOHOCHbIE MPOrpaMMbl MOTYT HapyLIMTb paboTy KOMMbOTEPA,
YKPACTb U YHUUTOXMWTb AAHHbIE, Pa30pUTb OPraHU3aLmm,
BTOPrHYTbCS B YaCTHYHO XM3Hb M NOABEPTrHYTH NONb30BaTeNEN
pucky. OGHMM CNOBOM, BPEAOHOCHbIE MPOrpamMMbl NPeACcTaBNaoT
peanbHyt onacHoCTb. OAHAKO CyLLEeCTBYET psf NPOCTbIX LIAroB,
KOTOpble Balla OpraHM3aLms MOXET NPeLnpUHSTb, 4TOObI
3alUMUTUTLCS OT CTOJb PACNPOCTPAHEHHOW YrpO3bl.

MomoryT An MHCTPYMEHTbI 3alLUTDbI OT
BPEAOHOCHbIX NporpamMmm?

K coxaneHuto, cpean CpeacTs 3aLuThl OT BPELOHOCHbIX
NporpamMM He CyLLECTBYET O4HOI0 KOMMIEKCHOTO peLleHus.
OpHako MOXHO MCNoNb30BaTb HEKOTOpbIe BecnnaTHble
MHCTPYMEHTbI B KayecTBe 633080 3awwuTbl. BpenoHocHble
NporpaMMbl HAaCTONbKO BbICTPO MEHSIHOTCS, @ HOBbIE PUCKM
HaCTOJ/IbKO YacTo BO3HMKAIOT B peasibHOM MMpE, YTO MosiaratbCs
Ha TaKoM MHCTPYMEHT TOYHO HEAO0CTaTO4HO.

28 Mocobue no kubepbesonacHocTH

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

be3sonacHocTb B MIHTepHeTe ~
6e3onacHocTn

Ecnum Bbl ucnonbsyete Windows, 06paTtute BHUMaHWe Ha BCTPOEHHbIN
3awmTHuk Windows. KomnbtoTepbl, paboTatowme nog ynpasneHneM
Mac v Linux, He NocTaBAfOTCS CO BCTPOEHHBIM NMPOrpaMMHbIM
obecneyeHneM 4N 3almTbl OT BPEAOHOCHBIX MPOrpaMM, PaBHO Kak
W YCTPOWCTBA, paboTatowme nog ynpaeneHuem Android u iOS. Ins
TaKMX YCTPOWCTB (PaBHO KakK M ANs KOMMNbIOTEPOB, paboTaloLWmMX Nog,
ynpaenenmem Windows) MOXHO YCTaHOBUTb HALEXHbIM BecnnaTHbIN
MHCTpYMeHT, Hanpumep Bitdefender unu Malwarebytes. Ho He
CTOMT NONAraTbCsl Ha TAKMe MHCTPYMEHTbI KakK Ha eAUHCTBEHHYHO
JIMHMIO 3aLMTbI, MOCKO/bKY OHM HABEPHSKA MPOMYCTAT YacTb
Hanbonee TapreTMpPOBAHHbIX M OMACHbIX HOBbIX aTak.

KpoMe Toro, ciesyet cobnofatb OCTOPOXHOCTb M 3arpyxaThb
NpOBepPEHHbIE MHCTPYMEHTbI 3aLUMTbI OT BPELOHOCHBIX NPOrpamMm
W aHTUBMPYCbI TONIbKO M3 NerasibHbiX MCTOYHUKOB (HanpuMep,
Be6-CalTOB, CCbIKM Ha KOTOpble NMpuBeaeHbl Bbilwe). K coxaneHuio,
CYLLECTBYET MHOXECTBO (ha/lbLIMBbIX UM B3IOMAHHbIX BEPCUIA
CPeLCTB 3aLLMTbl OT BPELOHOCHBIX MPOrpamMM, KOTopble NPUHOCAT
ropaszo 6onblie Bpeaa, 4eM nosb3bl.

Mpw ncnons3oeaHuu Bitdefender wnu gpyroro cpencrea 3aluuThl OT
BPELOHOCHBIX NPOrpaMM B OPraHM3aLmmn HUKOTA He 3anyckaiTe
ABe NoA0OHbIE NPOrpaMMbl OAHOBPEMEHHO. MHOMME U3 HUX
UAEHTUPULMPYIOT NOBEAEHME APYrOi NPOrpaMMbl 3aLLUTbl OT
BPELOHOCHBIX NPOrpaMM Kak NoL03pUTENIbHOE U MPEpPbIBAtOT ee
paboTy, B pe3ynbTaTe yero obe nporpaMmbl paboTatoT co c6osamu.
[inga Bitdefender v paga apyrux CpeacTs 3alwmTbl OT BPELOHOCHbIX
nporpamM npeaycMoTpeHo becnnatHoe 06HOBNEHUE, 3 BCTPOEHHbIN
3awmTHrK Windows 06HOBSIETCS BMECTE C ONepaLLMOHHOM
cuctemoit. Yoeautecn, uto MO 3awwmuThl OT BPEAOHOCHBIX

nporpammM perynsipHo obHoBnseTcs (HeKOTOpble NPOBHbIE BEPCUM
KOMMEPYEeCKOro NporpaMMHoro obecneyeHus, npeayCcTaHoBIEHHbIE
Ha KoMnbloTepe, ByayT OTK/IKUEHbI MO UCTEYEHUM NPOBHOrO
nepuoza, YTo AEeNaeT ero CKOpee OnacHbLIM, YeM Mone3HbIM). Kaxabii
JeHb NOABASIOTCA M PACNPOCTPAHSIOTCS HOBbIE BPEAOHOCHbIE
nporpammsl. ECim perynspHo He 06HOBAATb 6a3bl CPEACTB 3aLUMThI OT
BPEAOHOCHBIX MPOrpaMM, KOMMbKITEP CKOPO OKAXETCs (PaKTUYECKM
6e3 3awwuTbl. [py1 BO3MOXKHOCTU HACTPOTE aBTOMATUYECKYH
yCTaHOBKY 06HOBNEHMI ansa aaHHoro 0. Ecnu y Bawero cpeacrea
3aLLMTbI OT BPEAOHOCHBIX MPOrpaMM PeXMM «BCErAa BKNOUEH» He
ABNAETC 06513aTeNbHbIM, BK/TKOYMTE €0 U NEPUOAUYECKU NPOBOAUTE
CKaHMpOBaHMWe BceX (aiiioB Ha CBOEM KOMIbIOTEpE.

Ucnonb3yiTe akTyanbHbiE YyCTPOUCTBA

06HoBNEHUA HeobX0aUMBI. Mcrnonb3yiiTe Ans yCTpOCTBa CaMyto
CBEXYI0 Bepcuto onepaunoHHon cuctembl (Windows, Mac,
Android, iOS 1 1.4.) 1 perynapHo ob6HoBnglTe ee. Cnegute 3a TeM,
yT06bI APYroe nporpaMmHoe obecneueHune, bpaysep U MoLyu
6paysepa Takke 06HOBASANMUCD. YCTaHaBNMBaiiTe 06HOBEHUS
Cpasy noce ux noseneHus. B uneane pekomenayercs

BKNHOUYMUTL (DYHKLMIO aBTOMATMYECKOro 06HOBNAEHUS. YeM HoBee
onepaLMOHHas CUCTEMA, TEM MEHee YI3BMMO YCTPOMCTBO.
BocnpuHuMaiiTe 06HOBNEHMS KaK NNACTbIPb HA OTKPbITOM
ropese: OHM 3aKPbIBAOT YS3BMMbIE MECTA U 3HAUMTENbHO
CHUXKAIOT BEPOSTHOCTb 3apaXeHus. YaoanuTe nporpamMbl, KOTOpble
6onblie He ucnonbayeTe. YcTapeBLUMe NPOrpaMMbl HEPEAKO
MMeIoT ySI3BUMOCTU. HekoTopble M3 HUX pa3paboTumku nepectaroT
06HOBASATb, YTO AenaeT ux 6onee ysa3BUMbIMU [ XaKepPOB.



https://www.nytimes.com/wirecutter/guides/online-security-enable-automatic-updates/https://www.nytimes.com/wirecutter/guides/online-security-enable-automatic-updates/
https://securityinabox.org/en/phones-and-computers/malware/ 
https://www.bitdefender.com/solutions/free.html
https://www.malwarebytes.com/mwb-download/
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BpeaoHoCHbIE NporpaMmmbl
B peasnibHOM MMpe:
oOHOBAEeH A HeoGxoaumbl

B 2017 rogy B pe3ynbTaTte atak NnporpamMMbl-LIaHTKUCTA
WannaCry 6b111 3apaykeHbl MUIMOHbI YCTPOMCTB

N0 BCEMY MUPY, YTO NPUBENO K 3aKPbITUI BONBHUL,
TrOCYAAPCTBEHHBIX YYPEXAEHUH, KPYMHBIX U MasbiX
OpraH13aumii U NpeanpusTUiA B AeCATKax CTpaH.

MoyeMy 3Ta aTaka Okasanacb CTONb YCNewWwHon? M3-3a
YCTapeBLUMX, KHEMPOMATYEHHbIX», BEPCUIA OMEPALIMOHHOM
cuctembl Windows, MHOTME U3 KOTOPbIX M3HAYaNbHO
6b111 NupaTckumu. bonbluer yacTu yuwepba - kak
4eN0BEeYECKOro, Tak M GUHAHCOBOTO — MOXHO 6bIn0 6bl
n3bexaTb, ecin Hbl CMONb30BaNUCh 6onee 3PdeKTUBHbIE
MeTO/ibl aBTOMATM4ECKOro 0BHOBNEHUS U NierabHble
BEPCHUM ONEPALUOHHON CUCTEMDI.

Working on updates
20% complete
Don't turn off your computer

byabTe ocTopoKHbl € USB-HakonuTenamu

CobntopaiiTe 0CTOPOXHOCTb, OTKPbIBas Gaibl, OTNPaBAeHHbIE
BaM B BUAE BIOXEHWI, NEPEXOAs NO CCblIKaM A5 3arpy3ku U
1. 4. Kpome Toro, ABa¥Abl NoAyMaiiTe, npexae 4eM BCTaBUTb B
KOMMbIOTEp CbeMHble HocuTenu, Bkouas USB-Hakonutenu,
KapTbl ¢hnaw-namaTu, DVD-ANCKM U KOMNAKT-AUCKM, TOCKONbKY
OHM MOTYT CNTYXKUTb BEKTOPOM AJ151 BPEAOHOCHbIX NMPOrpam.
BepoaTHOCTb HanMuKMsa BUPYCOB Ha COBMECTHO MCMOJb3YeMbIX
USB-HakonuTensix o4eHb BbICOKA. AbTEpPHATUBHbIE BAPUAHTbI
6e3onacHoro obmMeHa daiinamu B opraHn3aLmm onucaHbl B
pasaene «06meH darnamm» Hactosuero MNMocobusa.

ByabTe 0CTOPOXHbI U C APYrMMU YCTPOMCTBAMU, K KOTOPbIM
nopknoyaetech yepes Bluetooth. Bl MoxeTe cMHXPOHM3MPOBATL CBOM
TenedOoH MM KOMMblOTEp C NPOBepeHHbIM AMHaMukoM Bluetooth,
4T06bI CTYLLIATH NOOUMYIO MY3bIKY, HO ByfbTE OCTOPOXHbI, MOAK/HOYASCH
K CTOPOHHWMM YCTPOVCTBAaM UM NPUHMMAS OT HUX 3anpochl.
Paspeaiite noaknto4YeHS TONbKO K AOBEPEHHBIM YCTPOICTBaM U He
3abbIBaiiTe BbikNtouaTh Bluetooth, korna oH He ucnonb3yetcs.

MpoyHasa OCHOBA: 3aLMTa YHETHbIX 3aMMUCEN U YCTPONCTB

Yro penatb, Koraa
4TO-TO MAET He TaK

3awuta pusnyeckon

besonacHocTb B MHTEpHeTe
6e3onacHoCTH

ByabTe 6naropasymHbl Nnpu paboTe B ceTn

Hukoraa He NpuHMMaliTe 1 He 3amycKaiTe NPUNOXEHNS CO CTOPOHHMUX
1 HenpoBepeHHbIX Be6-caiToB. Hanpumep, BMECTO TOro YTo6bI

Cpasy np1HUMaTh «0BHOBNEHMEY BO BCM/bIBAIOLLEM OKHE Bpay3epa,
npoBepbTe Hann4me 06HOBNEHWI Ha odULMaNbHOM Beb-caiTe
COOTBETCTBYHOLLErO NpUnoxeHus. Kak rosoputcs B pasgene «DuUwimHr»
HacToswero Nocobus, KpaitHe BaHO COXPaHATb 6AMTENbHOCTb NpU
npocmotpe Beb6-caiiToB. [poBepbTe Ha3HayYeHWe CCbINkM (HaBeas Ha
Hee Kypcop MblLLK), Mpexae Yem nepenTu no Hei. Mepeinas no ccoinke,
0bpaTnTe BHMMaHWe Ha afLpec Beb-caiTa 1 ybeamTech, 4To OH He
BbI3bIBAET NOA03PEHWIA, NpeXae YeM BBOAUTb KOHDUAEHUMANBHYHO
MHGOpMaLMIo, Hanpumep naponb. He nepexoauTe No cCblkaMm B
coobuueHmnsx 06 owmbkax unm npegynpexaenusx. Cnenute 33 OKHaMM
6pay3epa, KOTopble NOSBNAOTCA ABTOMATUYECKM, BHUMATENBHO YnTaiTe
MHOPMaLMIO, @ He NPOCTO HaxuMaiTe «a» unm «OK».

Kak sawumuTutb cmapTdoHbi?

Kak v B cnyyae ¢ komnbloTepamu, cieauTe, YTobbl onepauMoHHas
cUCTeMa M MpUNOXKeHUS Bbinn akTyanbHbIMU, U BKIKOUMUTE
aBTOMaTnyeckoe 06HOBIEHWE. YCTaHaBNMBATE NPUNOXKEHNS
TONMbKO U3 0ULMANBHBIX UK LOBEPEHHbBIX MCTOYHMKOB,

Takux Kak marasuH Google Play 1 Apple App Store (unu

F-droid, MarasuH 6ecnnaTHbIX NPOrpamMMm C OTKPbITbIM KOAOM
nnsa Android). beiBaeT Takoe, YTO NPUIOXKeHUS coaepXKaT
BPELOHOCHBIV KOA, XOTS KaXXETCS, YTO OHKM paboTaloT HOPMabHO,
1 Bbl MOXETe HMYero He NOA03peBaThb. 3arpyXarTe TONbKO
neranbHble Bepcumn npunoxeHuit. OcobeHHo 3To KacaeTcs
nonb3osatenei Android.1ns 3Toi onepaumMoHHON CUCTEMBI
CYLLLECTBYET MHOXECTBO «(habLUMBbIX» BEPCUIA NONYNSPHBIX
npunoxeHuit. Mostomy ybeamTech, 4YTo NPUNOXKEHUE CO34aHO
COOTBETCTBYIOLLEN KOMNAHWEN Uan pa3paboTunkom, ybenurech B
HaAM4YMKU XOPOLUMX OT3bIBOB M [OCTAaTOYHOM KOJIMYECTBE 3arpy3okK
(x npumepy, y hanblumsoii Bepcun WhatsApp MoxeT 6bITb Bcero
HeCKOJ/IbKO ThICAY 3arpy30K, a y peanbHoi Bepcum nx bonee

naTM Munnnappos). Obpalaite BHUMaHWE Ha pa3peLleHus,
3anpawmBaeMble npunoxeHneM. Ecam uto-To Kaxercs Bam
Yype3MepHbIM (HanpuMep, KanbKynsTop 3anpalumnBaeT AOCTYN K
Kamepe unu urpa Angry Birds 3anpawuBaet foctyn K Bawemy
MeCTONOOXEHMIO), TyHLLEe OTKIOHWUTb 3anpoc UK YAANUTD
npunoxeHwve. YoansimTe npunoxeHus, Kotopble 6onbLie He
ncnosb3yeTe. 3TO TaKKE MOMOXET 3aLMUTUTb Ball CMapTPOH MK
nnaHwer. Cyyaercs, 4To pa3paboTynkM NMPOAAOT CBOM MpaBa Ha
NPUNOXEHUS APYrUM NtoASM. HoBble BNafenbLbl MOTYT pelmnTb
noa3apaboTarb, BCTPOMB B NPOrpaMMy BPEAOHOCHbIN KO,
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https://www.techrepublic.com/article/wannacry-the-smart-persons-guide/
https://www.techrepublic.com/article/wannacry-the-smart-persons-guide/
https://www.vice.com/en/article/akdqwa/a-spyware-vendor-seemingly-made-a-fake-whatsapp-to-hack-targets
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BpeaoHocHbIe NporpaMmmMbl B peasibHOM MUpe: BpeaoHOCHbIe

MoOGunbHbIE npuno:xeHma

Xakepbl 13 pa3HbiX CTPaH roAaMu UCMONb3YOT
noAAenbHble MPUNOXKeEHUS B MarasuHe Google Play ans
pacnpocTpaHeHusi BpeAOHOCHbIX MporpaMm. B anpene
2020 ropa cTano M3BeCcTHO 06 0HOM KOHKPETHOM
c/yyae, HaueNleHHOM Ha Mnosib3oBaTenelt Bo BbeTHaMe.

B xo4e AaHHOW LWNMOHCKOWM KaMNaHWM UCNob30BannCh
noanenbHble NPUNOXKEHUS, KOTOPbIE SKOObI LOMKHbI GblIU
MoMoYb MOJIb30BaTENSAM HAWTK BamxKaliumne nabbl Unm

VIH(bOpMaLI.VHO O MECTHbIX LepKBAX. Mocne YCTaHOBKHK
O0BEPYNBBLIMU MNOJIb30BATENAMU Android BPE€OOHOCHbIE
NPpUNOXeHNA C06l/|paJ'Il/I XYPHanbl BbI30BOB, AAdHHbIE O
MECTOMNONIOXEHUMN, a TAKXKE VIH(bOpMaLI.VHO O KOHTaKTax

M TEKCTOBbIX COOBLEHMSX. ITO NULb OAHA M3 MHOTUX
NPpUYKH, NO KOTOPbIM CneayeTt cobnopatb OCTOPOXHOCTb,
3arpyxas npuiaoxXeHusa Ha cBou yCTpOVICTBa.

3KOHOMbTE fieHbr U NoBbIlIanTe 6e30NacHoOCTb YCTPOMCTB

opraHusaumm c Tails

OnepaumoHHas cuctema Tails aBnseTcs [OCTaTOYHO
6e30MacHOM, 0LHAKO A1 ee HAaCTPOMKKU NoTpebytoTcs
onpeaeneHHble TeXHUYeCKUe HaBbIKW. 3Ta MOpPTaTUBHAS
onepaLMOoHHAs CUCTeMa pacnpoCcTpaHsaeTcs Ha becnnatHoM
OCHOBE, €e MOXHO 3arpy3uTb HernocpeactseHHo ¢ USB-
HakonuTens, MMHys He0bXOAMMOCTb UCMONb30BaAHUS
JIMLLEH3MOHHbIX onepaumoHHbIxX cuctem Windows mnm

Mac Tails Takxe gBNSETCS XOPOLIMM BapUaHTOM Ans
NoNb30BaTeNeN, NOABEPralOLLMXCS BbICOKUM PUCKAM,
MOCKO/bKY BKNIOYAET LUMPOKMIA CNEKTP QYyHKLIWA,
MOBLILIAKLWMX KOHOUAEHUMANBHOCTb. ITU BYHKLMM
BK/tOYAIOT B CeOs1 MHTErpaLmio Tor (06Cy)KaaeTcs HUXeE) ans
3aluMThI Ballero Be6-Tpaduka 1 NOMHOE CTUPAHWE AAHHbIX

Mocobue no kubepbesonacHocTH

MPpU KaxA0M 3aBepLueHnn paboTbl onepaLMoHHON CUCTEMBI.
Mo cyTn, 3T1 QYHKLMM NO3BOASIOT HAUMHATL PaboTy C YUCTOrO
JINCTa KaXKAblM pas, Koraa Bbl Nepe3arpyaeTe komnblotep. B
Tails Takxe npesycMOTpeH pexuM COXpaHIeMoCTH, KOTOPbIN
MO3BONISET NPU XENAHUN COXPAHATb BaXKHbIE aiisibl 1
HaCTPOMKM U3 HECKO/bKMX CEaHCOB.

Ewwe onHon 6ecnnatHoi M 6e3onacHoi onepauyoHHOMI
cuctemont aengetcs OC Qubes. XoTa 370 U He caMblit
MpOCTOV BapuaHT Ans HETEXHUYECKMX NONb30BaTENEMN,

OC Qubes npegHasHayeHa 415 YMEHbLUEHWS Yrpo3bl
BPEAOHOCHbIX MPOrPamMM M MPeKpPacHO MOAXOAUT ANs
6onee onbITHbIX NOb30BATENEN B OpraHU3aLIMm, 0CO6eHHO
eC/IM 3aTpaThl Ha IMLIEH3MPOBAHKE ABASIOTCS NPO6AEMOA.



https://tails.boum.org/
https://www.qubes-os.org/
https://www.cyberscoop.com/vietnamese-hackers-google-play-kaspersky-apt32/
https://www.cyberscoop.com/vietnamese-hackers-google-play-kaspersky-apt32/
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1 6esonacHoe

XpaHeHue NaHHbIX

3awmTa dpusmnyeckoin Yrto genatb, Korga

besonacHocTb B MHTEpHeTe
YTO-TO MAET He TaK

6e3onacHocTn

Yo genatb, €CcAM Mbl He MOXKeM NO3BONUTDb cebe neranbHoe NporpammMmHoe o6ecneuenuve?

lMprobpeTeHne NMLEH3NMOHHbBIX BEPCUI MONYASPHOTO MPOrPaMMHOIO
obecneyeHus, Hanpumep Microsoft Office (Word, Powerpoint, Excel),
AN9 BCEN OpraHn3aLmMm MOXKET 0Ka3aTbCs CIULLKOM AOPOrOCTOSLLUMM,
OJiHaKO OrpaHMUYeHHbIN BIOIXKET He ONpaBabIBAET 3arpy3Ky NUPATCKUX
BEpCUIA NPOrpaMMHOro obecrneyeHns Unn 0Tkas ot 0OGHOBNEHWIA.

70 Bonpoc 6e30MnacHOCTH, @ He Mopanu. [upatckoe NporpaMMHoe
obecneyeHve 4acTo HanoaHeHO BPEAOHOCHBIMM MPOrpaMMaMu

1 HE MOXET MCMONb30BaTbCa AN1S YCTpaHeHWs Bpelueit B cucteme
6e3onacHocTu. Ecnm Bbl He MOXXeTe N03BONUTL cebe NporpaMMHOe
obecneyeHne, He06X0aMMOE Ballel OpraH13aLmu, CyLLecTByeT
LIMPOKMIA BbIBOP KauecTBEHHbIX 6eCnNaTHbIX NPOrpamMM C OTKPbITbIM
MCXOAHBIM KoaoM, HanpuMep LibreOffice (BMecTo cTaHAapTHbIX
npunoxenuit Microsoft Office) unu GIMP (Bmecto Photoshop),
KOTOpble MOTYT YA0BNETBOPUTL Ballm NoTpebHOCTU. [laxe ecnu Bbl
MOXeTe N03BONWTL cebe neranbHoe NporpaMMHoe obecneyeHune u
NPUNOXEHUS, BaLLE YCTPOMCTBO BCE PAaBHO NMOABEPXKEHO PUCKY, eUIU
6a30Bas onepaumoHHas CUCTEMA He ABNSETCa neranbHoi. [lostomy
€C/I1 Ballia OPraHM13aLmMs He MOXET N03BOMUTb cebe NMLEeH3UK
Windows, paccMoTpuTe 6onee felueBble anbTepHaTUBbI, HaNpUMep
Chromebook, koTopble SBAAIOTCS OT/IMYHBIM BapUAHTOM C NMOAXOASLLEN

3aWMTOM AN9 OpraHM3aLmit, TPEUMYLLECTBEHHO paboTatowmx B 061aKe.

Ecnu Bbl ucnonb3yete Google Docs unu Microsoft 365, notpe6HocTb B

60/1bLLOM KOIMYECTBE HACTO/bHbIX NMPUIIOXKEHMIA BOOBLLE OTCYTCTBYET —
6ecnnaTHbIX peaakTopoB JOKYMEHTOB M 3NEKTPOHHBIX Tabnuu, B
6paysepe 6onee YeM AOCTAaTOMHO 4151 BbINOSHEHMS MPAKTUYECKM
no6oi 3anaum. Elle oavH BapuaHT, pu HAaIMUMK COTPYAHUKOB C
TEXHUYECKMMU HaBbIKaMU, — 3TO YCTAHOBMUTb Ha KaXAbli KOMMbLOTEp
6ecnnaTHytlo onepaumoHHyto cucteMy Ha 6ase Linux (anstepHaTiBa
onepaumoHHbIM cucteMam Windows 1 Mac ¢ OTKPbITbIM UCXOLHBIM
konom). OmHoOV M3 NOMyNApHbIX U AOBOABHO YAO0BHbIX ANs
nonb3oBatens Bepcuit Linux sensietcs Ubuntu. Hesasncumo ot
BbIOPAHHOM ONepaLMOHHONM CUCTEMbI, HA3HAYLTE B OPraHM3aLMm
JIML0, OTBETCTBEHHOE 3a PEryNspHYK NPOBEPKY HaNYMS NOCNEAHUX
06HOBNEHWMI Y COTPYLHUKOB.

BbiB1pas HOBbIV MHCTPYMEHT UK CUCTEMY, 06ayMaiiTe, Kak Balua
opraHu3aums bynet TexHU4eCkU M GUHAHCOBO NOAAEPKMBATb UX
(bYHKLMOHMPOBaHKWE B AONTOCPOUHON NepcnekTuBe. 3aaalite cebe

Takue BONpOChl: MoxeTe v Bbl N03BO/UTL CEOE HAaHSATb U yaepKaTb
COTPYAHMKOB, CNOCOBHbLIX 06ecneunTs becnepeboiHyto paboTy Takux
MHCTPYMEHTOB MAK c1cTeMbl? [0TOBBI M Bbl NNATUTb 33 BO306HOB/SIEMbIE
nognucku? OTBeTbI HA 3TM BOMPOCHI NOMOrYT BaM NOCTENEHHO CAenath
NpOrpaMMHble U TEXHUUYECKMUe CTpaTerum bonee ycnewwHbIMu,

obecneueHue GezonacHoCcTHN yCTPOﬁCTB

o PaccKkaxuTte coTpyaHuKkam 06 yrpo3sax, KOTopble HecyT BpeaoHOCHbIe NporpamMmmbl, U
nepeaoBbIX METOA4aX YMeHbLUeHUA TaKUX yrpos.
- CocTaBbTe NpaBuaa NOAKAKOHEHMA BHELHMX YCTPOMCTB, MepexoaoB Mo CCbiKaMm,
3arpy3ku ¢alinoB 1 NPUNOXKEHMI, @ TaK:Ke MPOoBEepPKY paspeLleHnin 418 Nporpamm m

NMPUAOXKEHUN.

o CaenaiiTe 06A3aTenbHbIM perynsapHoe 06HOBEHMe YCTPOUCTB, NPOrpaMmMHOro

obecneueHua un ﬂpVII'IO)KEHVIVI.

« [lo BO3MOXKHOCTU BK/HOUMTE aBTOMaTUUYEeCKoe 06HOBeHKe.
0 Y6eauTtechb, YTO HA BCEeX YCTPOMCTBAX YCTAHOB/EHO /IML,EH3MOHHOe NporpamMHoe obecneyeHue.
+  Ecau ero cToMmocTb CAULWLIKOM BbICOKA, NogbepuTe 6ecnnaTHyo anbTepHaTUBY.
o CagenaiiTe 06A3aTenbHOI 3aLUTY NAPOAAMU BCEX YCTPOMCTB B OpraHU3aLun, BKAOUAA
fINYHbIEe MOBUNbHbIE YCTPOICTBA, UCNOsb3yeMble A1 KOMMYHUKaLUIA, CBA3AHHbIX C paboToii.
0 Bknwuute nonHoe wnppoBaHne gUCKa Ha BCeX YCTPOUCTBAX.
o [MNouyawe HanoMuHaliTe COTPYAHUKaM 0 HeobxoamMmocTu obecneunTb GUINUECKYO
6e3onacHOCTb UX YCTPOMCTB U 0becneubTe 6esonacHocTb opurca opraHnsaumum c
MOMOLLbH COOTBETCTBYHOLMX 3AaMKOB U CNOCO60B 3aLiMTbl KOMMNbIOTEPOB.

0 He obmeHuBaiiTech ¢parnamm nocpeacrsom USB-HakonuTene n He NogKknyamnTe

USB-Hakonutenu K KomMmnbrOTEpam.

+  BmecTo 3TOro ncnosnb3yriTe anbTepHaTMBHbIE BApMaHTbl 6e3onacHoro obmeHa darnamm.
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31


https://www.libreoffice.org/
https://www.gimp.org/
https://ubuntu.com/

I'Ipotman OCHOBa:
3awumTa y4eTHbIX
3anucei U yCTpoicTs

KommyHmkaumm
1 6esonacHoe
XpaHeHMe AaHHbIX

Co3paHue KynbTypbl
6e3onacHocTn

3awwTa husnyeckomn
6e3onacHocTn

Yrto penartb, Koraa

BesonacHocTb B MHTepHeTe
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OuUIIMHI: pacnpocTpaHeHHas yrposa ansa

YCTPOMUCTB U YYETHbIX 3anuceu

®uwmHr aBnsetca Haubonee pacnpocTpaHEHHbIM
1 3¢ PeKTUBHBIM METOAOM aTaK1 HA OpraHu3auum
no BceMy MUpy. 3TUM METOA0M MONb3YHTCA KaK
cneuuanusnMpoBaHHble rocyaapCTBEHHbIE BOEHHbIE
OpraHu3auuu, Tak U MeJIKue MOLLIEHHUKMU.

Monpocty roBops, GULWKMHT — 3TO NOMbITKA NPOTUBHMKA 0OMaHHbIM
MyTeM 3aCTaBUTb BaC NOLENNUTLCS MHDOPMALIMEN, KOTOpasi MOXeET
6bITb MCNONb30BaHa MPOTUB BaC MM BaLleil opraHu3aumm. GuwmHr
MOXET OCYLLECTBASTLCS C MOMOLLbKO 3NEKTPOHHOM MOYTbI, TEKCTOBbIX
€006LLEHNIA/SMS (SMS-DULLKHT, UK KCMULLIMHIY), NPUNOXEHWI

Ins obMeHa coobuieHnamu, Hanpumep WhatsApp, coobLierni

KAK PACNMO3HATb ®ULWLIUHI?
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UK Ny6AMKALMIA B COLMANbHbIX CETSX MU TenedOHHbIX 3BOHKOB
(ronocoBoW GULLKHT, UK «BULIKMH). DULWIKMHIOBbIE COOBLLEHMS
MOryT 6bITb HaNpaBieHbl HA TO, YTOBbI BbIHYAMTL NOMb30BATENS
BBECTU KOHDMAEHLMAbHYIO MHbOPMaLMIO (HanpuMep, Naponu) Ha
(danblumBoM Beb-caiTe A1 NOAYYEHMS LOCTYNA K YYETHOM 3anumcu,
NONpPOCUTb €r0 03BYYUTb MM HAMWUCATb IMYHYIO UHOPMALMIO
(Hanpumep, HOMep KPeaUTHOM KapTbl) Un ybenuTb 3arpy3uTb
BPELOHOCHbIE MPOrpaMMbl (BpeAOHOCHOE NpOrpaMMHoe
obecneyeHwe), KOTOpble MOTYT 3apa3uTb YCTPOMCTBO. HeTeXHUYeCcKui
npuMep: Kaxapli AeHb MUANIMOHbI IIOAEN NONYYAKOT MOLIEHHUYECKUE
aBTOMaTHyeckue TenedoHHble 3BOHKM, COOBLLALLME, UTO UX
6aHKOBCKMI CYET B310MAH WM IMYHbIE AaHHble YKpaaeHbl. Lenb
BCEro 37010 — 06MaHOM BbIHYAWUTb HEOCMOTPUTENBHbIX JIOAEN
€o06WMTb KOHPUAEHLMANBHYIO MHPOPMALMIO.

DULLKMHT MOXET Ka3aTbCs YEM-TO 3/10BELLMM U HEYNIOBUMBIM, OAHAKO
CYLLEeCTBYET PsiA NPOCTbIX LIAT0B, KOTOPble MOXET NPELNPUHATL
KaXAbl¥ COTPYAHMK BalLei opraHu3aLmu, ytobbl obesonacutb cebs
oT 6onblumMHCTBa aTak. CnepyioLme CoBEThI MO 3aLUuTe OT QULLIKMHIA
NpeacTaBnstoT 060l U3MEHEHHbIE U LOMOMHEHHbIE PEKOMEHAALMM
n3 «lonHOro pyKoBOACTBO NO (MULIMHIOBbIM aTakam», CO3[aHHOIO
Freedom of the Press Foundation. Mbl pekoMeHayem BaM

MOAENUTLCS STUMK PEKOMEHIALIMSMM CO BCEMU COTPYAHUKAMK
Balllell OpraHu3aLyeii (@ Takxe APYrMMU KOHTAKTHbIMU JIMLAMM) U
BK/IOUMTb MX B Ball NiaH obecneyeHns 6e30nacHOCTu:


https://freedom.press/training/email-security-tips

KOMM\,/HMKSLIMM
1 6esonacHoe
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MHorpa none «oT» Bam MKer

MMeiiTe B BUZY, YTO MOSE OT» B 3NEKTPOHHBIX MUCbMaX MOXET
copepxatb GhanbluMByo MHDOPMALLMIO, 4TOObI 06MaHYTb Bac.

Kak npasuno, 4tobbl 06MaHyTb Bac, puLepbl CO3LAL0T aapec
3N1EeKTPOHHOM NOYTbI, KOTOPbIA 04EHb MOXOX Ha HACTOSILLMIA, XOPOLLO
BaM 3HaKOMbIi, HO COAEPXKUT HE3HAUUTENbHbIE OLIMBKKM. Hanpumep,
Bbl MOXXETE MOMTY4YUTb INEKTPOHHOE NMUCbMO, B KOTOPOM YKa3aH aapec
oTnpasuTens «john@gooogle.com» BMecTo «‘john@google.coms.
O6patuTe BHMMaHKe Ha NULLHIOK BYKBY «0» B C/10BE «google».

Mnu, Hanpumep, y BaC eCTb 3HAKOMbIM C aApeCcoM 3N1eKTPOHHOM
nouthl «“‘john@gmail.com», a GULWIMHIOBOE 3NEKTPOHHOE
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MUCbMO NMPUXOLAMT OT MOLLEHHMKA C afpeca « ‘johm@gmail.coms.
EAMHCTBEHHOE OTAMYME 3aKTHOYAETCS B HE3HAUNUTENIbHOM U3MEHEHUM
nocneaHux 6yks. [pexae 4eM NPOAOIKUTb, 06513aTENBHO
nepenpoBepbTe, 3HAKOM MM BaM afpec OTNPABUTENS 3NEKTPOHHOO
nMcbMa. NpUHLMMBI OCYLLECTBNEHNUS GULLIMHTA C MOMOLLbIO
TEKCTOBbIX COOBLLEHWIA, 3BOHKOB U MPUNIOXKEHUIA AN 06MeHa
CO0BLLEHMAMM SBNKKOTCS aHANOTMYHbIMU. [ToNyymB coobLieHne ¢
HE3HaKoMOro HoMepa, ABAaX /bl MOAYMATE, CTOUT I OTBEYATb UK
Kak-nnbo B3aMMOLEeICTBOBATH C COOBLLEHNEM.

OUWIMHr M NnoAuTUYECKNEe naprmm

B npenaBepun napnameHTckux Bolbopos B Kamboaxe

8 2018 ropy komnaHus no knbepbesonacHoctu FireEye
coobLwmna, 4To Xakepckas rpynna, puHaHcMpyeMas
KUTAUCKUMMU BNACTAMU, UCMONb30BaNa ULIMHIOBbIE
3N1EKTPOHHbIE NUCbMA A1 aTaKU HA YCTPOWCTBA U
y4eTHble 3anucu MapTum HaLMOoHaNbHOro cnaceHus
Kambomxu (CNRP) - rnaBHOM 0MNO3MLMOHHON NapTum B
CTpaHe. Xakepbl pa3ociany GULIMHIOBbIE 3N1EKTPOHHbIE
nucbMa yneHam naptun CNRP B napnameHTe u
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ee cnukepy. OgHO M3 QULLMHIOBBIX MMCEM ObINO
OTNpPaBNEHO KOObI OT UMEHU PeanbHOro COTPYAHMKA
MecCTHOWM npaso3awmTtHon HIMO 1 copepxano NoXHbIM
[LOKYMEHT C BONpocaMu nHTepBbio. [pu nepexoae no
CCbI/IKe 3arpy>ancs TEeKCTOBbIN AOKYMEHT, KOTOPbIV
BbIrnsaen abcontoTHO 6e306MAHbBIM, HO HAa CAMOM
fnene conepxan spefnoHocHoe [10, npegHasHavyeHHoe
LN B3/10Ma YCTPOWCTB YNEHOB NApPTUM, @ Yepe3 HUX —
COOTBETCTBYIOLLMX YYETHbIX 3anuceit B UHTepHeTe.
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https://time.com/5334262/chinese-hackers-cambodia-elections-report/
https://time.com/5334262/chinese-hackers-cambodia-elections-report/
https://time.com/5334262/chinese-hackers-cambodia-elections-report/
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OcTeperanTech BAOKEHUN

BnoxeHus MoryT coaepxaTb BpeAOHOCHbIE MPOrpamMMbl U BUPYChbl
1, KaK NPaBUIIO, NPUCYTCTBYHOT B OULIMHIOBbIX 3N1€KTPOHHbIX
nncbMax. Camblii 3ppeKTUBHBIN cnocob y6epeubcs ot
BPEAOHOCHbIX NPOrPaMM BO BJIOXKEHUAX — HUKOTAA He 3arpyaTtb
nx. BosbMmuTe cebe 3a NpaBuo He OTKPbIBATb CPa3y HUKAKMX
B/IOXEHUM, 0COBEHHO eC/IM OHM COLEepXKaTcs B MUCbMax OT
He3HaKoMbIX itofel. [10 BO3MOXHOCTM NONpOCUTe OTpaBuTens
[LOKYMEHTa CKOMMPOBaTb U BCTaBUTb TEKCT B CAMO 3/1EKTPOHHOE
NUCbMO MNIU NOAENUTLCS LOKYMEHTOM Yepes Takue cyKbbl, Kak
Google Drive unu Microsoft OneDrive, B KOTOpbIX NpeaycMoTpeHa
BCTPOEHHAst PYHKLMS NPOBEPKMU HA BUPYCbI BOMbLUMHCTBA
[LOKYMEHTOB, 3arpy>kaembix Ha ux nnatdopmsl. Co3paiite B
OpraHu13aLmm KynbTypy, He NOOLLPSIOLLYIO0 UCMONb30BaHUE
BAOXEHUN. Ecnu xxe Bam abContoTHO He0BX0AMMO OTKPbITb
BIOXeHUWe, ienaiTe 3T0 TONbKO B 6e30nacHom cpene (CM. pasaen
«JloNONHUTENBHOY HWXE), B KOTOPOW HEBO3MOXHO pa3BepTbiBaHUE
NnoTeHLMaNbHbIX BPELOHOCHbIX NPOrpamMm.

Ecnu Bbl ncnonb3yete Gmail u nonyunnu 3neKTpoHHOE NUCbMO
C BNOXEHWEM, TO BMECTO TOro YTO6bI 3arpyxaTb ero U OTKpbIBaThb
Ha CBOEM KOMMblOTEpPe, MPOCTO HAXXMUTE Ha NPUKPENIEHHbIN
$ann n 03HaKOMbTECb C HUM B OKHE «NpeaBapUTeNbHOro
npocMoTpa» B 6paysepe. 3Ta HYHKLMS NMO3BONUT BaM
NpoCMOTPeTb TEKCT U coaepxumoe daiina, He 3arpyxas ero u He
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6e3onacHoCTH

No3BONAS €My 3arpy3uTb Ha Ball KOMMbOTEP NOTEHLUMUANbHbIE
BpEAOHOCHbIE MPOrpaMMmbl. 3TO OTIMYHO paboTaeT C TEKCTOBbIMU
LokymeHTamu, PDF-dainamu u pjaxe npeseHTaunamu B Buae
cnana-woy. Ecnm pokyMeHT HeobxoaMMO OTpefaKkTMpoBaTh,
nonpobyiTe OTKpbITb Gain ¢ NOMoLLbI 061auHbIX CTyXO,
HanpuMmep Google Drive, u npeobpasosatb paiin B popmat
Google Doc unu Google Slides.

Ecnu Bbl ncnonbsyete Outlook, Bbl MOXeTe aHaNOrMYHbIM
06pa3oM NpocMaTpMBaTh BOXKEHUS, HE 3arpyxas ux

n3 Be6-knmeHTa Outlook. Ecnv BnoxkeHne Heob6xoanMmo
0TpefaKTUpoBaTb, Nonpobyiite oTKpbITh ero B OneDrive, ecnn
y Bac ecTb Takas BO3MOXHOCTb. [1n14 nonb3osatener Yahoo
Mail npuMeHUM TOT e NpuHLMM. He 3arpyxariTe BNOXeEHMS, a
npocMmaTpuBainTe ux B Beb-bpaysepe.

He3aBucuMMo OT UMeIOLLMXCA B PAcNOpsHKEHUN UHCTPYMEHTOB,
Jlyyuie BCEro NpoCcTo HUKOTAA He 3arpyXkaTb HE3HAKOMbIE NN He
Bbi3blBaloLMe AoBepUs BnoxeHus. M HeB3upas Ha To, HACKONbKO
Ba)XHbIM MOXET Ka3aTbCsl BNIO)XXEHUEe, HUKOTAA He OTKpbIBaTb
¢aiinbl HE3HAKOMOro BaM TUNA, KOTOPble Bbl HE MOXeTe
pacnosHaTb U He NNaHUpyeTe UCMONb30BaTh.

3awmTa oT GMLUMHra a8 Bawen opraHusauum

Ecnu B Bawwer opraHusaumu onis pabotbl C 31€KTPOHHOM
MOYTOW U APYTYMU MPUSIOXKEHUSAMU UCTIONb3YETCS
Microsoft 365, aAMMHMUCTPATOp LOMEHA AOMKEH HACTPOUTD
Monutnky 6esonacHbIx BAOXKEHUH, YTOObI 06e30nacuTb
COTPYAHMKOB OT BPELOHOCHbIX BNOXeHWI. [1ns
KopropaTuBHbIX nonb3osatener Google Workspace (paHee
M3BECTHOrO KakK Gsuite) NpeaycMOTpeHa aHanorMyHas
3ddexTMBHan PyHKLMA Noa Ha3BaHMeM Google Security
Sandbox, napameTpbl KOTOPOW TaKXe AOMKEH HACTPOUTb
aaMuHuctpatop. OTaenbHble, 6onee NpoaBUHYTbIE,
nonb30BaTeny MOryT nonpoboBaTb UCMOb30BaTh

60/1ee UI0XKHbIe MPOrPaMMbI-NECOYHULLbI, HANpUMep
Dangerzone nnn Windows Sandbox ans nonb3osatenen
Bepcum Pro nnbo Enterprise OC Windows 10. Ewe oguH
BapWaHT, BHeAPEHME KOTOPOr0 MOXXHO PacCMOTPETb
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opraHusaumu, — 31o a1yba GunsTpaLmm 4N CUcTeMbl
AoMeHHbIX MMeH (DNS). OpraHu3aummn MoryT MCnonb30BaTh
3Ty TEXHONOIUIO, YTOObI 33610KMPOBATL COTPYAHMKAM
BO3MOXXHOCTb CJly4alHOro JOCTYNa MAKU B3aUMOAENCTBUS

C BpeOHOCHbIM KOHTEHTOM, 06ecneynB TakuM 06pasom
DONONHUTENbHBIN YPOBEHD 3aLWMThI OT GULwKMHIa. HoBble
cnyx6bl, Hanpumep Gateway ot Cloudflare, npegocraBnstor
TaKue BO3MOXHOCTM OpraHu3aumam, He Tpebys

60nbLWNX AeHEXHbIX BNOXeHWI (Gateway, k mpumepy,
npenocraensetcs 6ecnnatHo ans 50 nonb3oBaTenei).
NlononHutenbHble 6ecnnaTHble MHCTPYMEHTDI, B TOM

yncne Quad9 ot Global Cyber Alliance Toolkit, nomoryTt
3a610KMPOBATb AOCTYM K M3BECTHBIM CalTaM, COAEPXKaLLUMM
BUPYCbI MW ApYrve BPEAOHOCHbIE NPOrpaMMbl, U
BHEAPSETCS MEHbLUE YeM 33 NSATb MUHYT.



https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-safe-attachments?view=o365-worldwide
https://support.google.com/a/answer/7676854?hl=en
https://support.google.com/a/answer/7676854?hl=en
https://dangerzone.rocks/
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-sandbox/windows-sandbox-overview
https://www.cloudflare.com/teams/gateway/
https://gcatoolkit.org/tool/quad9/
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MepexoauTe No CCbINKAM C OCTOPO}KHOCTbIO

CkenTUyecKn OTHOCUTECH K CCbIKaM B 3NEKTPOHHbIX MUCbMax
WK LpYrUX TEKCTOBbIX co0bLieHusx. CCblnku MoryT 6biTb
3aMackMpoBaHbl 419 3arpy3ku BpeLoOHOCHbIX Galinos unu
nepexoaa Ha GanbluMBbie CaThl, FaAe MOXeT noTpeboBaTbes
npeAoCTaBUTb NAPONN UK APYTY0 KOHOUAEHLMANbHYIO
nudopmaumio. Mpu paboTe 3a KOMNbIOTEPOM CyLLECTBYET
NpoCToi cnocob y6eauTbcs, YTo CCbIKa B 3NEKTPOHHOM NUCbME
WK COOBLLEHUM HaMpaBUT BAC MMEHHO TyAa, KyAa LO/MKHa:
npex/ae YeM HaxaTb Ha CCbI/IKY, HABEAWUTE Ha Hee KypCop MbILK
M NOCMOTPUTE B HUXKHIOK YaCTb OKHA Bpay3epa, rae otobpasuTcs
dakTuyecknit URL-agpec (cM. u3o6paxkeHne HUxXe).

MpoBepUTL CCbINIKM B 3NEKTPOHHOM NUCbME Ha MOBUIBHOM
YCTPOWCTBE, HE HAXaB Ha HUX CIyYalHO, CIOKHEe, TaK 4To
6yabTe ocMOTpUTENbHbI. Ha 60nbWwMHCTBE CMAapTHOHOB MOXHO
NpOBEPUTb HAa3HAYEHUE CCbINKU, HAXAB U YAEPXMBAS CCbINKY,
noka He nossutca nonHbii URL-agpec.

Mpu ocywecTBneHnn duwmHra c nomoubio SMS nnm
npunoxeHui ans obMeHa coobLeHMsIMU Hepeako
MCMOJb3YHOTCS COKPALLEHHbIE CCbIKM, YTOObI CKPbITh
Ha3HaveHne URL-appeca. Hukoraa He HaxkuMMaliTe Ha
COKPALLEHHYH CCbINKY (HanpuMmep, bit.ly unu tinyurl.com),
nonyyms ee BMecto nonHoro URL-agpeca. Ecaun ccobinka
NpeLCcTaBNseT BaXHOCTb, CKONUPYIHTE ee B pacluMpuTenb
URL-appecos, Hanpumep https://www.expandurl.net/,

4yT06bI NPOBEPUTL HaKTUUECKOE HAa3HAYeHWe COKPALLEHHOMO
URL-appeca. Kpome Toro, pekoMeHAyeTCs He nepexoauTb

Mo CCbIKAM Ha He3HaKoMble Beb-caiTbl. ECiv Bbl B 4EM-TO
COMHEBAaeTeCh, BbINOIHUTE NMOUCK CaliTa, yKa3aB ero B KaBbl4YKax
(HanpuMmep: «www.badwebsite.com»), u Bbl yBUanTe, sBNSETCS
nu 3TOT BeB-CaiT neranbHbiM. Bbl Takke MoxeTe nponyckaTb
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MOTEHLMANBbHO MOLO3PUTENbHbIE CCbIKM Yepe3 ckaHep URL-
appecos VirusTotal. 1o He rapaHTupyeT 100-NpoLEeHTHYHO
TOYHOCTb, HO SIBNISIETCS XOpOLel Mepoit NpeaoCTOPOXKHOCTH.

HakoHeL, ecnin Bbl BCe-Taku HaXKMeTe Ha CCbIIKY U3 COOBLLEHUS U
BaC MOMNPOCST BOWTU B CUCTEMY, HE AenaiTe 3TOro, eC/IN He YBEPEHbI
Ha 100 npouEeHTOB, YTO 3/1EKTPOHHOE MUCbMO ABNSIETCS NerabHbIM
M [ENCTBUTENBbHO NepeHanpaBMT BaC Ha COOTBETCTBYHOLIMIA CaT.

B xope GUWMHroBbIX aTak HepeaKO UCMONb3YHTCSA CCbITKM HA
danblumBble cTpaHuLbl BXoaa B Gmail, Facebook nnu apyrue
nonynspHele canTbl. He nepexoaute no HUM. Bbl Bceraa Moxete
OTKpbITb HOBYH CTpaHULYy B Bpay3epe 1 nepeiT HeENOCPeACTBEHHO
Ha M3BEeCTHbI calT TMna Gmail.com, Facebook.com u T. o., ecin
BO3HMKJIO XeNaHWe Uan HeobXoaMMOCTb BOWTM B CUCTEMY. DTO
TaKXXe NOMOXeT BaM 6e30MacHO 03HAKOMUTLCS C KOHTEHTOM, ECJTU
OH BNSIETCS, B NEPBYIO 0Yepesb, NeranbHbIM.

YTo genaTb Npu NoAyHEeHUN GULLMHIOBOro
cooGuweHnun?

Ecnu B Balwel opraHun3aumm KTo-nMbo Nonyumn HexenaTenbHoe
B/IOXKEHMeE, CCbINKY, U30D6paxeHWe UM MHOE NoJ03pUTENbHOE
coobLueHMe Unu 3BOHOK, ClefyeT He3amMeauTeNnbHO coobLWwuTb 06
3TOM OTBETCTBEHHOMY 3a UT-6e3onacHocTb B opraHusauuu. Ecnu
B Ballel OpraHn3aLmmn Takoi cneuuanucT He nNpeayCcMOTpEH,
cnepyeT BKIHOUYUTb COOTBETCTBYIOLLYH AOMKHOCTb MpU
pa3paboTke nnaHa obecneyeHuns 6e3onacHoOCTH. Monyyumns Takoe
3NEeKTPOHHOE MUCbMO, COTPYAHUKM TaKxKe MOryT Coo6LWHTb O
cname unu duwKnHre HenocpeacTeeHHo B Gmail unm Outlook.
KpaiHe BaxHO npenycMoTpeTb NnaH AeNCTBUM COTPYAHUKOB UK
BOJIOHTEPOB Ha CJ1yyaii MOMyYeHUs: NOTEHLMANbHO QULIMHIOBOIO
coobuieHus. KpoMe Toro, Mbl peKOMeHAYEM UCMOMb30BaTh
Cnepyolye nepefoBblie METOAb! 3aLLMTbl OT ULLIMHIA: HE HAXKMUMATb
Ha NOJ03pUTENbHbIE CCbINKM, M3DEeraTh BNOXEHUHI, TPOBEPATH

aApec B CTPOKE «OT» U AeNUTbC MHDOPMaLIMEN C Konneramu,
NpeanoyTUTENbHO Yepe3 0BLMin KOMMYHUKALMOHHDIW KaHan. Takoe
noBefeHne LEMOHCTPUPYET BaLlly 3ab0Ty 0 NAAX, C KOTOPbIMU Bbl
obLaeTeck, 1 CNOCOBCTBYET Pa3BUTUIO KOPMOPATUBHOM KYbTypbl,
noowpswoLLen 64MTeNbHOCTb M 0CBEAOMNEHHOCTb 06 ONacHOCTAX
¢duwmHra. Bawa 6e30nacHOCTb 3aBUCHT OT TeX OpraHM3aLymii, KOTopbiM
Bbl JOBepsieTe, M Hao6opoT. [lepesoBo OMbIT 3aLLMLLIAET BCEX.
MoMumo Toro, YTo6bl NOAEUTLCS NPUBEAEHHBIMM Bbille COBETAMU

CO BCEMM COTPYAHUKAMM U BONIOHTEPAMMU, Bbl TAKXKE MOXKETE
MONpaKTUKOBATbLCS B BbISBNEHUU QULIMHIA C MOMOLLbIO (DULLMHIOBbIN
Tect Google. Mbl TakxKe HaCTOSTENBHO peKOMEHAYeM NPOBOAUTbL
perynsipHble TPEHUHIM N0 GULLKHIY C COTPYAHUKAMM, 4TOBbI NPOBEPATL
UX OCBEL,OMNEHHOCTb M NOALEPXKMUBATL 6AUTENBHOCTb. TaKMe TPEHUHM
MOXHO 0POPMUTb KaK 4acTb perynsipHbiX OpraH13aLMUOHHbIX
COBELLAHWIt MK NPOBOAMUTL UX B Bonee HedopManbHOM 0BCTaHOBKe.
BaxkHo, 4TO6bI BCE B OpraHM3aLmu 4yBCTBOBaNM cebs KOMGOPTHO,
33/4aBas BOMPOChl 0 GULLMHIE, coobluas o duLMHIe (aaxe ecnu
CYMTAIOT, YTO MOTNIM COBEPLUNTD OLUMOKY, HanpuMep, neperas no
CCbINKE), ¥ YTOBbI Kbl MOT MOMOYb 3aLMTUTL OPraHMU3aLMI0 OT
BO3MOXHbIX MOCIEACTBUM 1 BEPOSITHBIX Yrpo3.
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MpouHas ocHoBa:
3alUMTa YYETHBIX
3anuceit U yCTponCTB

Ouwumnr

o PerynapHo pacckasbiBanTe cOTpyaHMKam o0 GULLMHre, MeTogax ero o6Hapy»KeHus
M 3aLLMUTbI OT Hero, BKAUYasA GULLMHI C NOMOLLbIO TEKCTOBbIX CO06L.EeHnH,
npunoxKeHumn anga obmMmeHa coobLeHNAMU U TesiepOHHbIX 3BOHKOB, a He TOSIbKO
3M1EeKTPOHHOM! NOYUTbI.

o [Moyawe HanomuHanTe COTPYAHUKaM 0 nepegoBbiX MmeToaax, Hanpunmep:
. He 3arpy>xatb Henm3dBeCTHble N NoTeHUuMasibHO NoA03puUTesibHble BAOXKEeHUA.

« [lpoBepaTtb URL-agpec ccbinKku, npexkge Hem HaxknmaTtb Ha Hee. He nepexoanTb no
Hen3BeCTHbIM WA NOTeHLMaNbHO N0A403PUTeNbHbIM CChIAIKAM.

+ HenpegoctaBnaTb KOHPMACHLNANBHYIO UAN NNYHYO MHPOPMALMIO MO
3/1eKTPOHHOM NOYTe, B TEKCTOBLIX CO0BLLEHMAX UK No TenedoHy Henm3BecTHbIM
nnbo HenoaTBep KAeHHbIM agpecam Uam N aam.

o [MpusbiBaTb COTPYAHMKOB CO06WATbL O pULLMHre.

. Co3aaTb B cBOEM opraHmnsaudnm mexaHmsm (bVILLIVIHI'OBOl‘/’I OTY4EeTHOCTU N HAa3HAa4YNTb
oTBeTCcTBeHHOoe aIML0 B OpraHnsayunn.

« [loowpAaTtb coobLieHna, a He HaKasbiBaTb 3@ OLUNOKMN.
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KoMmmyHukauunm
u oezonacHoe
XpaHeHVe AaHHbIX

MpouHas ocHoBa: KoMMyHMKaumum .
Co3paHue KynbTypbl 3awmTa husnyeckom Yro penatb, koraa
3alMTa YHETHbIX u 6e3onacHoe BesonacHocTb B MHTepHeTe
6e30nacHoCTH > > 6€e30MacHOCTU YTO-TO MAET HE Tak
3anucen 1 yCTpoMCTB XpaHeHUe AaHHbIX
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MpoyHas ocHoBa:
3alMTa YUETHbIX
3anucei 1 ycTponcTs

KommyHukauum
1 GesonacHoe
XpaHeHue AaHHbIX

Co3paHue KynbTypbl
6e3onacHocTn

3awwTa husnyeckomn
6e3onacHocTn

Yrto penartb, Koraa

BesonacHocTb B MHTepHeTe
YTO-TO UAOET He TakK

KOMMVHMHaH‘MM u obmeH AaHHbIMM

UYt06b1 BbIGpATL HAMAYYLLKIA CNOCO6
KOMMYHUKaLMK ANa CBOEM OpraHM3aumu,
Heo6xo0AMMO UMETb NpeaCcTaBleHUe o
PasMYHbIX TUNAX 3aLMUTbl KOMMYHUKALMOHHbIX
KaHaNoB M BaYKHOCTU 3TOM 3aLMUTbI.

YTo6bl 06€CneUnTb KOHPUAEHLMANBHOCTD CTPATErMYECKM
BaXHbIX Pa3roBOPOB, NOAUTUYECKUE NAPTUN EXXEAHEBHO
MCMONb3YIOT 3aLUMLLEHHbIE KaHaMlbl KOMMYHUMKaLMK. Ecnn
He NPUHUMATL TaKMX Mep 6e30MacHOCTU, TO BHELIHKE

WK BHYTPEHHME OMMOHEHTLI CMOTYT NEePEXBATbIBATb
KOHdUMAEHUMAbHbIE COOBLLEHMUS C LENbio MOBAMUSTL Ha BaLll
3N1EKTOPaNbHbIN YCNEX MW Ha AeATENbHOCTb NAPTUK. pkue
W LOKYMEHTaNbHO NOATBEPXK/AEHHbIE NPUMEpPbI NOA0OHOM
[lesaTenbHOCTM uMenu mMecto B benapycv B npenasepun

M No okoH4YaHum Bbibopos 2010 roga. B cootBeTcTBUM
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OLHMM 13 BaXKHEWLUMX 3NEMEHTOB KOMMYHMKALMOHHOM 6e30nacHOCTH
ABNSETCSH COXpaHEHME KOHDUAEHLUMANBHOCTU IMYHOM Nepenucku. B
Halle BpeMs ANs 3TOro UCnonb3yetcs WwudposaHue. bes Hapnexalero
WMGPOBAHMA LOCTYN K BHYTPEHHUM KOMMYHUKALMAM MOXET NONYYUTb
MHOXECTBO NPOTUBHMKOB. He3almLLeHHbIe KOMMYHUKaLMK MOTyT
NPUBECTYU K yTeUke KOHPUAEHLMANBHOW UM AUCKPEOUTUPYIOLLE
MHGOPMaLMM U COOBLLEHNI, PACKPLITUIO MAPOAEN UK APYTUX IMYHBIX
[LaHHbIX 1, BO3MOXHO, MOABEPTHYTb PUCKY BALUMX COTPYAHUKOB U
OpraH13aLmio B 3aBUCMMOCTM OT XapaKTepa BaluMX KOMMYHUKaLIMIA U
KOHTEHTa, KOTOPbIM Bbl 06MEHUBAETECD.

3awmuieHHblIe KaHanbl KOMMYHMKaLLUM U NONNTUHECKME NnapTum

C AaHHbIM oTyeToM Amnesty International, 3anucu
TenedOHHbIX pa3roBOPOB U Apyrne He3alndpoBaHHbIE
KOMMYHMKaLMK Bblnn nepexeBayeHbl NPaBUTENLCTBOM U
MCMOMb30BaHbl B CyZle MPOTUB BUIAHbIX OMMO3ULMOHHBIX
NMOIUTUKOB U aKTUBUCTOB, MHOTUE M3 KOTOPbIX B pe3y/braTe
nposenu rogbl B THopbMe. B 2010 roay B LUMPOKOM

foctyne ele He 66110 YA0OHbIX U HAAEXHbIX NPUNOXEHUI
s 0bMeHa COOBLLEHNAMM, @ CErOAHS OHU SBNSKOTCS
BaXHbIM MHCTPYMEHTOM 3aLLUTbl KOHDUAEHLMANBHOCTH
MHdOpMaummn B nonntuieckom chepe. OHM MCNONb30BANUCH
B 4aCTHOCTM M BO BpeMs BbibopoB B benapycu B 2020 roay.


https://www.amnesty.org/download/Documents/EUR4943062016ENGLISH.PDF

KoMMyHMKauumn
1 GesonacHoe
XpaHEeHHe aHHbIX

UTO TAKOE LULWDPOBAHUE U
3A4YEM OHO HYKHO?

O6meH HezawmPppoBaHHBIMU
cooOweHnaAMM

Mpu OTCYTCTBUM LWMDPOBAHUS BCE YYACTHUKU PETPAHCIALMUM

coobLLeHna 1 Nto6OM, y KOFr0 eCTb BO3MOXHOCTb B3MSIHYTb
Ha coobLieHune B npoLecce nepenayu, MoryT ero
NpoYUTaTh. ITO HE UMEET 0COBOro 3HAUEHUS, EC/IU BbI
NpOCTO NULLETE KMPUBET», HO MOXKET OKA3aTbCs CEPbE3HOM
npobsemMoi, eciim Bbl CO0bLLaeTe YTO-TO Boee NMYHoe
UM KOH@UAOEHUMANbHOE U He XOTWTe, 4Tobbl 3TO BUAEN
onepaTop MoBUbHOM CBSA3M, NPOBaMaep AOCTyNa K
UHTepHeTy (ISP), HeapyxecTBeHHOE NPaBUTENBCTBO MU
noboi apyrovt NpoTUBHKK. Mo 3TOM NpUYKMHE KpaiHe
BaXKHO M36eraTtb MCMONb30BaHUS He3aWMMPOBAHHbBIX
MHCTPYMEHTOB A1 OTNPaBKM KOH(UAEHLMANbHbIX
coobuieHnii (a B aeane Boobuue kakux 6bl T HU HbI10
coobLeHuii). Mmeiite B BUAY, 4TO HEKOTOpbIE U3 Hanbonee
NOMyNAPHbIX CNOCO60B KOMMYHMKALMK, Hanpumep SMS

U TeneoHHble 3BOHKU, paboTatoT NpakTuyecku H6e3
W1dpPOoBaHMS (Kak Ha 3TOM M306paKeHUN).

Kak nokasaHo Ha M306pakeHun Bbilwe, CMApTHOH OTrpaBseT
3eneHoe HesawmndpoBaHHOE TEKCTOBOE COOBLLEHNE (KMPUBETY)
Apyromy cMapTdoHy (cnpaga). Janee cooblieHne nepenaercs
Ha cepBepbl KOMMAaHWM Yepes BbILLKY COTOBOW CBA3M (MNK,

npu oTnpaeke Yepe3 MHTepHeT, yepe3 nNpoBaiaepa AocTyna

K MuTepHety (ISP)). OTTyZa oHO No ceTu nepepaeTcsa Ha
LpYTYIO BbILLIKY COTOBOW CBAA3M, FAE BUAAT HE3aWwMdpoBaHHoe
coobuieHne «NpUBET», U, HAKOHELL, OTNPABNSETCSA K MecTy
Ha3HayeHus. BaKHO OTMeTWTb, YTO NPU OTCYTCTBUM LINEGPOBAHUS
BCe Y4aCTHUKM peTpaHciaumm coobuieHuns u Boobue noboi, y
KOro ecTb BO3MOXHOCTb B3rMSIHYTb Ha CO0bLLeHMe B npouecce
nepefayu, MOryT ero NpoynTaTh. ITO HEe UMeeT ocoboro

KoMMyHuKaummn n 6e3onacHoe xpaHeHne AaHHbIX

LWndpoBaHue - 3T0 MaTeMaTUUECKMiA NPOLLECC CKpeMBIMpoBaHHS
€006LeHMs UK aiina TakuM 06pa3oM, YToBbl TONBKO L0 UK
OpraH13aLLm1s, pacrnonaratLLme KiIK4oM, MO ero «paclumdposaTby
1 npounTaTh. B Mocobum «Camosawmra ot cnexxkus» ot Electronic

Frontier Foundation npuBoauTcs npaktuyeckoe obbsicHeHHe (C
rpaduyYecKMMm UANOCTPALLMSIMM) TOFO, YTO O3HAYAET LWMdpPOBaHHUE:

3Ha4YeHu4, eciv Bbl NPOCTO NULLETE KNMPUBET», HO MOXET
0Ka3aTbCs cepbe3HoMn npobneMoin, ecnin Bbl coobLaeTe YTO-TO
bonee nNMYHOE MK KOHd)VI,D,eHLI,VIaﬂbHOE n He XOTVITe,LIT06bI
370 BMAEN onepatop MoBUNbHOM CBA3W, NpoBaiaep [OCTYNa K
NuTepHeTy (ISP), HeapyxecTBEHHOE NPaBUTENLCTBO MM 1t0H0M
L,pyroi NpoTuBHUK. o 3To NpuumnHe KpaiiHe BakHO u3beratb
MCNoNb30BaHNS He3awndPOBaAHHbBIX MHCTPYMEHTOB ANS OTNPaBKU
KOHPMAEeHUMaNbHbIX co0bLLeHNI (a B naeane BoobLue Kakux
6bl TO HY BbINO CO0bLWEHMI). UMeliTe B BUAY, YTO HEKOTOPbIE U3
Hanbonee nonynspHbiX CNOCO60B KOMMYHUKALMK, HAaNpUMep
SMS 1 TenedoHHbIe 3BOHKM, paboTatoT npakTuyeckn 6es
WndpoBaHMS (KaK NOKa3aHO Ha M306paXKeHUH BbiLLE).
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KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

ﬂpOHHaﬂ OCHOBa:

Co3aaHue KynbTypbl
3almnTa YYETHbIX

6e3onacHocTn -
3anuceit U ycTpoincTs

Yro penatb, Koraa
4TO-TO MAET He TaK

3awuta pusnyeckon

BesonacHocTb B UHTepHeTe ,
6e3onacHocTn

CywiectByeT fiBa cnocoba WidbpoBaHMA LaHHbIX NPU NEPEAAYE: WHPPOBAHHUE TPAHCIIOPTHOIO YPOBHA Vi CKBO3HOE LngpoBaHme. Boibupas
60nee 6e30MacHble METOAbI U CUCTEMbI KOMMYHUKALLMMK AN OpraH13aLmm, BaXKHO 3HaTb, KaKOM TMN LUMGPOBaHUS NOALEPXKMBAET Ball
nocTaBLumK ycnyr. OTamMums xopoLwo onucaHbl B Moco6um «CaMosalymuTa ot CNeXK1», BbIAEPXKKM M3 KOTOPOrO MPUBOAATCA HUXKE:

IlindppoBaHMe TPAHCNIOPTHOrO YPOBHA

LncpoBaHMe TPAHCMOPTHOTO YPOBHS, TAKXKe U3BECTHOE KakK
6e3onacHocTb TpaHcnopTHoro ypoBHs (TLS), ocywecTenser
3aLUMTY COOBLUEHMI NPU UX NEPEMELLEHUM C BaLLETO
YCTPOMCTBA Ha CepBePbl NPUNOKEHUI Ans obMeHa
Co00BLLEeHMAMM UK CTYyXOB, a OTTYAa — HA YCTPOMCTBO
Balero cobeceaHmKa. ITO NO3BOASET 3aLWUMTUTL COODLLEHNS
OT MOCTOPOHHMX [Na3 XaKepoB, CUAALMX B BaLLeK ceTH,a
TakXke OT onepaTopa MOHBWUAbHOM CBA3M MM NpoBaiaepa
pocryna K MHtepHeTy. TeM He MeHee, nocepeauHe (Mexay
BaLLMM YCTPOMCTBOM M YCTPOMCTBOM Ballero cobecefHmKa)
HaXOAMTCA NOCTaBLUMK ycnyr obMeHa coobLueHusmu/

3NEKTPOHHOM NOYTbI, BEO-CAWAT, KOTOPbIN Bbl MPOCMAaTPUBaETe,

WM NPUNOXKEHWUE, KOTOPbIM Nob3yeTech. M Kaxabli u3

HMX MOXET NMPOCMaTPUBaATL HE3aWMPPOBAHHbIE KOMUK
BalUMx coobLLeHNiA. B cBS3M ¢ TeM, yTo BallM COOOLLEHMS
MOFyT MPOCMAaTPUBATLCS CEPBEPAMM KOMMAHWM (3 3a4acTyo
M XPAHATCS Ha HMX), KOHDOUAEHLMANBHOCTb COOBLLEHNI
MOXET 0Ka3aTbCs MO/ Yrpo30i M3-33 BO3MOXHbIX 3aMNpOCOB
NPaBOOXPaAHUTENIbHBIX OPraHOB WUAM YTEYKM JAHHbIX NPy
B3/10M€ 3TUX CEpPBEPOB.

Ha n3o6paxeHuu Bblilwe NokasaH npumep WndpoBaHMS
TPaHCMOPTHOrO YPOBHS. B neBoit yactu cMapTdhoH oTnpasnser
3eneHoe He3sawwndpoBaHHoe cooblueHue: «[puBeT». 310
coobuieHne WndpyeTcs M NepeaaeTcs Ha BbILLKY COTOBOM CBA3M.
Mo nyTv cnenoBaHus cepeepbl KOMMAHWM MOTYT pacwndpoBaTb

CkBo3HOoe wudppoBanme

CkBo3HOe WwudpoBaHne obecneunBaet 6€30MacHOCTb Ha
BCEM MYTK COOOLLEHNS OT OTNPABMTENS K MONyYaTenio.
OHo rapaHTupyeT npeBpalieHve MHdopMaLmio B TaiHoe
nocnaHne nepeBoHavanbHbIM OTMpaBUTENeM (NepBbii
KOHeL»), a BO3MOXHOCTb ee pacluMdpOBKM TObKO
KOHEeYHbIM nonyyatenem (BTOpPoK «KoHewy). HukTo,
BK/1I04As UCMOJSIb3yEMOE NPUNTOXKEHWNE UIIN CITYXKOY, He
CMOXET «MOACMOTPETb» COLEPXXMMOE CO0BLLEeHMS.

Ha n3obpaxeHuu BbiLe NOKasaH NpuMep CKBO3HOIO LWMPPOBAHHSL.

B neso# yactn cMapTdoH oTnpaBnseT 3eneHoe HesawudposaHHoe
coobuieHue: «[puBeT». IT0 coobLueHMe WndpyeTcs U nepeaaeTcs Ha
BbILLKY COTOBOW CBSI3M, a 3aTeM Ha CepBepbl NPUNOXKEHWIA ans 0bMeHa
COOBLLEHMAMU MU CTYXKO, KOTOPbIE HE MOTYT NPOYUTATb COLEPXKUMOE
W NepepatoT TalHoe Noc1aHne K MecTy HazHaveHus. B KoHLue

Apyrov cMapThOH noayyaeT U pacwndpoBbIBaeT 3awndpoBaHHOe

40 Mocobue no kubepbesonacHocTH

M NpoYmnTaTh CoobLLEHNE, NPUHATL peLLEeHME O ero JasbHeNLeN
nepenave, CHOBa ero 3almndpoBaTh K NepeaaTb Ha C1eayoLLyo
BbILLIKY COTOBOW CBSI3M Ha MyTW K MeCTy Ha3HaueHus. B koHue
Apyror cMapTdOH Nony4aeT u paclundpoBbIBaeT 3alndpoBaHHoe
coobuieHne, 4Tobbl NONb30BaTENb MOT NPOYNTaTh «[1pUBET.

coobuieHune, 4Tobbl NONb30BaTENL MOT NpoUnTaTh «IpHBET». B 0TInuMe
OT LWM(POBAHUS TPAHCMIOPTHOO YPOBHS, B LlAHHOM CJTy4ae cepeepbl
npoBaiaepa JocTyna K MHTEpHETY Miu NpUNoXeHuit ans obMeHa
CO0BLLEHMSMM HE CMOTYT pacmndpoBaTh 370 coobLieHue. Kntoum ans
pacwundpOoBKM COOBLLEHMS UMEKOTCS TONIbKO HA KOHEYHbIX YCTPOMCTBAX
(oTnpaBuTens 1 nony4atens 3aWMPPOBAHHbIX COOBLLEHN).
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KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

KAKOM TUN LULMDPOBAHUA
BbIBPATbL?

[lns TOro 4To6bl PELNTb, KAKOM TN WKdPOBaHMS NOAOMAET
Baluei opraHM3auuun, HeobxoanMo 3aaaTh cebe BaKHble
BOMNPOCHI, Kacarowuecs nosepus. Hanpumep, nosepsete nu

Bbl MICMONb3YEMOMY NPUNOXKEHUIO Unu cnyxbe? [losepseTe nu
Bbl €ro TEXHUYECKoW MHPpacTpykType? O6ecnoKkoeHbl U Bbl
BO3MOXHOCTbH TOT0, YTO HELLpY>KeCTBEHHOE NPaBUTENbCTBO
MOXET 3aCTaBWUTb KOMMAHMIO NepeaaTb Bawm coobuieHns? U eciu
[a, loBepseTe N Bbl NPaBuly KOMMNAHMU B OTHOLLUEHMM 3aLLMThbI
OT 3aNpOCOB NMPAaBOOXPAHUTENbHbBIX OPraHoB?

Ecnu Bbl OTBETUAM KHET» Ha NOGOWM M3 3TUX BOMPOCOB,

TO BaM Heob6xoaMMo CkBO3HOe WwudpoBaHue. Ecau Bbl
OTBETW/M «Aa» Ha BCe BOMPOCHI, TO BaM NoA0KAET U cnyx6a,
NoAAEPKMBAKOLLAN WNMPPOBaHUE TPAHCMOPTHOMO YPOBHS. Ho

B LL€/I0M, MO BO3MOXHOCTM lyyLUe NONb30BaTbCs Cyxbamu,
NOAAEPXKMBAIOLLMMM CKBO3HOE WKdPOBaHHMe.

Mpn o6MeHe cOO6LLEHMAMM B TPYNNOBbIX YaTax MOMHUTE, YTO
6e30nacHOCTb BalLMX COOBLLEHMIA 3aBUCUT OT BE30NACHOCTH BCEX
nonyyatenei coobLieHuii. MomMuMo TiwatenbHoro Bbibopa Haubonee
6e30MacHbIX MPUNOXKEHNIA U CUCTEM, BaXKHO, YTOBbI BCE YHACTHUKM
rpynnbl CNefoBanu v ApYrM nepefoBbiM METOAAM B OTHOLLEHWH
obecneyeHns 6e30MaCHOCTM YUETHBIX 3anncen 1 yCTporcTs. 1ns
YTEYKM COLEPKUMOTO BCETO rPYNMOBOro YaTa MM 3BOHKA AOCTAaTOUHO
OAHOrO 3/10YMbILLIEHHUKA MW OOHOTO 3aPaXKEHHOrO YCTPOMCTBA.

KARKUE NMPUNOKEHUA ANA
OBMEHA COOBLUEHNAMM,
noagdePXUBAHOLLUNE
CKBO3HOE LULMDPOBAHMUE,
PEKOMEHAVETCA
MCNO0/Mb30BATb (B 2022 roay)?

Ecim BaM HeobxoaMMO MCNonb30BaTh CKBO3HOE WK(POBAHME UK
Bbl MPOCTO XOTUTE BHEAPUTb NepesoBble METOAbI HE3aBUCMMO OT
KOHTEKCTa yrpo3 Ballei OpraHu3aLmm, HUxe B Ka4ecTBe npumepa
NPUBOAMTCS HECKONBKO HALEXHBIX Y6, KOTOPbIE MO COCTOAHMIO
Ha 2022 rop, npeanaratoT CKBO3HOe WKGPOBaHME COODLLEHN U
3BOHKOB. [laHHbIM pazaen Mocobus byaeT perynspHo 06HOBASATLCS

B MIHTEpHeTe, 0fHaKO UMeliTe B BUAY, YTO B MMUpe Be3onacHoro
06MeHa coobLUeHNIMM BCe BbICTPO MEHSAETCS, MO3TOMY YKa3aHHble
peKoOMeHAaLMM MOTYT 0Ka3aTbCsl HEAKTyarlbHbIMU Ha MOMEHT YTEHUS
BaMu 3T0ro pasaena. [loMHKTe, 4TO BaLLM KOMMYHUKALIMM 3aLUMLLEHD
HaCTO/IbKO, HACKO/bKO 3aLLMLLEHO CaMO Balle YCTPOMCTBO. [103ToMy
B [OMO/HEHME K BHEAPEHUIO MeTo0B 6e30nacHoro obmeHa
COOBLLEHMSIMU BAXKHO MPUMEHSTb NEpefoBble METOAI, ONUCaHHbIE B
paszene 3almiLeHHble YCTPoCTBa HacToswero Mocobus.

PeKOMEHAyeMbIe cpeacTBa KOMMYHMKaLm C I'IOAAEP)KKOI‘;I CKBO3HOro

wndppoBaHUA CBA3U

OBMEH TEKCTOBbIMMU
COOBLLEHUAMMU (B
OTAE/NIbHBIX NN
rPYMMNOBbLIX YATAX)

AVANO- U
BMAEO3BOHKA

e Signal
Keybase/ Ipynnbi Keybase

OBMEH DAUNAMU .

e Signal
e WhatsApp (TonbKo c onpeaeneHHbIMU NapaMeTpaMm
HaCTpOEeK, ONUCaHHbIMU HUXKE)

e Signal (ao 40 yyacTHMKOB)
e WhatsApp (80 32 y4acTHMKOB A1 ayAMO3BOHKOB M 0 8
YYacTHUKOB 4151 BUA,€03BOHKOB)

¢ OnionShare + npunoxeHue, noaaepXxuBaloLLee CKBO3HOE
wudppoBaHue, Hanpumep Signal

KoMMyHuKaummn n 6e3onacHoe xpaHeHne AaHHbIX
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HQOHHJQ OCHOBa:
3allMTa YYETHbIX

Co3zpaHue KynbTypbl
6e3onacHocTn

3anucen u yCcTpoucre

KoMMyHMKauumn
1 GesonacHoe
XpaHEeHHe aHHbIX

UTO TAKOE METAAAHHbIE
N CTOUT /IN N3-3A HUX
BECINOROUTbLCA?

MHbopMaums o ToM, C KeM, KOra 1 rae pas3roBapu1BaeTe Bbl M Ballu
COTPYLAHUKM, 3a4aCTYI0 MOXKET BbITb HE MeHEee KOHbUAEHLMANbHOM,
UeM T0, 0 YeM Bbl FOBOPUTE. BaskKHO MOMHMTbL YTO CKBO3HOE
WKDPOBaHHE 3aLLMLLAET TONbKO COAEPXKMMOE (TO CAMOE KO YEM»)
BaLUMX KOMMYHMKaLMIA. BOT rae MeTagaHHble BCTYNaioT B urpy. B

Moco6umn «Camosawuumra ot ciexxkn» oT PDoHAA INEKTPOHHbIX pybexeit
npencTaeneH 0630p METaAaHHbIX U MX 3HAYEHWE A1 OpraHW3aLmin
(BKNKOYAS UANKOCTPALMIO TOTO, KaK BbIMIAAST METAAAHHbIE):

Hepenko K MeTaflaHHbIM OTHOCAT BCE, KPOME COBCTBEHHO
COLEPXKMMOTO BaLUMX KOMMYHMKaLMiA. MeTagaHHble — 3TO CBOEro
pona uMdpoBoi aHanor koHeepTa. Kak 1 KOHBEpT, MeTaAaHHble
cofepxaT nHdopmaumio 06 oTnpasuTene, nosydyarene M Mecte
Ha3HaYeHMa coobLieHns. MeTadaHHble - 3T0 MHbOopMaLuMs 06
OTNPaBSEMbIX U MOMYYaEMbIX LUDPOBLIX COOBLLEHMAX.

Cpe,u,w npo4ero, K MeETagaHHbIM OTHOCUTCA:

. C KEM Bbl 0b6LLaeTech

. TEMa 31EKTPOHHOI0 NUCbMa

. NpoAO/KUTENBHOCTb pa3roBopa

e BpeMs pasroBopa

. Balle MeCTonoNoXXEHUE B npoLuecce obLweHuns

3awmTa $pusmnyeckoi
6e3onacHoCTH

be3sonacHocTb B MIHTepHeTe

Yro penatb, Koraa
4TO-TO MAET He TaK

[axe Manas BbI60pKa MeTafaHHbIX MOXET NpeaoCTaBUTb UCHEPMbIBAKOLWY KAPTUHY AEATENIbHOCTU Ballen OpraHVI3aLl,VIIA.,E|,aBaﬁTe
PacCMOTPUM, KaKyr VIHCDOpMaLI,l/I}O 4yepe3 MeTagaHHble MOTYT NONYYUTb XaKepbl, NPaBUTENbCTBEHHbIE YYPEXAEHNA U KOMNAHUN,

KoTOpble nx cobmpatoT:

Ecnm Bbl, BONYCTUM,
noobuaerecs no tenedoHy

C XXYpHaNMCTOM, TO elle A0
TOro, KaK BbIMAET ero CTatbs C
Balel unuTatol 6e3 ykasaHus
Ha BaC Kak Ha UCTOYHMUK,
BalUMM OMMOHEHTaM CTaHeT
M3BECTHO, YTO TakOM 3BOHOK
Obla1 M YTO ANUNICS OH CTONIbKO-
TO BPEMEHW. HO OHU He
Y3HAKT, 0 YEM MMEHHO Bbl
roBOpMAMN.

WM cTaHeT M3BeCTHO, YTO
TaKOM-TO KaHAMAAT OT
Ballen NapTuun perynsipHo
0bMeHMBasCca COObOLWEHUAMM
C NpeacTaBuTENIEM MECTHOMO
6u13Heca, 3aHNMMaKLWmMMCs
COMHUTENbHBIMK AeNaMM.

HO TeMa 3TUX COODLLEHMI
OCTAHETCS A1 HUX TAUHOMN.
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WM cTaHeT U3BeCTHO, YTO

Bbl MOMYYUSIN 3NEKTPOHHOE
NMUCbMO OT CNTYXObl
TectupoBaHusa Ha COVID,
NMO3BOHWIU CBOEMY

Bpayy M 3alU/IM Ha CanT
BcemupHoI opraHmsaumuu
3[1paBOOXPaHEHMS, U BCE 3TO
B TeYeHMEe OAHOrO0 Yaca, Ho
OHM He Y3HaHT, YTo 6bINo B
NUCbME U 0 YeM Bbl FOBOPUN
no TenedoHy.

UM cTaHeT U3BeCTHO, UTO
Bbl NONYYMAN OT KPYMHOTO
CMNOHCOPa 3NeKTPOHHOe
nMcbMo € TeMon «Bo3spar
HaLUMX UHBECTMLMIA nocne
BbI6OpOBY», HO codepxaHune
nuceMa byaeT Ans HUX
HefoCTYMHO.


https://ssd.eff.org/en/module/why-metadata-matters

MpoyHas ocHoBa: KommyHuKauum
1 GesonacHoe

XpaHeHue AaHHbIX

Co3aaHue KynbTypbl

- 3allMTa YYETHbIX
0e3onacHoCTn

3anucei u yCcTpoucre

MeTapaHHble He 3awWwMmiLeHbl WKdpoBaHUEM, NPefoCTaBNSEMbIM
60NbIIMHCTBOM CNY)X6 06MeHa coobweHuamu. OTnpaenss
coobuieHne, Hanpumep, yepe3 WhatsApp, umeiite B BUAY, 4To XOTS
cofepXMMoe BaLlero coobuieHuns ByneT NoNHOCTbIO 3aWmbpoBaHo,
LLpyrue Bce e MOryT y3HaTb, KOMY Bbl MULIETE U KaK 4acTo,a B
cnyyae ¢ TenedoHHbIMM 3BOHKAMM — KaK [0r0 pa3roBapuBaeTe.
B cBA3M € 3TMM CneayeT NOMHUTL O PUCKAX (EC/IM OHU ecCTb),
KOTOpble MOTYT BO3HWKHYTb, EC/IM ONpeaeieHHble NPOTUBHUKM
nosiy4aT MHPOPMALMIO O TOM, C KEM U KOTAa MMEHHO 06LLatoTcs
NpeLCcTaBUTENM BaLLelt OpraHM3aLmu, a Takxke (e peyb MaeT o
nepenuncke no 31eKTPOHHOM NOYTE) O TEMAX BaLUMX NUCEM.

OpHa 13 NpuuKH BbICOKOM nonynsipHocTu Signal 3akntoyaeTcs B
TOM, 4TO, MTOMMUMO 0BecrneyeHns CKBO3HOTO WNHPOBAHUS, AaHHOE
NpUNOXeHUE UMEET BCTPOEHHbIE (PYHKLMM, FapaHTUpyloLme
MWHUMM3aLMIO COGMPaEMbIX U XpPaHUMBbIX MeTafaHHbIX. K npumepy,
(byHKUMS «3acekpeyeHHbI oTnpasBuTenb» (Sealed Sender) B
npunoxenuu Signal WMdpyeT MeTagaHHble YYaCTHUKOB LManoroB.

B pesynbraTe nHPoOpMaums o nonyyatene CoobLeHUs CTaHOBUTCS
[OCTYMHA TONbKO CaMOMY MPUNOXKEHUIO, HO HE OTMPaBUTENIO.

Mo ymonyaHuio 3Ta ByHKLMS paboTaeT ToNbKO Npy 06LeHUM C
CYLLECTBYHOLLMMM KOHTAKTaMU UK NpodUasMU (MHAbMU), C KOTOPbIMMI
Bbl y>Ke 06LLANCh MM KOTOPbIE COXPaHEHbI B CMIUCKE KOHTAKTOB.
OpHako Bbl MOXeTe BK/IKOYUTL A5 MapaMeTpa «3aceKkpeyeHHbIN
oTnpasuTenb» (Sealed Sender) 3HayeHue «PaspelwnTs OT Bcexy,
€C/IY BaM BaXKHO UCKITIOYWTL TaKMe METafaHHbIE U3 BCEX Pa3rOBOPOB
Signal, naxe ¢ Hen3BeCTHbIMM IIOABMMU.

A KAK HACYET 3/IEKTPOHHOU
NnoYyTbl?

BONbLWMHCTBO NOCTABLLMKOB YCIYT INEKTPOHHOM NOYTHI, BKIKOYAS
Gmail, Microsoft Outlook 1 Yahoo Mail, ucnonb3ytor wmndposaxue
TpaHCNOPTHOrO YpoBHS. [o3ToMy ecim BaM HeobxoamMMo

nepenaBaTb KOHOUAEHLMANbHbIA KOHTEHT MO 31EKTPOHHOM MouTe

1 Bbl 06€CMOKOEHbI TEM, YTO MOCTABLUMK YCIYT 31EKTPOHHOM NOYTbI
MOXeT ObITb 0643aH N0 3aKOHY NPeAOCTaBASATb UHPOPMALIMIO O

BaLLMX COOBLUEHUAX NPABUTENLCTBY UMW LPYrOMY MPOTUBHMKY, Bbl
MOXETE BblOPaTh BapUAHT CKBO3HOIO LUM(POBAHUS NEKTPOHHOM
nouTbl. OZHAKO MMeITE B BUAY, 4TO aKe NpY HANMUYMU CKBO3HOTO
widpoBaHMs 6E30NACHOCTb INEKTPOHHOM MOYTHI OCTABASET XeNaTb
nyywwero. He cTouT 3abbiBaTb 06 OTCYTCTBMM WMPPOBaHMS TEM
3/71EKTPOHHBIX MUCEM W OTCYTCTBUM 3aLLUMTbI METALAHHBIX. JNEKTPOHHAS!
MoYTa — He CaMblid NYYLLMIA BapUaHT Ais nepesayu KoHQUAEHLMANbHOM
nHdopmaLmu. BMecTo 3toro ny4we BbibpaTb NpuUNoXKeHue ans
6e3onacHoro obmeHa coobuieHnamu, Hanpumep Signal.

Ecm Bawa opraHusaums NpofomKaeT UCnonb30BaTh SNEKTPOHHYIO
MouTY, KpaitHe BaXKHO BHeAPUTL 0BLLLEOPraHU3aLMOHHYIO CUCTEMY. ITO
MOMOXeT MMHUMU3MPOBATb PACNPOCTPAHEHHbIE PUCKM, BO3HUKAlOLLME
MNPy UCMOB30BAHUM COTPYAHUKAMM IUYHBIX 3APECOB SNEKTPOHHO
MouyTbl ANs peleHns pabounx BONpocos, Hanpumep HecobogeHue
Mep 6e30MacHOCTM y4eTHO 3anucu. Hanpumep, npeaocTasnss
COTPYAHMKaM KOpPMOpaTMBHbIE YYETHbIE 3aNMUCK NEKTPOHHOM NOYTbI,
Bbl MOXETe NPUMEHSTb NEPEeaoBbIe METOAbI, BK/T0YAs HafeXHble
naponu v AByxdakTopHYI0 ayTeHTUDUKALMIO, LIS BCEX YHETHBIX
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3awmTa $pusmnyeckoi
6e3onacHoCTH

Yro penatb, Koraa
4TO-TO MAET He TaK

besonacHocTb B MHTEpHeTe

3anucei, KOTOpbIMK YNpaBAseT Balla opraHnsaums. Ecan, cornacHo
BblLLEYKa3aHHOMY aHanu3y, Ballel opraHu3saumm TpebyeTcs CkBO3HOE
WKPpPOBAHME 3NEKTPOHHOM nouTkl, Protonmail 1 Tutanota npeanaratot
KoprnopaTuBHble TapudHble NnaHbl. ECIM Ang 3neKTPOHHOM NoYTbI
BalLei OpraHW3aLmmn AOCTaTOMHO WKPPOBAHMS TPAHCMOPTHOMO
YPOBHS, PAaCCMOTPUTE TakMe BapuaHTbl, Kak paboyee NpocTpaHCTBO
Google Workspace (Gmail) unun Microsoft 365 (Outlook).

MOXHO /I A0OBEPATDb
WHATSAPP?

WhatsApp - 310 nonynspHoe npunoxexue ans 6e3onacHoro obMeHa
€006LLEeHUSIMU, KOTOPOE MOXET 0Ka3aTbCsl XOPOLUMM BapUaHTOM,
YUYMTbIBAs €r0 pacnpoCTpaHeHHOCTb. HekoTopbie nepexuBatoT no
NoBO/Y TOrO, YTO AAHHOE NPUIOXKEHWE NPUHAANEXUT U KOHTPONMUPYETCA
koMnaHwel Facebook, kotopast pabotaet Haz ero vHTerpauuei B
Apyrue cuctembl. Kpome Toro, nonb3osaten 06ecnokoeHbl 06beMoM
MeTaAaHHbIX (TO eCTb MHPOPMALIMK O TOM, C KEM M KOTAa OHM 0BLWAtoTCS),
cobupaembix WhatsApp. Ecm bl pelumte ncnonbsosate WhatsApp

B KQuecTBe NpuIoxXeHus ans 6e30nacHoro 06MeHa CoobLLeHHIMM,
06513aTeNnbHO 03HAaKOMBTECh C MPUBEAEHHbIM BhbilLE Pa3enoM O
MeTaAaHHbIX. [ToMUMO Npoyero, B HEM Heo6x0aMMO NPaBMbHO
HACTPOUTb HECKONbKO NapameTpoB. CaMoe rMaBHOE, 06513aTeNbHO
OTK/IIOUYMTE pe3epBHOE KOMMPOBaHKE B 061ake unv No KpaiHei Mepe
BK/I0UYMTE HOBYO QYHKLMIO pe3epBHOro konuposaHus WhatsApp,
33LMLLEHHOrO CKBO3HBIM WMhPOBAHMEM, UCMOMb3YS 64-3HAUHBIV KN4
WKGPOBAHMS UNM AJIMHHDIW, NPOM3BO/bHbINA M YHUKANbHbIMA NAponb,
COXpaHeHHbI B 6e30MacHOM MecTe (HanpuMep, B BalleM MeHemxepe
naponei). Takxe He 3abyabTe BKIOYUTL YBEAOMNEHMS 0 6@30NacHOCTH
¥ NOATBEPAUTL Kofbl He30macHOCTH. MpOCTbie MHCTPYKLMK NO
HACTPOMKe 3TUX NapaMeTpoB A5 TenedoHoB Android MOXHO HanWTu
30ecb,a ang iPhone - 3aeck. Ecim Bawm coTpyaHUKM *U Te, € KM Bbl BCe
obLwaeTech’; He HACTPOSAT YKa3aHHbIe NAapaMeTpbl AOMKHbIM 06pa3oM,
WhatsApp He pekoMeHAyeTCcs UCNONb30BaTh B KAYECTBE NPUIIOKEHUSA
AN 06MeHa KOH$MAEHUMANbHBIMM COOBLLEHUAMM, TPEBYIOWMMU
CKBO3HOTO WM(POBAHUSA. YunTbIBAS HACTPOIKM 6e30nacHOCTH No
YMONYAHUIO M 33LUMTY MeTaflaHHbIX, Signal no-npexHeMy ocTaeTcs
HaWNy4LWMM NPUIOXKEHUEM 1S CKBO3HOIO 3andpoBaHHOMO 06MeHa
COO0OLLEHMAMM.

A KAK HACYET TEKCTOBbIX
COOBLLUEHNI?

O6bIYHbIe TEKCTOBbIE COODLLEHNS KpaltHe Hebe3onacHbl
(cTanmaptHble SMS dakTMYecKkM HUKaK He 3almndpoBaHbl), NO3TOMY
He peKOMEeHAYeTCS UCMOMb30BaTh UX A NEPefayYu AaHHbIX, He
noanexalnx pasrnaleHuio. Hesanpas Ha To, YTo coobLeHMs,
nepepaBaemble oT iPhone k iPhone npousBoacTea Apple (M3BecTHble
KaK iMessages), 3aLMLLeHbl CKBO3HbIM LWW(HPOBAHMEM, PU Y4aCTUM
B pa3roBope NnoJsib30BaTeNs C MHbIM YCTPOMCTBOM (He iPhone),
CO0BLLEeHMS CTaHOBATCS He3alumLeHHbIMM JTyywe Bcero cobnoaathb
Mepbl 6€30MaCHOCTM U CTapaTbCsl He OTNPABAATL B TEKCTOBbIX

€006 EeHUAX KOHDUAECHLMANBHYIO WU TUYHYI0 MHPOPMALMIO.
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KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

NMOYEMY ANA BE3ONACHbIX
YATOB HE PERKOMEHAVYHOTCA
TELEGRAM, FACEBOOK
MESSENGER U/IN VIBER?

B HekoTopbIx cnyx6ax, Hanpumep Facebook Messenger u Telegram,
CKBO3HOE WKdpoBaHMe AOCTYMHO TOMbKO NPU HAMEPEHHOM
BKOYEHUM (M TONBKO NS UHAMBUAYANbHbIX YAaTOB), NO3TOMY He
peKoMeHAayeTCs UCMONb30BaTb UX AN 06MeHa KOHMUAEHLUMANbHBIMU
WU INYHBIMK COOBLLEHNAMM, 0COBEHHO OpraHu3auusaMm. Slyyiie He
MCMNONb30BaTh 3TU MHCTPYMEHTBI, eC/IM BaM TpebyeTcs CKBO3HOe
LWIMBpPOBaHME, MOCKONbKY MOXHO MPOCTO 3abbiTb U3MEHWUTb MeHee
6e30MnacHble HAaCTPOKM No yMonvaHuio. Paspabotunku Viber
YTBEPXAANM, YTO NPefOCTaBASIOT CKBO3HOE WndpOoBaHMe, 04HAKO
He NpefoCTaBUM KOL NPUNOXEHUS A1 MPOBEPKU HE3aBUCUMBIMUI
nccneposatensmu B obnactu 6esonacHoctu. Kop Telegram Takke He
6b11 NpenocTaBneH Ans obLwecTBeHHOM NpoBepku. [103TOMy MHOTMe
3KCMepTbl OnacatTcs, YTo WudpoaHwue Viber (Mnn «cekpeTHble
yaTbl» Telegram) MOryT OKa3aTbCs HEAOCTATOYHO KaYeCTBEHHbIMU
1,MO3TOMY HE PEKOMEHLYIOT UCMO/b30BaTh UX AN KOMMYHUKALW,
TpebytoLLMX HACTOALLEr0 CKBO3HOTO LWMMPOBAHMS.

HALUU KOHTAKTHbLIE JIULA
N KONNEMN UCNOMb3YHOT
APYITUE NPUNOXKEHUA ONA
OBMEHA COOBLLUEHNAMMW.
KAK YBEAUTb UX 3ArPY3UTDb
HOBOE NPUNOXKEHUE ANA
OBMEHA COOBLLEHNAMMU C
HAMW?

MHoraa npuxoamTcs MATM Ha KOMNPOMUCC Mexay 6e30MacHOCTbH
1 ynobCcTBOM, HO B Liensax obecneyeHns KOHOUAEHLMANbHOCTH

KOMMyHVIKaLI,VIVI CTOUT NPUNOXUTb HEMHOIO A0NOJIHUTENbHbIX YCVIJ'IVII;I.

Moparite Xopowni NpUMep CBOMM KOHTAKTHbIM finuaM. Mcnonb3ys
Apyrve, MeHee 6e30nacHble, CUCTEMbI, KpaliHe BHUMATENbHO
OTHOCHTECH K TOMY, YTO roBopuTe. M3beraiite KOHOUAEHLMANBbHbBIX
TeM. HekoTopble OpraHM3aumm NpakTUKYT MCNOMb30BaHWE OGHOM
cucTeMbl Ang obuieHuns B obiem yate, a opyroi — ang obcyxaeHus
Hanbonee KOHPUAEHLMANbHBIX TEM C PYKOBOACTBOM. PasymeeTcs,
npoLLe BCero MCnonb30BaTh aBTOMaTUYeCcKoe WudpoBaHue BCex
[aHHbIX — HE HY)XHO HW O YeM BCMOMMHATb WU AyMaTb.
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K cyacTbio, NpunoxeHus Co CKBO3HbLIM LUMPPOBAHUEM, HANpPUMEp
Signal, ctaHoBATCS BCe 6onee nonynspHbIMU U YA06HBIMK AN
No/b30BaTeNs, HE TOBOPS YXKE 0 TOM, YTO OHM BblfIM NOKANM30BaHbI
Ha fecsTkax s3blKOB A5 UCMO/b30BaHUs BO BceM Mupe. Ecin
BaLUMM MapTHepaM WK ApYruM KOHTaKTHbIM SMLaM TpebyeTcs
MOMOLLb C NePEBOAOM KOMMYHMKALIMIA B MPUNIOXKEHNS CO CKBO3HbIM
WMdpoBaHueM, HanpumMep Signal, HaiauTe Bpems, 4ToBbl 06BACHUTD
MM BaXKHOCTb HaJ/1exallei 3alumTbl KOMMYHUKauuit. Ecnv Bce ByayT
NOHWMATb CTeNeHb BaXXHOCTU, TO HECKO/BbKO MUHYT, YTODbI 3arpy3nTb
HOBOE MPUNOXeHUe, U Napa AHEN, YTOObI MPUBLIKHYTb K HEMY, He
MOKaXxyTcs Nnpobaemoii.

CYLLECTBYIOT /1IN APYIUE
NMAPAMETPbI A14
NMPUMOXEHUIN CO CKBO3HbIM
LUNDPOBAHUEM, O KOTOPbIX
HAM C/IEQVET 3HATD?

B npunoxenun Signal Takxe BaxxHa NpoBepka KOA0B
(Ha3biBaeMbix Safety Numbers). Yto6bl npocMoTpeTs 1
npoBepuTb kog, 6esonacHocTu B Signal, oTKpoiiTe yat

C KOHTaKTOM, HA)XMUTE Ha ero UMs B BEPXHEN 4acTu

3KpaHa, MPOKPYTUTE BHU3 U BbibepuTe «[1poCMOTPETb KOA,
6e3onacHocTu». Ecnn kop 6€30MacHOCTM COOTBETCTBYET KOHTAKTY,
OTMEeTbTE ero Kak «npoBepPeHHbIN» Ha TOM e 3KkpaHe. OcobeHHO
BaXXHO 06palLaTh BHMUMaHWe Ha koAbl 6€30nacHOCT M NPOBEPATbL
CBOM KOHTaKTbl, €C/IM BaM B YaTe NPUXOAAT yBeAoMAeHUs 06
M3MeHeHUn Koaa 6e30MacHOCTM AAHHOMO KOHTaKTa. Ecnn Bam
MU KOMy-nnMB0o U3 COTPYAHMKOB TpebyeTcs MOMOLLb B HACTPOKKe
[aHHbIX MApaMeTpoB, B NpuaoxeHuun Signal npeaycMoTpeHbl
nosie3Hble UHCTPYKUUNU.

Mpu ucnonb3osaHuu Signal, cumTatollerocs Hambonee yao6HbIM
npunoxexHvem ang 6e3onacHoro ob6mMeHa coobLeHUIMU U
MHAMBUAYANbHbBIX 3BOHKOB, 06593aTeNIbHO YCTAHOBUTE HAAEXHbIN
nuH-KkoA. OH [OMKeH codepXKaTb He MeHee WwecTn uudp v He
BK/IIOYATb SIErKO YraAblBaeMble KOMOMHALMK, HAaNpUMep AaTy
pOXAeHuS.

C nononHWTENbHBIMKU COBETAMM MO NPABUNbHOW HAaCcTpOiKe
npunoxexuit Signal n WhatsApp MOXHO 03HaKOMUTLCS B
PYKOBOACTBaX, pa3paboTaHHbIX Ans 060MX NPUNOXKEHUH
(MoHAOM 3N1eKTPOHHBIX pybexxei B pamMkax cocTaBneHus Mocobus
«CaMo3aLnTa OT CIIEKKM».



https://support.signal.org/hc/en-us/articles/360007060632-What-is-a-safety-number-and-why-do-I-see-that-it-changed-
https://support.signal.org/hc/en-us/articles/360007060632-What-is-a-safety-number-and-why-do-I-see-that-it-changed-
https://ssd.eff.org/en/module/how-use-signal-android
https://ssd.eff.org/en/module/how-use-whatsapp-android
https://ssd.eff.org/en/module-categories/tool-guides

KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

Ucnonb3zoBaHue NPUAOCKEHUN YaTa B peasbHOM Mmupe

YT106b61 MMHMMM3MPOBATH YLLEepb B cnyyae notepw,

KPaXku Unn KoHdUCKaLum TenedoHa, peKOMeHAYeTCs
OrpaHMYUTL UCTOPUIO COOBLLEHMIA, COXPAHEHHBIX HA
Bawem TenedoHe. OgnH 13 NpocTbix CNocoboB caenatb
3TO — BKIOUYNUTL PYHKLMIO «McHe3atolme CoobLeHma» ons
rpynnoBbiX YAaTOB BaLLEM OPraHU3aLMmu U PEKOMEHAO0BATb
COTpYZAHMKAM AENaTb TO XKE CAMOE M B UX JIMYHbIX YaTax.

B Signal v opyrnx nonynsipHbIX NpUIOXeHUaX ans
obMeHa Co0bLWEHNAMU MOXKHO YCTAaHOBUTL TaMep
LS UCHYE3HOBEHUS COOBLLEHMI Yepes onpeneneHHoe
KOJIMYECTBO MUHYT WM YACcOB NOC/E NPOYTEHMUS.

ITOT NapaMeTp MOXHO HACTPOWUTb A1 OTLENbHOIO
yata unu rpynnbl. [Ans 60nbWIMHCTBA NONb30BATENEN
pPEKOMEHAYETCS YCTaHOBUTb CPOK MCYE3HOBEHMS
CO06LLEHMI Yepe3 0AHY Hepento. OTO AACT AO0CTAaTOYHO
BpeMEeHM, 4TOObl 03HAKOMUTLCS C MHPOPMaLMEN, He
COXPaHsis Npu 3TOM COO0BLLEHMS, KOTOpbIE BaM HWUKOrAA
He NoHafobATCs, HO KOTOPble NOTEHLMANBHO MOTYT
6bITb MCMOIb30BaHbI NPOTMB Bac B byayLliem. [loMHuTe:
HEBO3MOXHO YKPaCTb TO, YErO HeT.

YTo6bl BKIHOUMTE DYHKLMIO «MCHe3atoLme coobLeHUs» B
npunoxeHuu Signal, 0TKpOKTe YaT, HAXXMUTE Ha MMS KOHTaKTa/
Ha3BaHWe rpynrbl, BbIGEPUTE «MCUE3AIOLLME COOBLLUEHMSY,
YCTaHOBUTE TalMep M HaxmuTe «ok». AHanornyHas QyHKUms
npenycMotpeHa 1 B npunoxennn WhatsApp.

B 6onee cepbe3HbIX CUTYaLMAX, KOTAA BO3HMKAET
HeobX0aMMOCTb HEMEAJIEHHO YAANNUTbL COOBLLEHNE,
Hanpumep ecnm TenedoH 6bin YKpageH unm cooblieHne
6b110 OTMPABNEHO He TOMY YeNnoBeKy, B npunoxernuu Signal
MOXXHO BOCMO/1b30BaTbCs DYHKLUMEN yaaneH1s CoobLLEHNS
M3 rpynnoBOro Wiu OTAENbHOIO YaTa B TEYEHHE TPEX YaCOoB
nocsie ero oTrnpaeku. [Ing 3Toro Heo6xoAMMO NPOCTO YAANUTb
CoobLeHNe M3 YaTa, BOCMO/b30BABLUMCH JIHOObIM TenedOHOM.
Telegram no-npexHeMy 0CTaeTcs NoNyAspHbIM BO MHOMUX
CTpaHax, HECMOTPS Ha OrpaHuyeHust WndpoBaHMa aAns
aHaNorM4HoM bYHKLMK, KOTOPas NO3BOMISIET NOJb30BATENAM
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€B06OAHO yaansTh COOBLLEHMS C Pa3HbIX YCTPOMICTB.

C yueToM BCEro BbllECKa3aHHOTO, EC/IM Bbl MonaraeTe,
yTo 6€30MaCHOCTb COTPYAHMKOB OpraHMU3aLIMm MOXET
0Ka3aTbCs Mof Yrpo30i M3-3a Nepenuncku, CoXpaHaemMoi
B TenieoHe, MCMONb30BAHME UCUE3AOLLMX COOBLLEHMI
C MUHUMasbHbIM TalMEPOM, ABNAETCS, NOXKaNYyi, CaMbIM
MPOCTbIM U HAEXHbIM BbIXOAOM.
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ﬂpOHHaﬂ OCHOBa:
3allMTa YYETHbIX

KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

Co3paHue KynbTypbl

6e3onacHocTn -
3anuceit U ycTpoincTs

AYTO HACHET BUAEO3BOHKOB
B BO/IbLUUX MPYIMNAX?
NMPEAYCMOTPEHA /1IN ANA HUX
BO3MOXKHOCTb CKBO3HOIro
LINOPOBAHUA?

MpuHKUMas BO BHUMaHME yBENNYEHWUE O0NM YAANEHHON paboThl,
HeobxoaMMo BbIbpaTh He30nacHoe NpunoXeHue 415 BULEO3BOHKOB
B 6onbLUMX rpynnax opraHusauum. K coxaneHuio, B HacTosLuee
BPEMS He CyLLeCTBYeT MAeanbHOro Bap1aHTa, 0TBEYAIOLLEro BCEM
TpeboBaHMAM: ya0bCTBO MCMONb30BaHMS, MOAAEPXKa 60NbLIOrO
KONIMYECTBA YY4ACTHUKOB U QYHKLIMIA COBMECTHOM paboTbl, a Takxke
BKJ/IIOYEHME CKBO3HOTO WN(HPOBAHUS MO YMONYAHMIO.

Ons rpynn 8o 40 y4acTHMKOB pekoOMeHAYeTCS UCNONb30BaTh
npunoXeHne co CKBO3HbIM WwudposaHuem Signal. K rpynnosbiM
BMAE03BOHKaM B Signal MOXHO NpucoeanHUTLCS nbo co
CMapTdOoHa, b0 C NOMOLLbI0 HACTONBHOTO NpunoxeHus Signal
Ha KoMMbloTepe ¢ QyHKLMEeR COBMECTHOrO UCMOMb30BaHUS
3KkpaHa. OaHaKo NOMHUTE, 4yTOo K rpynne B Signal MOXHO
n,063aBUTb TOIbKO KOHTAKTbI, UCMONb3YIOLIME AAHHOE NPUNOXKEHNE.

Ecnu Bbl MwweTe apyrue BapuaHTbl, TO BOT elle oAHa nnatdopma,
HenaBHO ,06aBMBLUIAS BO3MOXHOCTb CKBO3HOTO WMMPOBaHMS, -
Jitsi Meet. Jitsi Meet - 310 Beb-peLieHne ans ayamno- u
BMAEOKOHdepeHLuit, no3BonstoLee paboTaTb ¢ 6onbLIOW
ayautopueit (o 100 yyacTHUKOB) M He TpebytoLuee 3arpysku
NPUNOXKEHWI UM CNELMANbHOIO NMPOrpaMMHOro obecneyeHus.
O6paTute BHMMaHWe, 4To Npu paboTe B 60MbLUMX rpynnax
(6onee 15-20 y4acTHMKOB) Ka4eCTBO CBA3ZM MOXET YXYALIMUTbCS.
YT06bI OpraHn3oBaTth KOHPepeHLUuMto ¢ nomoLubto Jitsi Meet,
nepenaute Ha Be6-caiT meet.jit.si, BBeauTe KOA KOHpEpeHLUMM
M NOAENUTECh CCbIKOM (Yepe3 6e30nacHbli KOMMYHUKALMOHHbINA
KaHan, Hanpumep Signal) ¢ NpurnaWeHHbIMK y4aCTHUKAMM.
YT06bI MCMONB30BATb CKBO3HOE LWN(POBAHME, 03HAKOMBTECH C
MHCTPYKUMAMU, NpeacTaBneHHbiMu Jitsi. ObpaTtuTe BHUMaHMWe: Bce
OTAENbHbIE NOMb30BATENN AOMKHBI CAMOCTOSTENBHO BK/IOYUTD
CKBO3HOe WwudposaHue. Mpu ncnonb3oBaHum Jitsi HeobxoanMMo
€034aTb ClyyaiiHble MMeHa KOHbEpPEHL-3a710B U MCNOb30BaTb
HafexHble KoAbl AOCTYNa 415 3aLMThl CBOMX 3BOHKOB.

Ecnv faHHbIM BapuaHT He NOAXOAMT BalLer OpraHu3aLmu,

MOXHO paCCMOTPETb BO3MOXHOCTb UCNO/Ib30BaHUA NONynapHOro
KOMMEPYECKOro npunoXxeHua c beHKLJ,IAelZ CKBO3HOIO LUlAdeOBaHlAﬂ,
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Yro penatb, Koraa
4TO-TO MAET He TaK

3awuta pusnyeckon

BesonacHocTb B UHTepHeTe ,
6e3onacHocTn

Hanpumep Webex unu Zoom. B Webex yxxe faBHO paspelueHo
CKBO3HOe LWXdpPOBaHMEe; OAHAKO 3Ta PYHKLMS He BKIKYEHA

Mo YMOMYaHMI0, @ YTOObI NPUCOEAUHUTLCS K KOHDepeHLMH, Bce
YYaCTHUKM JOMKHbI 3arpy3utb Webex. Ytobbl BKIOUMTD QYHKLMIO
CKBO3HOrO WKdbpoBaHUA ANisi CBOel yyeTHom 3anucu Webex,
Heobx04MMO OTMPaBWUTb COOTBETCTBYIOLLMI 3aMpocC B Cyxby
nonaepxku Webex 1 cnefoBaTtb Nosy4eHHbIM UHCTPYKUUAM

AN HACTPOMKM CKBO3HOTO LWMMPOBaHWMS. BKNOUMTb CKBO3HOE
WwndpoBaHME MOXET TOJIbKO OpraHu3aTop koHdepeHuuun. Ecnm oH
370 caenaert, KoHdepeHumMs byaeT NoNHOCTLIO 3awmndpoBsaHa. Mpu
ucnonb3oBaHuun Webex ans npoBeaeHns 6€30nacHbIX rpynnoBbiX
KOHdepeHUMI 1 ceMMHapOoB Toxe HeobxoanMo MCNob30BaTh
KOAb! LOCTYNA ANS 3aLMTbl CBOMX 3BOHKOB.

Mocne HecKoNbKMX MecsueB KPUTUKK B Npecce, B Zoom
pa3paboTtanu yHKLUI CKBO3HOrO WKdpoBaHua 3B0HKOB. OgHaKo
DaHHas QYHKLUMS He BKITKOYEHA NO yMonvaHuio. [lng ee akTMBaLmm
opraHu3aTop KoHdepeHUMU AOMKEH NPKBSA3aTb HOMepP TenedoHa
K YYETHOI 3anNnCH,a BCE YHYACTHUKM JOMKHbI NPUCOEAUHUTLCS
yepes HaCTONIbHOE UM MOBUIbHOE NPUNOXEHNE Zoom, a He

no TenedoHy. MockonbKy 3T NapaMeTpbl MOXHO CTy4aiiHO
HenpaBWIbHO HACTPOUTb, ZOOM HE SIBNSETCS PEKOMEHA0BAHHbIM
NPUNOXEHNEM CO CKBO3HbIM Wb poBaHueM. OagHako, ecin
TpebyeTcs U CKBO3HOE WnbpoBaHue, u Z0om, To e4MHCTBEHHbIN
BapMaHT — CJ1el0BaTb MHCTPYKUMAM ZOOM /S HACTPOMKM
CKBO3HOrO WmbpoBaHus. MpocTo He 3abbiBaliTe NPOBEPSTh
KaXXablM 3BOHOK nepes ero Hayanom. Ytobbl yoenmtbes, 4to

OH 3aWMhPOBAH CKBO3HbIM WWGHPOBAHUEM, MPOCTO HAKMUTE

Ha 3e/1eHblii 3aMOK B BEPXHEM JIEBOM Yr/y 3KpaHa Zoom U
NMOCMOTPUTE, OTMEYEHO JIN KCKBO3HOE» B NMEPEYHE OKOJIO
napametpa «wudposaHues. [1ng koHbepeHLMn Zoom Takxke
HeobX0AMMO YCTAaHOBMTb HALEXHbIW KOA A0CTyna.

MoMMMO BCex BblleyKa3aHHbIX MHCTPYMEHTOB, HA AAHHOM
6n0ok-cxeme, paspabotaHHoit Frontline Defenders, nokazaHbl
HeKOTopble QYHKLUMM BUAEO3BOHKOB U KOH(EPEHLMIA, KOTOpble
MOryT 6bITb pEKOMEHL0BaHbI BaLLEi OpraHu3aLmm ¢ y4eTom
BO3MOXHbIX PUCKOB.

OpHaKo CTOUT OTMETUTb, YTO HEKOTOPbIE NOMNYNSPHblE BYHKLMM
BblLIENEepPeYNCNIEHHbIX MHCTPYMEHTOB PaboTatoT TOMbKO C

LM pOBAHMEM TPAHCMOPTHOTO YPOBHSA. Hanpumep, npu
BK/IFOYEHUM CKBO3HOTO WMpPOBAHMS B ZOOM HEBO3MOXHO
BOCMOJIb30BaTbCS C1eAYLMMU DYHKLMSIMU: NEPETrOBOPHbIE
KOMHaTbl, ONpocbl U 06navHas 3anucek. B Jitsi Meet
MCNoMb30BaHME NeperoBoOpHbIX KOMHAT MOXET NPUBECTU K
OTKYEHNID DYHKLMKM CKBO3HOTO LWMGPOBAHUS, YTO YXYALWINT
ypOBeHb 6e30MacHoCTK.


http://meet.jit.si
https://jitsi.org/e2ee-in-jitsi/
https://help.webex.com/en-us/nwh2wlx/Enable-End-to-End-Encryption-Using-End-to-End-Encryption-Session-Types
https://support.zoom.us/hc/en-us/articles/360048660871-End-to-end-E2EE-encryption-for-meetings
https://support.zoom.us/hc/en-us/articles/360048660871-End-to-end-E2EE-encryption-for-meetings
https://www.frontlinedefenders.org/en/resource-publication/guide-secure-group-chat-and-conferencing-tools
https://www.frontlinedefenders.org/en/resource-publication/guide-secure-group-chat-and-conferencing-tools

KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

YTO EC/ZIM HAM HA
CAMOM AESE HE
TPEBYETCHA CKBO3HOE
LUIMDPOBAHUE ANA BCEX
KOMMYHUKALUIN?

Ecnn, ucxons us oLEeHKM pUCKOB, CKBO3HOE LIM(MPOBaHKE He
TpebyeTcs Ans BCeX KOMMYHUKALMIA BalLei opraHu3aumy,

MOXHO pacCMOTPETb BO3MOXXHOCTb MCMOIb30BaHMUS NMPUNOXKEHNIA,
3aLUMLLEHHDBIX WWGPOBAHWUEM TPAHCMOPTHOTO YPOBHS. [ToMHUTE,
4TO MCMONb30BaTh AAHHbIV TUM WUPPOBAHUS PEKOMEHAYETCS,
TONIbKO €C/IU Bbl fOBEPSiIETE MOCTABLUMKY YNy, Hanpumep Google,
npu ucnonb3oBaHun Gmail, Microsoft — npu ncnonb3oBaHnm
Outlook/Exchange mnnu Facebook - npu ncnonb3osaHum
Messenger, ToCcKosibKy OHU (U BCE, C KEM OHW BbIHYXXAEHbI AENNUTHCS
MHbOPMaLWEN) CMOryT NMOAYYUTb JOCTYN K COAEPXKUMOMY BaLLUX
KOMMYHMKaUMii. Ewie pas: Bbi6op onTMManbHOro BapuaHTa 3aBUCHUT
OT MOZENU Yrpo3 (HanpuMep, ecv Bbl He fosepsieTe Google unu
ecm npaeuTenbcTBo CLUA aBnsieTcs BalwmMM NpoTUBHUKOM, TO
Gmail - He camblIii nyyLwKii Ang Bac BbI6OP), 0AHAKO CyLLeCTBYeT
HECKO/bKO MOMY/SPHbIX M AOCTAaTOYHO HAAEXHbIX NMPUOXKEHUIA:

e Gmail (npu ucnonbsoBanumn Google Workspace)
e Outlook (npu ncnonbsosanun Office 365)

3/IEKTPOHHAA NOYTA

* He ucnone3yite cobcrBeHHbIN cepBep Microsoft

Exchange ang anekTpoHHOM NOYTbI OpraHu3aunu. Ecam Bl

y)Xe 3To aenaeTe, pekomeHayeM nepeitun va Office 365.

Google Hangouts

OBMEH TEKCTOBbIMU ;{ack o
icrosoft Teams

COOBLUEHUAMMU (B Mattermost
OTAE/IbHbLIX UMN 1
rPYNMNOBbIX YATAX) KaKao Talk

Telegram

Jitsi Meet
rPYMNMnoBblE Google Meet
KOH®EPEHLUN, Microsoft Teams
AYANO- U Webex
BMAEO3BOHKMU GotoMeeting

Zoom

Google Drive

. Microsoft Sharepoint

OBMEH DAUNAMU Dropbox

Slack

KoMMyHuKaummn n 6e3onacHoe xpaHeHne AaHHbIX

Microsoft Teams
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https://docs.microsoft.com/en-us/exchange/mailbox-migration/mailbox-migration

KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

NMPUMEYAHUE KACATENBHO
OBMEHA OAUMNAMU

MoMuMo Ge3onacHoro obMeHa coobLEHUAMM, Be30NacHbIN
o06MeH daiinamu, BeposTHO, IBNSETCS BAKHEMLIEN YACTbIO

nnaHa obecneyeHns 6e30MacHOCTY BaLle OpraHM3aLmun.
BonbLWMHCTBO BapMaHTOB 06MeHa ainamu BCTPOEHb! B
NPUNOXEHUS UK CYXObI Ans 06MeHa coobLLEeHUIMU, KOTOPbIE
Bbl, BEPOSITHO, YXe ucnonb3yete. Hanpumep, 0b6MeH dainamu
yepes npunoxerue Signal — OTAWYHbBIN BapuaHT, ecn TpebyeTcs
cKBO3HOe WwudpoBaHue. Ecnm wmndposaHus TpaHCNOPTHOIO
YPOBHS A,OCTAaTOYHO, Ucnonb3oBaHue Google Drive unu Microsoft

SharePoint MoXeT cTaTb XOpOLUMM BapuaHTOM [N151 BaLleN
opraHu3saumn. Tonbko He 3abyabTe NPaBUIbHO HACTPOUTD
napameTpbl 06LLero f4oCTyna, YTobbl TONbKO COOTBETCTBYHOLLME
NIOAN UMenu JOCTYN K KOHKPETHOMY AOKYMEHTY MK nanke, u
ybeauTech, uTo 3TM C1yxObl NOAKYEHbI K KOPNOPATUBHBIM (He
JIMYHBIM) YYETHBIM 3aMUCAM 3NEKTPOHHOM NOYTbI COTPYAHUKOB. 1o
BO3MOXHOCTM 3anpeTuTe 06MeH KoHdUAEHUMaNbHbIMK harinamm
yepes B/IOXKEHUS INEKTPOHHOM MOYTbl Man dusmnyecku, yepes USB-
HakonuTenu. icnonb3oBaHWe B OpraHmn3aLmm Takux yCTPOMCTB,
Kak USB-HakonuTenu, 3HaumTeNnbHO YBENMUYMBAET BEPOSTHOCTb
nosieneHuns BpeaoHocHoro MO uan Kpaxu LeHHoM MHbopMaumm, a
MCNO/b30BaHUE 3IEKTPOHHOM NOYTbI UK APYrUX TUTMOB BIOXEHWIA
ocnabnser 3aWwmTy opraHM3aumm ot GULLMHIOBBIX aTak.

anbTepHaTMBHbIE cNocobbl 00MmeHa dannamu gna opraHM3aLumn

Ecnu Bbl UwweTe BO3MOXHOCTb 6e30macHoro obmMeHa
darinamm ansg opraHvM3aumm U He XOTUTE UCMONb30BaTb
(dYHKUMM, BCTPOEHHbIE B NnathopMy ans obmeHa
COO0BLWEHNAMM (MK CTANKMUBAETECH C OFPAaHUYEHUSIMU
pa3Mmepa daina npy obMeHe 6onblMMK 06bEMAMU
[aHHbIX), pekoMeHayeM npunoxeHune OnionShare.
OnionShare - 3T0 MHCTPYMEHT C OTKPbITbIM UCXOAHbIM
KoAoM Ang 6e30nacHoro U aHOHMMHOro obmMeHa dannamu
ntoboro pasmepa. MpuHUMN paboTbl: OTNpaBuTEND
3arpyxaet npunoxeHue OnionShare (gocTynHo ans
KoMnbloTepoB, paboTatowumx nog ynpasnednem OC Mac,
Windows u Linux), BbIrpy>xaeT nog/iexallue oTrnpaske
dain u reHepupyeT YHUKaNbHYI CCbINKY. [1ns co3paHms
Tako# ccbiikn noTpebyetcs 6paysep Tor, 3aTeM ee
MOXHO OTMPaBUTb NpesnosaraeMoMy nosyyaTento yepes
ntoboi 6e3onacHblii kKaHan obMeHa coobLeHnaIMU
(Hanpumep, Signal). Monyyatenb MOXeT OTKPbITb CCbINKY B
6pay3epe Tor u 3arpy3uTb dain(bl) Ha CBOM KOMMbLOTEP.
[lomMHuMTe, uTO harbl 3aWMLLEHBI POBHO HACTONbKO,
HaCKOMbKO 3aLUMLLEH KaHan nepenayum CCbinku. Mol
paccmoTpum 6paysep Tor 6onee nogpobHo B pasgene
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«ononHuTenbHo» Hactoswero Mocobus, oaHaKo B
KOHTeKcTe obMeHa daiinamu BHYTpU OpraHv3aumm
OnionShare - 310 3HaunTenbHO Honee HGe3onacHbIN
BapuaHT ans obmeHa 6onblummu darnamu, yem USB-
HaKOMWUTENM, NPU OTCYTCTBUU HAAEXKHOTO 0613a4HOTO
nposanaepa.

Ecnv Bawa opraHM3auums yxxe BKIaabIBaeT CpencTea B
MeHe[ep naposien, NpUHLMN paboTbl KOTOPOro OMNMCaH
B pasgene Hactoswero MNocobus, NocBsWeHHOM Naponsm,
W ecn Bbl BbIOpanu NpeMmnyM-nakeT Uan KOpnopaTuUBHbINA
nakert Bitwarden, pyHkums Bitwarden Send Takxe
npeKpacHo NoaxoauT ans 6esonacHoro obmeHa daiinamu.
NaHHas QyHKUMA NO3BONSET NONb30BATENAM CO343BaTb
6e3onacHble CCbiNkM Ans o6MeHa 3awnPpOBaHHbIMM
darnamu yepes nobor 6esonacHbIi KaHan obMeHa
coobuieHnamm (Hanpumep, Signal). Pasmep daina
orpanuyeH 100 MB, Ho dyHKums Bitwarden Send
No3BO/ISET BaM YCTaHABIMBATb AATY UCTEYEHMS CPOKA
DEeNCTBUS CChIKM, 3aLLMLLATb NApoieM AOCTYN K 06LWMM
hannam 1 orpaHMYMBaTh KOJIMYECTBO OTKPbITUIA CChITKMU.


https://onionshare.org/
https://bitwarden.com/help/article/about-send/

KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

KOMMYHMKauum u 6esonacHbiii 06meH gaHHbIMU

o Caenalite 06A3aTenbHbIM UCNO/Ib30BAaHME HAAEKHbBIX CNYKO C Nogaep:KKom
CKBO3HOro wudposaHua gna o6mMmeHa KOHPUAECHLUANBHBIMM COO6LLEHUAMY BHYTPU
opranusauuu (a B ugeane - ana BCeX KOMMYHUKaLMUIA.)

+ HainauTte Bpema, 4ToObl 06 BACHUTL COTPYAHUKAM W BHELWHVMM NapTHepam Ba*KHOCTb
3alMLLEeHHbIX KOMMYHWKaLUWIA; 3TO MOMOXKeT yCMneLwHo peanan3oBaTb Ball NaaH.

o VYcTaHOBUTE NOAUTUKY B OTHOLUEHUM NPOAOMKUTENBHOCTU XPaHeHUSA CO0BLeHnIA 1
C/ly4YaeB BO3MO>KHOr0 UCMO/b30BaHUA «MCYE3aI0LMNX» CO0BLLEeHNA.

o VY6eguTecsh, uTo B NpUoKeHUAX a4 6esonacHoro obmeHa coobL,.eHnAMM NPaBUAbLHO
HacTpPoOeHbl BCe NnapameTpbil.

« [opexkomeHgyiTe coTpygHMKaM BHUMATE/IbHO OTHOCUTBLCA K YBeAOMIHUAM
0 6e3onacHOCTU 1 He co34aBaThb pe3epBHbIe KOMWK YaTOB NPU NCMNOAb30BaAHUM
npunoxxeHuna WhatsApp.

« Ecnn Bbl UICNonb3yeTe NpusnoXKeHne, B KOTOPOM CKBO3HOeE LWndpoBaHUE He BKAKYEHO
no ymonuaxuio (Hanpmumep, Zoom unuv Webex), ybeantech, 4To COOTBETCTBYHOLLME
Nno/sb30BaTe M BKAKUMAN NMPaBUbHbIe HACTPOMKK Nepes 3BOHKOM Un KoHbepeHuuen.

o Wcnonb3yiite ana cBoei opraHnsauum o6aauHbie CayKO6bl 3/1€KTPOHHOM NOYTbI, TAKUE
Kak Office 365 namn Gmail.

« HenbiTaliTtecb pazmecTnTb CBOM COBCTBEHHbIV CepBep 3NEKTPOHHOM NOYThI.

« He pa3spewaiTe coTpyaHUKam NCMNOAb30BATb /IMYHbIE YYeTHble 3annUCK 31eKTPOHHOM
NnouyThl 414 pelieHna pabounx BONPOCOB.

o [MNouyawe HanoMmuHaliTe COTPYAHMKaM OpraHM3aLum o NnepegoBbiX MeTogax
ob6ecneueHus 6e30NACHOCTM rPYMNMNoOBbIX YAaTOB U META4AHHbIX.

« CneguTe 3@ y4aCTHMKAMM rpyMMnoBbIX COOBLLEHMIA, YaTOB M LiernoYeK 3/1eKTPOHHOM MoYThbI.

KoMMyHMKauum n 6e3onacHoe xpaHeHue AaHHbIX 49



MpoyHas ocHoBa:
3alMTa YUETHbIX
3anucei 1 ycTponcTs

KommyHukauum
1 GesonacHoe
XpaHeHue AaHHbIX

Co3paHue KynbTypbl
6e3onacHocTu

3awwTa husnyeckomn
6e3onacHocTn

Yro penatb, Koraa

BesonacHocTb B MHTepHeTe
YTO-TO UAOET He TakK

OesonacHoe XpaHeHMe AaHHbIX

OaHMM U3 Hanbosiee BaXKHbIX pPELUEHUH,
KOTOpPble NPUXOAMUTCA NPUHMMATL 6OJILLUMHCTBY
NONUTUYECKUX NAPTUI, ABNFETCA peLleHUue o
TOM, Iie XPaHUTb CBOM AaHHbIE.

Yto «6e30mMacHee»: XpaHWUTb AaHHbIE Ha KOMMbIOTEPAX COTPYAHUKOB,
Ha NI0KaNIbHOM CEPBEPE, HA BHELIHMX YCTPOMCTBAX XPaHEHWS

WK B 0651a4HOM XpaHunmwe? B 99 npoueHTax cyy4aeB camMbiM
npocTbiM ¥ 6e30MacHbIM BapMAHTOM SBNSETCS HALEXHas C1yxba
obnauHoro xpaHeHus. Hanbonee pacnpoctpaHeHHbIMKU NpUMepamu,
noxanyw, asnstorcs Microsoft 365 u Google Drive. Mpu oTcyTcTBUM
KOMMIEKCHOTO MlaHa 0611a4HOT0 XPaHMAMLLA AaHHbIE BaLUEw
OpraHu3aLmu, ckopee BCero, byayT XpaHUTbCS B pa3HbIX MecTax,

MosiBneHne AOCTYMHbIX 06NAYHbIX XPaHUMLL, AAHHBIX
06nerumno xusHb (M NOBbICMNO 6€30NaCHOCTb) MHOTUX
NoAUTUYECKMX NapTuid. K coxxaneHuto, MHOrue Bce

€eLLe NbITaloTCs coAepXKaTb COOCTBEHHbIE CEpBEPbI NpU
OTHOCUTENIbHO OrPAaHUYEHHbIX BO3MOXHOCTSX B CMbIC/1e
UT-6toppKeTa, WTaTa COTPYAHUKOB M NOALEPXKKU. B MapTe
2021 ropa B HEHALEXXHOCTM TakoW OpraHM3aLMOHHOM
MHOPaACTPYKTYpbl YOEaUNUCH AECATKM ThiCSY OpraHu3aumi
1o BCEMY MUPY, B TOM YMCJIE HABEPHSIKA U HEKOTOpbIE
nonutMyeckue naptvu. Toraa xakepckas rpynna Hafnium,
KOTOPYH CBSI3bIBA/IU C KUTAMCKMM NPaBUTENLCTBOM,
cnpoBouupoBana rmobasnbHyto katacTpody B 061acTu
Knbepbe30nacHOCTH, U30LLPEHHO AaTaKOBAB JIOKaNbHbIE
cepBepsbl Microsoft Exchange. B pamkax ataku 6biim
B3/10MaHbl JIOKa/ibHblE CEPBEPbI, U XaKepaM yAanoch
MOJTyYMTb JOCTYN K KOPMOPATUBHBIM YYETHbIM 3aMMCIM
3N1IEKTPOHHOM NOYTbI, yCTAHOBUTb AOMOSIHUTENbHbIE
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BK/1t0YAs KOMMbOTEPbI COTPYAHMKOB, BHELLHME XECTKUE AUCKM U
[laXe OTAeNbHbIE NoKasbHble cepBepbl. 06ecneunTb 3aLmTy AaHHbIX
Ha BCEX 3TUX YCTPOMCTBAX BO3MOXHO, HO /11 3TOr0 NoTpebyeTcs
MHOrO AeHer 1 bonbLIoe Konmuectso UT-cneunanmnctos.

pu BbI6OpE MHCTPYMEHTa UK CyxObl AN XPaHEHWS AAHHbIX
ybenuTech, 4To fLoBEPSETe KOMMNAHWKU UNK Fpynne-pa3paboTymky.
BoicTpbiit nonck B Google u npoBepka skcneptamu B 061acTn
undpoBoi 6e30MacHOCTM MOryT MOMOYb NPOBEPUTbL HALEXKHOCTb
NOTEHLMANbHOTO NOCTABLUMKA TEXHONOrMi. Huxe npencrasneH

psL, BONPOCOB, KOTOPble CTOUT UMeTb B BMAY: OHM NpoaatoT unm
nepesatoT IMYHble AaHHble? ECTb M y HUX B LUTATe COOTBETCTBYOWME
3KcnepTbl B 061acTM 6e30nacHocTH? MpeanarakoT I OHW QYHKLMK
6e30nacHOCTM (HanpuMep, ABYX(DAKTOPHYIO ayTEHTUDMKALMIO),
KOTOpble NOMOTYT 3aLUMTUTb BaLLly YYeTHYI0 3anucb?

XpaHeHMe gaHHbIX M NOAUTUYECKME NapTUm

BPELOHOCHbIE MPOrpaMMbl Ha CepBepPbI U NOAKIHOUYEHHbIE
CUCTEMbI XXEPTB U, B KOHEYHOM UTOTE, BbIKPACTb
KOHuAeHUManbHbie AaHHbIe. Koraa 06 3101 xakepckon
aTake CTafio M3BECTHO, KoMnaHus Microsoft 6bicTpo
BbIMYCTUAQ OBHOBIEHWE U UHCTPYKLMU MO BbISBIEHUIO

W yOaneHWIo NoTeHLMaNbHbIX BPELOHOCHbIX MPOrpaMMm.
OnHako y MHOMMX OpraHu3aumii 66110 He[OCTaTOYHO
NT-pecypcoB ans 6bICTPOro NpUMEHEHNS TakKnx
0BOHOB/EHMI, NO3TOMY OHM OCTaBANUCh HE3ALWMLLEHHbIMU

B TeYEeHMe AMTeNbHOrO BpeMeHW. Maclutabebl 1
NoCNencTBUs CTONb rN06aNbHOM XaKepCcKoW aTaku XopoLlo
WNTOCTPUPYIOT OMACHOCTb, KOTOPOM NOABEPrakTCs

napTuu, NpeanoYmTatoLLMe UCNONb30BATb NOKANbHbIE
cepBepbl 411 XPAaHEHWUS SNEKTPOHHOM NMOYTbl U ApYryio
KOH(®UAEHUMaNbHY MHDOPMaLMIO, 0COBEHHO Npu
HeLOoCTaTOYHOM MHBECTMPOBAHMM CPELCTB HA CNeumasbHbIi
nepcoHan, oTBevatoLwmit 3a Knbepbe3onacHoCTb.



https://www.bleepingcomputer.com/news/security/norway-parliament-data-stolen-in-microsoft-exchange-attack/
https://www.bleepingcomputer.com/news/security/norway-parliament-data-stolen-in-microsoft-exchange-attack/

HQOHHJQ OCHOBa:
3allMTa YYETHbIX

KoMMyHMKauumn
1 GesonacHoe
XpaHeHUe aHHbIX

Co3paHue KynbTypbl

6e3onacHocTn y
3anuceit U ycTpoincTs

NPEMMYLLECTBA OBJ/IAHHOIO
XPAHUMAULLA

[Naxe e Bbl NpeAnNpUHAM BCe HEOOXOAUMbIE Mepbl A5 3aLUMThI
KOMMbtoTEpPOB OT BpeaoHocHoro MO 1 dusnyeckoi Kpaku, BEpOSTHOCTb TOTO,
4TO JOCTATO4HO PELUMTENbHBINA NMPOTUBHUK MOXET B3/10MaThb Balll KOMIbHOTED
WU NOKaNbHbINA CepBep, No-NpexHeMy cylecTyeT. MM ropasao TpyaHee
CMpaBUTLCA C TAKMMU CUCTEMAMM 3aLUUTHI, Kakue npeanarart Google unu
Microsoft. HapexHble koMnaHum, 3aHuMarLwmecs 061a4HbIMM XPaHUAULLAMM,
pacronaralT HeNpeB30iMAEHHbIMU 3KCNepTaMu B 0bnactu 6e3onacHocTv 1
MMEIOT MOLLHBIA KOMMEpPYECKMI CTUMY, 4TOBbI 06eCneynTb MaKCUMANbHYH
6e30nacHOCTb CBOMX Nosb3oBaTenei. O/HUM CI0BOM: CTPATEr1i0 HaZEXHOTo
06/134HOr0 XpaHUIuLLA ByAeT HAMHOrO NPOLLEe BHEAPUTL U NOLAEPXKMBATL
ero 6e30MacHoCTb C Te4eHUeM BpeMeHu. [o3ToMy BMECTO Toro, 4To6bl iyMaTb,
KaK 3aLuTUTb COBCTBEHHbIN CepBep, Bbl MOXETe COCPeAOTOUUTb YCUIUS Ha
HecKonbkux Bonee NpocTbix 3afadax. XpaHeHue 6onblueit YacTv MHopMaumm
B 061aKe MOMOraeT CNpaBUTLCS C LiENbIM PSAOM PacnpoCTPaHEHHbIX PUCKOB.
KTo-T0 3abbin KOMNbLOTEP B pectopaHe unu TenedoH — B aBTobyce? PebeHok
OMPOKMHYN CTakaH CoKa Ha KNaBMaTypy M YCTPOMCTBO nepectano pabotaTh?
Y coTpyaHvKa obHapyxeHo BpenoHocHoe M0 1 eMy HyHO cTepeTb C
KOMIbOTepa BCe aHHble W NepeyCcTaHoBUTb cucTeMy? Ecam Bonbluas vacTb
LOKYMEHTOB M JAaHHbIX HAXOAMTCS B 06N1aKe, UX IETKO MOXHO MOBTOPHO
CUMHXPOHU3MPOBATb C YCTPOIMCTBOM M HayaTb paboTy 3aHOBO Ha OYMILEHHOM
UNK HOBOM KoMnibloTepe. Kpome Toro, eciv Ha KOMMboTep NMPOHUKHET
BpenoHocHoe M0 unan ecnu BOp NpOCKaHUPYET XKECTKMIA AUCK, MY NPOCTO
Heyero byaeT KpacTb, MOCKO/bKY AOCTYN K 60/bLUEN YaCTU JOKYMEHTOB
ocylecTenseTcs Yepes seb-6paysep.

KAKOro nPOBAUAEPA
OBJ/IAYHOr0 XPAHU/IULLA
BbIBPATb?

[lBymMs Hanbonee nonynspHbIMM NpoBaaepamMm 061a4HOro XpaHUAULLA
asngotcs Google Workspace (paHee n3BecTHbI Kak GSuite) u Microsoft
365. Ecnm Bbl v BalUM COTPYAHMKM Yxe ucnonb3yete Gmail, umeet
CMbICN 3aperncTpupoBaTh CBOK opraHu3auuio B Google Workspace

M XpaHWUTb AaHHble Ha Google Drive, nonb3ysncb BCTPOEHHbIMU
nHcTpyMeHTamu Google Docs, Sheets 1 Slides ans o6pabotku TekcTos,
3N1EKTPOHHbIX Tabnuu, M npe3eHTaumit. AHanormuHbiM 0b6pasom, eciv B
Ballei opraHM3aumu NpuBbIKAKM nonaratbcs Ha Excel u Word, npole
BCEro 3apernuctpupoBartbes B Microsoft 365, nocne yero opranmsaums
nonyuut goctyn k Outlook ans paboTbl C 3NEKTPOHHOW NOYTOM, a TaKxke
K IMLLEH3MOHHbIM BepcuaMm Microsoft Word, Excel, Powerpoint u Teams.
HesaBucumo ot BbI6paHHOro npoBaiaepa, ans 6e30nacHoro XxpaHeHus
[laHHbIX B 06nake He0bX0AMMO MPaBUIbHO HACTPOUTb NapaMeTpsbl
obLwero AocTyna v Hay4YuTb COTPYAHMKOB pa3bmpaTbCs, C KEM U B KaKMUX

CUTYaLMAX MOXKHO (MM HeNb3s) 0OMEHMBATLCS NankamMu U JOKYMEHTaMMU.

B 60/1bWIMHCTBE CNyYyaeB BaM MOHALOBUTCS HACTPOUTL OFPAaHUYEHH DI
[0CTYN K NankaMm B 06/1a4HOM XpaHUNULLE, OTKPbIB €ro TONIbKO ANS Tex
COTPYAHMKOB, KOTOPbIM 3TO HEOB6XOAMMO Ans paboTbl C onpeaeneHHbIMU
tarinamu. PerynsipHo nposepsiiTe cucTeMy, YTobbl YBeanTbes, YTo

Bbl HE «pacluapuBaeTe» kakme-nnbo dannbl (Hanpumep, BKIOUMB

KoMMyHuKaummn n 6e3onacHoe xpaHeHne AaHHbIX

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

be3sonacHocTb B MIHTepHeTe _
6e3onacHocTn

YHUBEPCANbHbI 06K [OCTYN MO CCbINKe K dainam, BOCTyn K KOTOPbIM
BOJKEH ObITb OrPaHUYEH HECKObKUMMU TIOAbMK).

YTO AENATb, EC/IN HE
[I0BEPAELLDb GOOGLE,
MICROSOFT WU APYIrOMY
NMPOBAMNAEPY OBJ/IAYHOIMO
XPAHU/IULLIA?

Ecnm KT0-To M3 Bawmx NPOTUBHMKOB (K MPUMEpY, UHOCTPAHHOE UK
BHYTPEHHEee NPaBUTENbCTBO) MOXET Ha 3aKOHHbIX OCHOBAHMSX 3aCTaBUTb
Google nnun Microsoft (unu gpyroro npoeaiiaepa 061a4HOro XpaHMIULLA)
nepeaaBaTb €My AaHHbIe, TO 3TO He CaMbli Ny4LMiA BApUAHT Ans

XPaHeHWst CBOMX AaHHbIX. TaKne pucku MOryT ObiTb BbllLe, €CIM BaLIUM
NPOTUBHUKOM SBNSETCS, K NpuMepy, npasutenbcteo CLUA, Ho ropaspo

HUXeE, eI Ball MPOTUBHMK — 3TO aBTOPUTApPHbIN pexuM. [ToMHUTE, 4To
NOSUTUKA nepefayn faHHbix Google u Microsoft aeicTyeT Tonbko

B TOM C/ly4ae, eciv OHU 0693aHbl NepeaBaThb JaHHbIE MO 3aKOHY, U
NpW3HaiTe, YTO Balla OPraHM3aLMs CaMa MOXET CTONIKHYTbCS C TaKUMM

e pUanNYecKMMmU TpeboBaHMSMM BaLLEro NpaBUTENbCTBA NPY YCIOBUM
NIOKanbHOro pasMelLeHns AaHHbIX. B cutyaumsx, korga Mcnonb3oBaHue
obnayHoro xpaHunumwa Google nnu Microsoft He nMeeT cMbICa AN

BalLiell OpraHu3aLym, B Ka4ecTBe anbTepHaTUBHOMO BapMaHTa MOXHO
paccmotpeTb Keybase. OyHkums «komaHabl» B Keybase nossonsiet
opraHu3aumnm obMeHnBaTbCs Gainamm u coobLLEHNUSIMU, UCMONb3YS CKBO3HOE
wudposaHue B BesonacHoi 06nayHo cpeae, He Monarascb Ha CTOPOHHETO
npoBaiaepa. Takum 06pa3oMm, 3T0O MOXKET ObiTb XOPOLIMM BapUaHTOM ANs
6e30nacHOro XxpaHeHMs LOKYMEHTOB v GaiinoB opraHusaumu. OgHako
60/1bLUMHCTBO NOMb30BATENEN NIOXO0 3HAKOMbI € NpunoxeHuem Keybase,
no3TOMY UMeliTe B BMAY, YTO ero BHeLpeHue, CKopee BCero, noTpebyet
60nbLue 0ByyeHns U YCUIUiA, YeM UCMONb30BaHME APYTUX BbILLEYNOMSIHYTbIX
peleHunit. C y4eToM BCero Bbllecka3aHHOro, eI Bbl PellnTe eiCTBOBaTb
CaMOCTOATENbHO M BOODLLE He MCMOoNb30BaTb 061a4YHOe XpaHUAHULLE, KpaliHe
Ba)XXHO BK/1afblBaTb BPEMS U PECYPCbI B YCUEHWE LIMGPOBOI 3almTbl
YCTPOICTB Baluei OpraH13aLmMm 1 obecneyeHre Haanexallei HacTpoKu,
WwndpoBaHMs U hrU3nyeckoi 6e30nNacHOCTM BCexX NOKabHbIX cepBepoB. Bbl
MOXeTe CIKOHOMMUTb Ha eXXeMecsiyHOM aboHEHTCKOM nnaTe, Ho 3To byaeT
CTOMTb Ballei OpraHM3aLmm BpeMeHU 1 pecypcoB COTPYAHMKOB, @ Cama
OpraH13aums CTaHeT ropasfo 6onee ys3BMMON ANs aTak.

PE3EPBHOE KONMNPOBAHUE
AAHHbIX

PesepsHas konua HeobxoanMma, He3aBMCUMO OT TOTO, FAe Balla OpraHM3aLms
XPaHUT AaHHble — Ha PU3MYECKMX YCTPONCTBax uim B obnake. [loMHuTe:
BbIOMpas pu3Myeckne HOCUTENU, LOBOLHO NIETKO NOTEPATL AOCTYN K
cob6CTBEHHBIM AaHHBIM. MOXHO NOBpeauTb XEeCTKU AnCK, baHanbHO Nponvs
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~ MpoyHas ocHoBa KommyHuKauum
Co3aaHue KynbTypbl
_ 3aUinTa Yy4YeTHbIX n 6930ﬂaCHOE
6e3onacHoCcTH
3anuceil 1 yCTpoicTs XpaHeHUe aHHbIX

Kode Ha koMnbtoTep. KOMMbloTepbl COTPYAHMKOB MOTYT B3/10MaTh, a BCe
nokanbHble daiinibl 3a610KMPOBATH C MOMOLLbIO MPOrPaMMbl-LIAHTAXMCTA.
YCTPOMCTBO MOXHO 3a6bITb B NOE34e, ero MoryT yKkpacTb BMecTe €
noptdeneM. Kak yxe ynoMmHanoch Bbilue, UCMOb30BaHWe 06/1a4HOr0
XPaHWUNULLQ SIBNSETCS ONTUMANbHBIM BbIBOPOM, MOCKONbKY OHO, MOMUMO
NpoYero, He NPUBS3aHO K KOHKPETHOMY YCTPOWCTBY, KOTOPOE MOXET BbITh
3apa)KeHo, NoTepsiHO unK ykpageHo. B OC Mac npeagycMoTpeHO BCTpOeHHOe
nporpamMMHoe obecneyeHune gns pesepeHoro konnposanus Time Machine,
KOTOpOe MCMoNb3yeTcs BMeCTe C BHELWHWUM YCTPOMCTBOM XpaHeHMs
LLaHHbIX; B ycTpoiictBax ¢ OC Windows aHanornyHyo GyHKLMIO BbINOSHSET
Wctopus daiinos. iPhone 1 Android aBToMaTnyecku co34aoT pesepaHble
KOMUK Hanbonee BaXHOTo COAEPXKMMOro B obnake, ecm faHHas GyHKLMS
BK/IOYEHA B HacTpovikax TenedoHa. Ecnv Bawa opraHusaums ucnonbsyet
obnayHoe xpaHunuuie (Hanpumep, Google Drive), puck oTkntouenuns Google
MW YHUYTOXEHUS AAaHHbIX B pe3y/bTaTe aBapuu SOBO/IbHO HU30K, HO
yenogeyeckuii GakTop (Hanpumep, ciyyariHoe yaaneHne BaxHbix $annos)
no-npexHemy ocraetcs. BoaMoxHo, Bam cTouT nopgobpath pelueHue ans
061a4HOro pe3epBHOro KonupoBaHus, Hanpumep Backupify unu SpinOne
Backup. Eciv paHHble XpaHATCs Ha NOKaNbHOM CepBepe W/MNu NoKanbHbIX
YCTPOICTBaX, BbIOOP HAAEXKHOTO peLueHns Ans pe3epBHOI0 KONMPOBaHUS
[LaHHbIX CTAaHOBWTCS elle Honee BaXHbIM. MOXHO CO3aaTb pe3epBHYI0
KOMWIO f@HHbIX OPraH13aLMm Ha BHELLHEM XXECTKOM AUCKE, HO B TaKoM
c1yyae 0bs3aTenbHO 3aWwndpyiiTe 3TOT XKECTKUIA AUCK, YCTAHOBUB HafEXHbIN
naponb. B Time Machine npenycmotpeHa dyHKUMS WMOPOBAHMS XKECTKMUX
[IMCKOB, IMBO MOXHO BOCMO/b30BATLCS MPOBEPEHHBIMM MHCTPYMEHTaMM
wudposanusg, Hanpumep VeraCrypt unu BitLocker. Bce ycTporictea
pe3epBHOro KOMMPOBAHMS JOMKHbI XPAaHWUTLCS OTAENBHO OT MPOUMX
YCTPONCTB U hanno.. [TOMHUTE: eCnn NoXKap YHUUTOXMUT U KOMMbLOTEPSI, U
pe3epBHble KOMUK, AaHHble ByayT 6e3B03BPaTHO NOTEPSIHbI. XpaHUTE KOMUIO
B CAMOM HaAeXXHOM MecTe, Hanpumep B BaHKOBCKOM siuelike.

Mpumeyanue. Ecnm Bbl Nonb3yeTtech yciyramm 0bn1avyHoro nposaraepa
B CTpaHe, rae AeiCTBYIOT 0cobble 3aKOHbI O IOKANM3aLmMm AaHHbIX,
NPOKOHCY/IETUPYHTECH C KOPUCTAMU, YTOObI MOHUMATb, KAk pelleHke

6ezonacHoe XpaHeHMe AaHHbIX

Yrto genatb, Korga
4TO-TO MAET He TaK

3awmTa dpusmnyeckoin

besonacHocTb B MHTEpHeTe E
6e3onacHoCTH

06/1a4HOM0 XPaHWMLLA MOXET COOTBETCTBOBATb BCEM MECTHbIM TPEBOBAHMUSM.
B HacTosiee BpeMs MHOMMe npoBaiaepbl 061a4HbIX XPaHUIULL, BKIKOYas
Google n Microsoft, npegnarator KnneHTam, BO3MOXHOCTb, HaNpUMep,
BbIOpaTh reorpaduyeckoe pacronoXeHne CBOMX AaHHbIX B obnake.

noBbilIEHUue
6esonacHocTMn
001a4YHbIX YYETHBIX
3anucen napTm

Ecnv Bawa naptvs pewuT 3aperucTpupoBaThb JOMEH B
Google Workspace unu Microsoft 365, umeiite B Buay, 4yto
06e 3T KOMMAHUM NpeS/aratoT NOBbILEHHbIA YPOBEHb
6e30MacHOCTM YYETHbIX 3anucel as NoAUTUYECKMX
opraHu3auui. [lporpaMMa A0NONHUTENLHON 3aLUMTbI
ot Google u cnyx6a Microsoft AccountGuard
06ecneynBatoT AOMONHUTENbHbIE YPOBHU 3aLLUUTbI

BCeX 00/1auHbIX YYETHbIX 3anuceii Ballei napTuu,

4TO MO3BOJISIET CYLLECTBEHHO CHU3UTb BEPOSTHOCTD
3hdeKTMBHOrO GULIMHIA M B3N1OMA YYETHOM

3anucu. Ecv Bawwa opraHusaums 3aMHTepecoBaHa

B peanu3aLmm ynomsHyTbIX NIaHOB, TOCETUTE
YKa3aHHble Bbille BeDO-CaliTbl MU CBSXXMTECH C HAMK
no agpecy cyberhandbook@ndi.org ing nonyyexus
LOMONHUTENBHOM MHOPMaLMK.

o MWcnonb3yiiTe TONBKO HageXHble CAY:KObl 06/1a4HOM0 XpaHMAULLA A8 XPaHeHus

KOHpUAEHUNANBHBIX AAHHDIX.

« VY6epguTech, UTO BCe NOAK/OUEHHbIE Y4eTHbIe 3anncu, UCrosb3yemble 419 4OCTyNa K TaKoM
cny»k6e, 3amLLeHbl HageXHbIMU NaponamMm 1 AByXPakTOpPHOM ayTeHTUGUKaLMen.

o YcTaHOBUTE M NPUMEHANTE NOAUTUKY OrpaHUYeHus napameTpoB obLuero gocTyna B o6nake.

° Hay'-IMTE BCeX COTPYAHMKOB, KaK npaBunabHO obmeHMBaTbLCA (a B KaKMUX C/ydYaAxX He CToOUT

06MeHMBaTbCA) AOKYMEHTaMU.

o Ecau B Bawei opraHn3aLMm oTAAOT NpeanoYTeHne N0KaNbHOMY XPaHEHUH AaHHbIX,
MHBECTUpPYNTe B KBanuduumpoBaHHbIX UT-cneumanncros.

o 0O6ecneubTe 6e30NACHOCTb pe3epBHbIX KONUI AaHHbIX — 3aWndpyiTe }KecTKue AUCKN unmu
Apyrve ycTponcTBa pe3epBHOro KONMpoBaHuA.
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bezonacHoOCTbL B
MHTepHeTe

MpoyHas ocHoBa: KoMMyHMKaLum

Co3paHue KynbTypbl
3alMTa YYETHbIX 1 6esonacHoe BesonacHocTb B UHTEpHETE

6e3onacHocTH

3awuTa dpusmyeckon

o o 6e3onacHocTH
3anuMcen u yCTpomcTe XpaHeHue AaHHbIX

Yto genatb, koraa
YTO-TO MAET He TaK



KommyHukaumm
1 6esonacHoe

MpouHas ocHoBa:
Co3aaHue KynbTypbl

3alNTa YYETHbIX
6e3onacHocTn

3anuceit U ycTpoincTs XpaHeHHe AaHHbIX

Bawa akTtuBHOCTb B UHTEpHeTe Ha TenedoHe
WM KOMMNbIOTEPE MOXET HEMANO paccKkasaTb O
Bac U Ballel opraHusauum.

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

BesonacHocTb B UHTepHeTE ~
be3o0nacHoCTU

BaxkHO XpaHWTb KOHPUAEHUMANBHYIO MHOPMALMIO, HaNpUMEp UMeHa
nob30BaTesNei U Naposu, BBOAMMble Ha BeG-CaliTax, CBoM CoobLLeHMs
B COLMANbHBIX CETAX UK, B HEKOTOPbIX Cy4YasX, AKE Ha3BaHMS
noceLLaeMbiX Be6-CaNTOB, BHE MOAS 3peHMUS MOCTOPOHHMX a3,

Ewe oaHa pacnpocTpaHeHHast npobieMa — 3a610KMPOBaHHbIA UK
OrpaHMYEHHbIM JOCTYN K ONPEAENEHHbIM CalTaM UK NPUIOKEHUSM.
3T ABe NpobaeMbl — CIEXKA U LieH3ypa B MHTepHETe - BCTpeyalotcs
MOBCEMECTHO, @ CTPATEMMM MO YMEHbBLUEHMWIO MX BO3AEMCTBUSA CXOXKM.

bezonacHana pabora B ceTn

NCMNOJ/iIb3OBAHUE NMPOTORO/1I0B HTTPS

Hanbonee BaXXHbIM LLIAromM B OrpaHUYE€HNM BO3MOXHOCTEMN
NPOTMBHMKA CNeaWTb 3a Balleil opraHu3auuen B MiHTepHeTe
ABNSAETCA MUHUMU3ALMS LOCTYNHOM MHGOPMALLMM O BaC

M aKTMBHOCTU Bawwmx konner B MHTepHeTe. 0693aTenbHO
npoBepsiTe 6€30MacHOCTb NOAK/OYEHUS K BEB-CaiiTaM:
ybeputech, uto URL-agpec (MectononoxeHue) HauMHaertcs ¢
«https», a B aapecHoM CTpoke Balero bpaysepa otobpaxaetcs
3Ha4YoK B BUAE MaNeHbKoro 3amMouka. Koraa Bbl pabotaeTe B
NHTepHeTe, He ucnonb3ysa wWudpoBaHue, BBOAMMASA Ha caiiTe
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nHdOpMaLMs (BKIKOYAA Naponin, HOMepa CHeTOB Unn coobLieHus),
a Takxe CBEAEHMS O MOCELLAEMOM CalTe U CTPAHMLAX OCTATCS
He3alMLLeHHbIMU. ITO 03HauaeT, uTo: (1) nobble xakepbl U3 ceTu,
(2) ceTeBol agMUHKUCTpaTOP, (3) NpoBaiaep AocTyna K MHTepHeTy
1 nobas opraHMsaums, C KOTOPOM OHU MOTyT 06MEHMBATLCS
[aHHbIMM (HampuMep, rocyaapCTBEeHHbIE OpraHbl), (4) npoBanaep
focryna Kk MHTepHeTy nocewaemoro caita 1 nobas opraHusaums,
C KOTOpPOM OH#M MOTYT 0OMEHUBATLCSA AAHHBIMU, U KOHEYHO Xe

(5) nocewaemblii caiT noayyatoT 4OCTYN K AOBOJIbHO 60bLIOMY
06beMy NOTEHLUMANBHO KOHPUAEHLMANbHOM MHDOPMALMK.



ﬂpOHHaﬂ OCHOBa:
3allMTa YYETHbIX

KomMyHuKaumum
Yro penatb, Koraa

YTO-TO UAOET He TakK

3awmTa $pusmnyeckoi
6e3onacHoCTH

Co3paHue KynbTypbl

BesonacHocTb B UHTepHeTE
6e3onacHocTn

1 6esonacHoe

3anucen u yCcTpoucre XpaHeHne AaHHbIX

Hag3sop, ueHsypa v noaMTUYecKue napTum

bnoknposaHune NHTepHeTa BO BpeMs U3GUpaTenbHOro
npoLecca AULWAET MOAUTUYECKME NAPTUM BO3MOXHOCTU
nony4aTb NOAAEPXKKY CO CTOPOHbI U3bupaTenen u
006LWaTbCs C HUMU Yepes KaHasbl KOMMYHUKALMK OHNAMH.
MopobHoe 61OKMPOBaHME NPOMCXOAMUT BCE Yallle U MHOrAa
6bIBaET HaLleNeHo Ha onpeaeneHHble PerMoHbl CTPaHbI
WA NONyNspHble NpUNoXeHus, Hanpumep Facebook nnu
WhatsApp, a nHoraa LOX0AMT A0 NOAHOIO OTK/IKOYEHUS
MHTepHeTa. He3aBucKMO OT TOro, HanpasnieHa Takas
LleH3ypa NpOTUB KOHKPETHOM MOIMTUYECKOM NapTum

WU HET, OHa NPaKTUYECKM BCEraa UMeeT cepbesHble
nocnencTemna ona NOANTUYECKUX KOMMyHVIKaLI,VIﬁ n

MH(OPMALMOHHO-NPOCBETUTENLCKO AESTENBHOCTU NAPTUM.

be3sonacHocTb B MHTepHeTe

BcnoMHUM, Hanpumep, pelweHune snactein MHanu
OTK/UYUTb MHTEPHET B OTAENbHbIX PErMOHaX CTPaHbl

B0 Bpems Bbibopos 2019 ropa. Ha nepuopa Beibopos

B HEKOTOPbIX WTaTax 6bia1 3a610KMPOBAH A0CTYN K
MOBUAbHOMY UHTEPHETY 1 NONYNAPHBLIM MPUNOXEHUIM
ans obMeHa coobweHunsamu, Hanpumep WhatsApp.
BnokupoBaHue NpUNOXeHU Ans obMeHa CoobLWEeHUMU
M MOBUNBHOrO VIHTEpHETa B LLEIOM Mewano napTmam
onepaTMBHO AenuTbCs C M36MpaTeNnsiMu BaKHbIMM
DAHHBIMM O CBOMX KaMMaHMUAX, NpoLLecce ronocoBaHus u
npouyer MHGopMaumeii, CBI3aHHOW C BbiIBopamu.
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https://edition.cnn.com/2019/05/08/tech/india-election-internet-shutdowns/index.html

MpoyHas ocHoBa: KommyHukaumm -

Co3naHue KynsTypbl _ 3awmTa $pusmnyeckoi Yro penatb, koraa
3alUmMTa YYeTHbIX 1 6esonacHoe BesonacHocTb B UHTepHeTE -

6e3onacHocTn 4TO-TO MAET He TaK

6e3onacHoCTH = ~
3anuceit U ycTpoincTs XPaHEeHWe AaHHbIX

[laBaitTe pacCMOTPUM peanbHblii NPUMEP TOTO, KaK BbIMNAAUT paboTta B MHTepHETe 6€3 MCNONb30BaHMSA Wb POBaHUS:

Bbinepyka n3 pabotsl MpoekT Totem«Kak ycrpoen UHTepHet» (CC-BY-NC-SA)
|_|pVI pa60Te B MHTepHeTe 6e3 1cnonb3oBaHMs LIJl/IqJDOBaHl/Iﬂ BCeé BalUM AaHHbIE€ OCTAKTCA He3alWMNLWEHHbIMU. Kak nokasaHo Bbille,
NPOTUBHUK BUAMT, A€ Bbl HAXOAUTECDH, 3HAET, YTO Bbl 3aX04UTE Ha CanT news.com un nepexoaute Ha CTpaHuLy O NpoTecTax B Ballen
CTpaHe, U BUOAUT Naponb, KOTOprl;’I Bbl BBOAUTE O/19 BXOO4d Ha CanT. |_|O,D,06Haﬂ MH(DOpMaLI,VIﬂ B YYyXXUX pyKaX HE TOIbKO noaBepraeTt
0ONacHOCTM Bally YHETHYH 3annCb, HO U l/IHCbOpMMpyeT NOTEHUMATbHbIX MPOTUBHMKOB O TOM, YTO Bbl A€NaE€TE UMK O YEM OyMaeTe.
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https://learn.totem-project.org/assets/courseware/v1/611bbb851ee6a4ec08cb5d9804db7b05/asset-v1:Totem+TP_IP_001+2018+type@asset+block/en_howtheinternetworks.pdf

MpoyHas ocHoBa: KommyHukaumm
3aLMTa YYETHbIX 1 6e3onacHoe BesonacHocTb B UHTepHeTE
3anuceit U ycTpoicTs XpaHeHHe AaHHbIX

Co3aaHue KynbTypbl
6e3onacHocTu

3awmTa $pusmnyeckoi Yrto genatb, Korga
6e3onacHocTn 4TO-TO MAET He TaK

Mcnonb3zoBaHue npotokona HTTPS («s» 03HavaeT «3alMLeHHbIN») NpeanonaraeT 3a4eMcTBOBaHME WNMPPOBAHUSA. ITO NO3BONSET
CYLLEeCTBEHHO MOBbICUTb YPOBEHb 3aLLMThI.
PaccmotpuM npumep paboTbl B MIHTEpHeTe ¢ ncnonb3oBaHueM npotokona HTTPS (npegnonaratolero wudpoBaHue):

Bblaepxka 13 pabotbl MpoekT Totem«Kak ycrpoed UntepHet» (CC-BY-NC-SA)
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MpoyHas ocHoBa KommyHukaumm

Co3paHue KynbTypbl

- 1 6esonacHoe
0e3onacHoCTn

3allMTa YYETHbIX

3anucei u yCcTpoucre XpaHeHue NaHHbIX

Mpu ncnonbzoBaHum npotokona HTTPS noTeHumManbHbii
NPOTUBHMK He YBUAMT Ball Naposb UK UHYIO
KOHPUAEHUMANbHYIO MHbOPMaLMIo, BBOAUMYH Ha Beb-caliTe.
OnHaKo OH MO-MpeXHeMy CMOXET BUAETb NoceLlaemble
[loMeHbl (Hanpumep, news.com). U xoTa npotokon HTTPS Takxe
npegnonaraet WuppoBaHue MHPOPMaLMU O KOHKPETHbIX
nocelaeMbix CTpaHMLAX caiTa (Hanpumep, website.com/
protests), UCKyLLUEHHbIe MPOTUBHUKM BCE PABHO MOTYT MONYYUTb
[OCTyn K 3TOM MHPOpMaLMKM, NpOCMOTpeEB Bal MHTepHeT-
Tpadwk. Mpu ncnonbsosaHum npotokona HTTPS npotneHuMK
MOXET Y3HaTb, YTO Bbl MEPEeLUIN Ha CalT NEWS.COM, HO OH He
CMOXET YBMAETb Ball Naposb, U eMy ByaeT cnoxHee (HO He
HEBO3MOXHO) y3HaTb, YTO Bbl MPOCMaTpMUBaeTe MHGOpPMaLWMIO O
npotecrtax (MCNonb3ys Tekywumi npumep). B atom 3aknouaetcs
npuHUMNuanbHas pasHuua. Oba3atenbHo nposepsiTe Hanuuune
npotokona HTTPS, npexzae yem nepeiiTi K pasgenam Beb-
CaliTa Unu BBECTU KOHPUAEHUMANbHYO MHDOPMaLMIO. Bbl Takxke
MOXeTe YCTaHOBUTb paclumpeHue 6paysepa HTTPS Everywhere,

Yrto genatb, Korga
4TO-TO MAET He TaK

3awmTa dpusmnyeckoin
BesonacHocTb B UHTepHeTE -
6e3onacHocTn

yTo6bl NpoTokon HTTPS ncnonb3oBancs NOCTOSHHO, UMK, €CIN
Bbl Mcnonb3yeTe Firefox, Bkniounts B Gpaysepe pexuM T01bKO
HTTPS.

Ecnu 6paysep Bbigaet npegynpexaeHue o NoTeHLUMANbHO
Hebe30MacHOM KOHTEHTe Ha CaiTe, He UrHOpuUpyiiTe ero. YTo-
TO He Tak. CuTyaumsa MoxeT 6bITb kak abcontoTHo 6e306mMaHoM
(x NpuMepy, y caiTa NpocpoyeH cepTMduKaTt 6e30nacHoCTH),
TakK M OMaCcHOW (CalT MOXEeT 0Ka3aTbCs MOAAENbHbIM UK
danblumnebiM). B ntobom ciyyae, cnenyet NnpuciyLlaTbes K
npeLynpexaeHuto U He nepexoauTb Ha 3TOT caiT. OyeHb
BaXKHO MCMONb30BaTh NpoTokon HTTPS u 3awmndpoBaHHbIN
npotokon DNS, obecneunBatowwmii LONONHUTENbHYIO 3aLWUTY
OT CNeXeHns U 6BNOKMPOBKM CalTOB, HO €C/IM B OpraHu3aLmm
npeanosiaraeTcsl BO3MOXHOCTb LieIeHanpaBieHHOM CNeXKM 33
BalLel aKTMBHOCTbIO B VIHTEpHETE M ecin Bbl CTaNKMBAETECH C
U30LLPEHHOW LieH3ypoW B MHTepHeTe (Hanpumep, 610KMpOBKOM
Be6-CalTOB U NPUNOXKEHWMI), MOXXHO BbIOpaTb HALEXHYIO
BMPTYyanbHyt YacTHyto ceTb (VPN).

UcnonbzoBanue saumdpposaHHoro nporokona DNS

Ecnu Bbl XOTUTE 3aTPYyAHUTD (HO HE MCKTHOUMTD)
BO3MOXHOCTb NMOTyYEHWUS CBELEHUI O NMOCELLAEMbIX BaMK
Beb-carTax NpoBanaepoM A0CTyna K MIHTepHETY, MOXHO
MCMOJb30BaTh 3alMdpoBaHHbIM NpoTokon DNS.

Ecnu Bam uHTepecHo, DNS paclumndpoBbiBaeTcs Kak
«CUCTEMA [OMEHHbIX UMeH». [10 cyTu, 310 TenedoHHas
KHUra MHTepHeTa, nepeBoasLLas yoobHble Ans yenoseka
[LOMEHHbIe MMeHa (HanpuMep, ndi.org) B yo06HbIe

ona MiHtepHeTa appeca uHtepHet-npotokona (IP). 31o
Nno3BONSET NOASM UCNONb30BaTh Be6-Opay3epsbl ans
MpOCTOro MoMcKa U 3arpy3ku MHTEPHeT-pPecypcoB U
noceuieHuns sBe6-cantos. Og4HAKO NO YMONYAHMIO MPOTOKON
DNS He 3awundposaH.

Y1061 MCNONB30BaTH 3alMdpoBaHHbIM NpoTokon DNS
1 B TO e BpeMS HEMHOIO MOBbICMTb 6e30MacHOCTb
UHTEPHET-TpadMKa, MOXHO 3arpy3uTb U 3aNyCTUTb
npunoxenue Cloudflare’s 1.1.1.1 Ha koMnbloTepe mUnu
MOOWMNBbHOM YCTPOMCTBE. [JOCTYMNHbI U ApYrMe BapuaHThl
MCMNOMb30BaHMUS 3alIMPPOBaHHbIX NpoTokonos DNS,
BKtoyas Google 8.8.8.8, Ho ux HacTporika Tpebyet
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6onbLie TexHu4eckux npoueanyp. B 6paysepe Firefox
3awmndpoBaHHbIi DNS BKIOYEH MO YMONYAHMIO.
Monb3oBatenu 6paysepos Chrome unu Edge moryt
BKIOYUTb 3awimndpoBaHHbI DNS B paclumpeHHbix
HacTpovikax 6e3onacHocTn Bpay3epa, BKNHOUYMB
«mcnonb3oBaTb 6e3onacHbit DNS-cepeep» u Bbibpas «C:
Cloudflare (1.1.1.1)» unu npoBaingepom Ha Bbi6Op.

Cloudflare 1.1.1.1 ¢ WARP wudpyet Baw DNS 1 gaHHbIe
6pay3epa, BbinonHas GyHKumo 06bi4HOro VPN. Xota WARP
He No3BOJISIET CKPbITb COBCTBEHHOE MECTOMONOXEHNE

OT BCEX MoceLlaeMbIx Beb-caiToB, 3Ta NpocTas B
MCNonb3oBaHMK bYHKLMS MOXET MOMOYb COTPYAHMKAM
BalLlei opraHM3auum BOCMOAb30BATLCS NPEUMYLLECTBAMU
3awmdposaHHoro DNS 1 gononHMTeNbHOM 3aLWMTbl OT
BaLLero npoBanaepa foCTyna K MHTepHEeTY B CUTyaumsx,
Korga nonHoueHHbiM VPN nnbo HepocTyneH, niMbo He
TpebyeTcs B yUI0BUSX TEKYLIMX Yrpo3. B paclumpeHHbIx
HacTpovikax DNS-npotokona Bepcun 1.1.1.1 ¢ WARP
COTPYLAHMKM MOTYT Takxe BKAunTb dyHkumio 1.1.1.1 ang
UseHOB CeMbM, YTOBbI 06eCNeUnTb LOMONHUTENbHYIO 3aLUUTY
OT BPEA,OHOCHBIX MPOrpaMMm npu aoctyne B MHTepHeT.


https://www.eff.org/https-everywhere
https://www.cloudflare.com/learning/dns/what-is-dns/
https://1.1.1.1/
https://developers.google.com/speed/public-dns/docs/using
https://developers.cloudflare.com/1.1.1.1/dns-over-https/web-browser#google-chrome--microsoft-edge--brave
https://support.mozilla.org/en-US/kb/https-only-prefs#w_enable-https-only-mode
https://support.mozilla.org/en-US/kb/https-only-prefs#w_enable-https-only-mode

HDOHHEW OCHOBa: KOMMyHMKQLlVIM

~ 3awmTa $pusmnyeckoi Yrto genatb, Korga
3alUmMTa YYeTHbIX 1 6esonacHoe BesonacHocTb B UHTepHeTE

6e3onacHocTH YTO-TO UAOET He TakK

Co3aaHue KynbTypbl

6e3onacHoCTH = ~
3anuceit U ycTpoincTs XPaHEeHWe AaHHbIX

UYTO TAKOE VPN?

VPN - 370, N0 CyTW, TYHHENb, KOTOPbIM 3aLLMLLAET OT CNEXKMU M BNOKMPOBKKU MHTEPHET-TpadumKa, NpefoTBpaLLas AOCTyn K
KOHPUAEHUMANbHBIM AAHHBIM XaKepaMm, CeTEBOMY aAMUHWUCTPATOPY, NpoBaiaepy AocTyna K MHTepHETY 1 BCEM, C KEM OHU MOTyT
06MeHUBATLCSA AAaHHBIMM. [10-NpeXHeMyY BaXKHO MCNonb3oBaTb Npotokon HTTPS u ybeautbcs, uto Bbl fosepsiete VPN, ucnonbsyemomy
Baluei opraHusaumen. PaccmotpuM npumep pabotbl B MIHTepHeTe ¢ ucnonb3oBanmem VPN:

Bbinepyka n3 pabotbl MpoekT Totem«Kak ycrpoen UHTepHer» (CC-BY-NC-SA)

be3sonacHocTb B MHTepHeTe
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ﬂpOHHaﬂ OCHOBa:
3allMTa YYETHbIX

KomMyHuKaumum
Co3aaHue KynbTypbl

1 6esonacHoe
6e3onacHocTn

3anucen u yCcTpoucre XpaHeHne AaHHbIX

[nsa 6onee nogpobHoro onucanms VPN B naHHOM pasgene
COAEepXUTCS CCbinka Ha Mocobue «Camo3almTa oT CAEKKU» OT
MoHAa INeKTPOHHbIX pybexeit:

TpapuumonHblie VPN npegHasHaveHbl ans CKpbiTUS hakTuyeckoro
ceteBoro |P-agpeca nonb3oBatens v Co3aaHWa 3alIMPPOBAHHOTO
TyHHens anst MiHTepHeT-Tpadvka Mexay BallMM KOMMbOTEPOM
(tenedoHOM MnKM NO6BIM CETEBBIM KYMHBIM» YCTPOMCTBOM) U
cepsepom VPN. Tpadwmk B 3TOM TyHHene wudpyeTcs 1 oTnpasBnseTcs
Bawwemy cepaucy VPN, 4To 3HaunTenbHO 3aTpyaHAEeT MOCTOPOHHUM,
HanpuMep NpoBaiiaepam AocTyna K MHTepHeTy unu xakepam B
06uenoctynHeix cetsax Wi-Fi, BO3MOXHOCTb OTCNEXXMBATb, U3MEHSATH
unu 6noknpoBaTh Baw Tpadumk. Tpaduk, nokmuaatowmii VPN 1
HanNpaBASIOWMIACS NO aapecy Ha3HAuYEeHMUS, MAaCKUPYET UCXOAHbIN
IP-anpec nonb3osarens. 3T0 NO3BOASET CKPbITb PU3nYECKoe
MECTOMONOXEHWE NOb30BaTeNs OT KOO0 NPoCMaTpUBALOLLErO
Tpadwk, nocie Toro kak oH nokuHet VPN. VPN obecneunsaet
60bLUYI0 KOHOUAEHLMANBHOCTb M 6€30MacHOCTb, OAHAKO ero
MCMoNb30BaHWE He 03HaYaeT abCoMTHYI0 aHOHUMHOCTb B MHTEpHeTe:
y onepatopa VPN no-npexHeMy octaetcs foctyn K Tpaduky. Kpome
TOro, Ball NpoBanaep foctyna Kk MHTepHeTy Takke 6yaeT 3HaTb, YTO Bbl
ncnonb3yete VPN, 4To MOXET NOBLICUTb Ball NPOdUAb pUcKa.

70 03HauaerT, uTo BbiGOp HapexHoro VPN-npoBaiiaepa umeet
pelatowee 3HaUeHue. B HekoTopbIx CTpaHax, Hanpumep B
UpaHe, BpaxxaebHble NpaBUTENbCTBA GaKTUYECKM CO34anU

CBOW COBCTBEHHbIE BUPTYasbHble YaCTHbIe CETH, YTOObI UMETD
BO3MOXHOCTb OTC/IEXMBATL AENACTBMA FpaxaaH. Ytobbl nogobpatb
ontuManbHbIi VPN ong cBoeit opraHusaumm U COTPYAHUKOB,
MOXHO NpoaHanu3unposaTb uMetowmecs VPN Ha ocHose
6u3Hec-Moaenu 1 penyTauum € y4eToM TOro, Kakue faHHble OHU
coburpaloT A He cobMpPatoT, U, KOHEYHO, CTeNeHN 6e30NacHOCTK.

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

BesonacHocTb B UHTepHeTE ~
be3o0nacHoCTU

Mouemy He cToMT UcnoNb30BaTh N0GON 6ecnnaTHbiit VPN?

Ecnu kopoTko,To y 6onbwimnHcTBa 6ecnnatHbix VPN, BKtoUas
npeaycTaHOB/IEHHbIE HA HEKOTOPbIX CMApTHOHaX, eCTb OAUH
60nbLwoi noasox. Kak 1 Bce KOMNaHUM M NOCTaBLUMKM

yonyr, VPN nomxHbl kak-To cebs obecneunsats. Ecim VPN-
npoBaiaep He NpofaeT CBOM YC/IYru, TO KakKuM 06pa3oM emy
yOaeTcs noaAepXuBath CBOM 6usHec Ha nnaBy? OH cobupaet
noxepTeoBaHMa? Baumaet nnaty 3a npemuanbHble yanyrn? Ero
[esTeNnbHOCTb NOAAEPXKUBAIOT BNaroTBOPUTENbHbIE OPraHU3aLMK
unm doHabl? K coxaneHuo, MHorme VPN-nposainaepsl
3apabaTbiBatoT fieHbrM, cobupas U NpoaaBas AaHHble NOMb30BaTeNeN.

Jlyywe Bcero BbI6paTh VPN-npoBaiaepa, KoTopbiit He cobupaet
AaHHble. Ecnv faHHble He coBuMpaloT, X HEBO3MOXHO NpoAaTh
Unu nepepatb No TpeboBaHMI0 NpaBuTenbCTBY. [pocMaTpusas
nonuTuKy KoHduaeHumansHoctn VPN-npoBaiigepa, obpaTtute
BHUMaHMe, cobupaet v 3101 VPN faHHble nonb3oBateneit. Ecam
B MOMUTUKE SIBHO HE YKa3aHO, YTO JaHHbIE O MO/b30BaTENbCKUX
NOAKNIOYEHNSX HE perncTpupytoTcs, ckopee Bcero, VPN cobupaet
[aHHble nonb3oBatenen. [laxe ecnn KOMMNaHUS yTBEPXKAAeET,

YTO He perncTpupyeT AaHHble 0 MOAKIOYEHMM, 3TO He Bceraa
rapaHTMpyeT ee NpaBOMepHOe noBeseHne B byayliem.

MmeeT cMbicn pasy3HaTb 06 opraHu3aLmsx, CTOALWMX 33 JaHHbIM
cepsucoM VPN. OpobpeH N1 oH HE3aBUCMMbIMM CELMANUCTAMM MO
6e3onacHocTn? Mmetotcs v o VPN ceexxune ctaten B CMA? Bbina nu
KOMMaHMs Koraa-nmbo ynuyeHa B TOM, YTO BBOAM/A B 3abnyxXaeHWE
CBOMX KIMEHTOB unu nrana um? Ecnu cepsuc VPN ocHoBaH
M3BECTHbIMU B coobLLecTBe MHDOPMaLMOHHOW Be3onacHOCTH

noabMK, To eMy ByayT 6onblue foBepaTb. CKeNTUYECKU OTHECUTECh

Kk cepBucy VPN, C KOTOPbIM HUKTO HE XOYET CBA3bIBATh IMYHYHO
penyTaumio UK KOTOPbLIM YNPaBSIET HUKOMY HE M3BECTHAs KOMMaHMs

MoapenbHbie VPN-cepBuchl B peanbHOM Mmupe

B koHue 2017 roga, nocne Bcnaecka NpoTecToB B

CTpaHe, paHLbl HAYaNM 06HAPYKMBATb «6GECNIaTHYH»
(Ho noanenbHy) Bepcuio nonynsapHoro VPN-cepBuca,
PacnpoCTpaHAEMYH NOCPEACTBOM TEKCTOBbIX COOBLLEHMA.
becnnatHbiM VPN-cepBuUC, KOTOpbIV HA CAMOM Jene He
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pabotan, obellan npenocTaBuTb JOCTYN K Telegram, KOTOpbIV

Ha TOT MOMEHT 6b1n 3a6710KMpOBaH BnacTamMu. K coxaneHuto,
noanenbHoe NPUNOXKEHUE OKa3aNoch He YeM UHbIM, Kak
BPELOHOCHOM NPOrpamMMoii, NO3BO/ISIOLLEN BNACTAM OTCIEXMBATD
nepeMeLLeHns U COoBLLEHNS Tex, KTO ero 3arpysus.


https://ssd.eff.org/en/module/choosing-vpn-thats-right-you
https://www.vpnmentor.com/blog/report-fake-android-apps-used-monitor-iranian-protesters/
https://www.vpnmentor.com/blog/report-fake-android-apps-used-monitor-iranian-protesters/
https://www.vpnmentor.com/blog/report-fake-android-apps-used-monitor-iranian-protesters/

MpoyHas ocHoBa KommyHukaumm

Co3paHue KynbTypbl

- 1 6esonacHoe
0e3onacHoCTn

3allMTa YYETHbIX

3anucei u yCcTpoucre XpaHeHue NaHHbIX

Tak kaxou e VPN Ham cnonbn30BaTh?

Ecnn ncnonbsosanue VPN geicTtBUTENBHO MMEET CMbICI N4
BaLLEel OpraHn3aLmMu, CyLLecTBYeT psj, HaLeXHbIX BApUAHTOB,
Bktoyas TunnelBear u ProtonVPN. Ewe ognH BapuaHT -
HaCTPOWTb COBCTBEHHbIV cepBep C nomoLLblo CrpykTypa oT
Jigsaw, roe He ByneT KOMNaHWu, ynpaBnsioLLe Balen y4eTHON
3aMM1Cbio, HO B3aMEH HYXXHO ByaeT HaCTPOUTb COBCTBEHHbIM
cepsep. Ecnv Bawa opraHnsaums Heckonbko 60nbLue, MOXHO
paccMoTpeTb BO3MOXHOCTb ncnonb3osanus VPN ons 6usHeca,
KOTOpas NpefoCTaBnsieT Takne BapuaHTbl YNPaBAEHUS YYEeTHbIMU
3anncsaMu, Kak TapudHbIi nnaH «Teams» («<KomaHapbl») oT
TunnelBear.

X0TS NpOM3BOAMTENBbHOCTb M CKOPOCTb 6OJbLIMHCTBA
coBpeMeHHbIX VPN-cepBMCOB 3HAUMTENBHO YNYYLWKMNACH,

Yrto genatb, Korga
4TO-TO MAET He TaK

3awmTa dpusmnyeckoin
BesonacHocTb B UHTepHeTE -
6e3onacHocTn

HEeobXxo4MMO NMOMHUTb, YTO Ucnonb3oBaHmne VPN moxer
CHU3UTb CKOPOCTb MPOCMOTPA, €C/IU Bbl UCNONb3yeTe CeTb C
0O4Y€eHb HWM3KOM NPONYCKHOW CMNOCOBHOCTbIO, CTaNIKMBAETECH

C BbICOKMM BpEMEHEM OXWMIAHUS, 3aAePXKKAMU B CETU UK
nepuopuyeckumn nepebosmu B pabote MHTepHeTa. Mpu
pabote ¢ 6bICTpbIM MHTEPHETOM PEKOMEHAYETCS MO YMOAYAHUIO
ucnonb3osatb VPN Bce Bpems.

Ecnu Bbl pekoMeHayeTe COTpyAHMKaM ncnonb3osaTb VPN, Takxke
BaXXKHO yb6eauTtbes, 4To VPN 0CTaeTcs BKIOYEHHbBIM. 3TO MOXET
Ka3aTbCs OYEBMIHbBIM, HO BaXHO MOBTOPUTb, YTO YCTAHOB/IEHHbIN
M npu 3TOM He pabotatowmit VPN He obecneunBaeTt HUKAKOM
3alUmThI.

QHOHUMHOCTDb C NTOMOLLbIO 6pay3epa Tor

Momumo VPN, Bbl, BEpOATHO, Cbiwany ewe 06 ogHOM
WHCTpyMeHTe an1a 6onee 6€30MacHOro MCMoab30BaHMS
UHTepHeTa — 6pay3epe nof Ha3BaHueM Tor. BaxHo
MOHMMATb, YTO NPEACTaBAAOT COOOM 06a ITUX
MHCTPYMEHTA, B KAaKUX CUTyaLMsIX CTOUT UCNOMb30BaTh TOT
WK LpYroi 1 KakuM 06pa3oM OHM MOTYT MOBAUATL Ha
Bally OpraHU3aLuio.

Tor - 3TO NPOTOKON AN AaHOHMMHOM NepefayYn AaHHbIX
yepes VIHTepHET NyTeM MapLipyTU3aLmMmn COOBLLEHUI UK
[aHHbIX Yepes feLeHTPanv30BaHHyto ceTb. MoapobHee o
npuHUMne paboTbl Tor MOXHO Yy3HaTb MO CCbUIKE, HO, eC/U
KOPOTKO, OH HamnpaBAseT Ball TpaduK K MecTy Ha3Ha4yeHus
yepes MHOXECTBO Y3/10B, MPX 3TOM HM HA OAHOM Y3/ie He
OCTaeTCs AOCTAaTOYHO MHDOPMaLMK NS pacKpbITUS Ballei
JIMYHOCTU M AaKTUBHOCTU B CETU.

CywectByeT Heckonbko otanymii Tor ot VPN. Camoe
rMaBHOE OT/IYMEe COCTOMT B TOM, 4TO TOr He nonaraercs
Ha fOBepHe K KaKOMY-TO OAHOMY Y37y (Hanpumep,
VPN-npoBaiaepy).

Ha cnenytoweit rpacdmyeckor ManocTpaumu,
pa3paboTaHHoi MOHAOM 31EKTPOHHBIX pybexei,

MoOKa3aHa pasHuLUa Mexay TpaauumMoHHbiM VPN 1 Tor.

lNpole Bcero ncnonb3oBathb Tor Yepes Be6-6paysep Tor.
OH pabotaet kak 0bbl4HbIN Bpay3ep, 33 UCKIYEHNEM

be3sonacHocTb B HTepHeTe

TOrO0, YTO OH MEpeHanpaBnseT BeCb TPaduk yepes cetb Tor.
bpay3ep Tor MOXHO 3arpy3uTb Ha YCTPOMCTBA, paboTatolme
nop, ynpasneHnem OC Windows, Mac, Linux unu Android.
MmeliTe B BUAY: MCnonb3ys 6pay3sep Tor, Bbl 3alumiLaeTe
TOMbKO Ty MH(DOPMaLMIO, AOCTYN K KOTOPOW nonyyaere
yepes 310T 6pay3ep. OH He NpenoCTaBnseT HUKAKoM
3aLUMTbI A1 APYIUX NPUIOKEHWUIA MU 3arpY>KEHHbIX
(ainoB, KOTopble Bbl MOXETE NapanesbHO OTKPbIBaTb Ha
CBOeM ycTpoiicTtee. KpoMe Toro, umerite B BUAY, 4TO Tor He
wudpyeT TpadumK, NO3TOMY, KaK U Npu Ucnonb3oBaHun VPN,
npu pabote B VIHTepHeTe BaXHO MCNOb30BaTb NEPeLoBbIe
MeTofabl, BKNtoyas npotokon HTTPS.

Ecnn Heobxoammo, YTobbl 3alLmMTa aHOHUMHOCTHM Tor
pacnpocTpaHanach Ha BeCb KOMMblOTEP, Honee TeXHUYeCKu
NoAKOBaHHbIe NO/b30BATENN MOTYT YCTaHOBMUTb Tor B
KauyecTBe obLiecucTeMHOro noaknoyeHns K MHTepHety
Wnu NepenTn Ha onepauynoHHyto cuctemy Tails, koTopas
Mo YMO/YaHMIO MepeHanpasseT BeCb Tpaduk yepes
Tor. Monb3osatenn Android TakxKe MOryT MCNONb30BaTb
npunoxeHue Orbot ans nepeHanpasneHus Bcero
WHTepHeT-TpaduKa 1 Tpaduka NpunoxeHuii yepes Tor.
HeszaBuncrMo oT TOro, Kak MMeHHO Bbl cnonb3yete Tor,
BaXKHO MOMHWTb, 4TO B 3TOM C/lyyae Ball NpoBaiaep
noctyna K IHTepHeTy He MOXET BUAETb, KaKne MMEHHO
Be0O-caliTbl Bbl MOCELLAETE, HO *MOXET" BUOETb, YTO Bbl
ucnonb3syete caM Tor. Kak n npu ncnonb3osaHumn VPN,
3TO MOXET 3HaYUTENbHO NOBbLICUTL MPOMUL pUCKa
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https://www.tunnelbear.com/
https://protonvpn.com/
https://getoutline.org/ 

https://2019.www.torproject.org/about/overview.html.en
https://www.torproject.org/download/
https://tails.boum.org/
https://play.google.com/store/apps/details?id=org.torproject.android&hl=en_US&gl=US

MpouHas ocHoBa:
3aWwuTa yH(‘THb\X
3anucei 1 ycTponcTs

KOMMyHMKQLlVIM

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTu

3awuta pusnyeckon
6e3onacHoCTH

Yro penatb, Koraa

BesonacHocTb B UHTepHeTE
YTO-TO UAOET He TakK

XpaHeHne AaHHbIX

Balleli opraH13aLmm, NockonbKy Tor He sBaseTcs 0cobo
pacnpoCTpaHeHHbIM MHCTPYMEHTOM W, CIELOBATENBHO,
MOXET NpuBAEYb BHUMAHWE NMOTEHLMANbHbIX
NPOTUBHUKOB, OTC/IEXMBAKOLLMX Ball MHTEPHET-TPAbUK.

Tak cTouT M Mcnonb3oBath Tor B opraHu3auum? OTBET: 3T0
33aBMCUT OT CUTyaumMu. [1na 60NbLUMHCTBA NOABEPXKEHHbIX
puckaM opraHusaLmii HAMHOTO NpoLle U yao6Hee

NOCTOSIHHO MCMOJIb30BaTh HaaeXHbI VPN-cepsuc. B

3N0Xy WKpoKoro pacnpoctpaHeHns VPN Bo BceM Mupe
3T0 BpsLA v Bbi3oBeT TpeBory. OaHaKo, eciu Bbl He

MoXeTe No3BoNuTh cebe HagexHbli VPN nnu pabortaete

B cpene, rae VPN-cepsucel perynsapHo 6nokupytorcs, Tor
MOXET 0Ka3aTbCsl XOPOLIMM BapUMAHTOM /1S CMSAITYEHUS
NoCNeacTBUMA CNEXKM M 06X0Aa LLEH3YPHbIX OFPAaHUYEHWI B
WUHTepHeTe. [pn ycnoBKM, YTO 3TO 3aKOHHO.

CywecTBYIOT i KAKME-TO OCHOBaHMA AA TOro,
yT0OLI He ucnonnzoBatb VPN uam Tor?

[MoMKMO TOro, 4TO CedyeT C ONACKOM OTHOCUTLCS K HEHAAEKHbIM
VPN-cepBucaMm, BaXXHO Take 3HaTb, He MPOTUBOPEYMT U
ucnonb3oBaHue VPN unu Tor 3akoHaM Balleit cTpaHbl. Ecin B pervone,
B KOTOPOM BaLUa NapTvs BEAET LeATENbHOCTb, MCMOMb30BaHME TaKUX
MHCTPYMEHTOB ABASIETCS HE3aKOHHbBIM UK MOXET NpuBNeYb 6onblue
BHMMaHUs 6o nosneyb 3a coboi Honblle pUCKOB, YEM HaBUraLms

B VIHTEpHETE C MCNONb30BaHWEM CTaHAAPTHbIX NpoTokonoB HTTPS u

3awmndpoBaHHbIX Npotokonos DNS, 1o ot ucnonszosanus VPN mnm Tor
NyyLle oTkasatbes. Baw MHTepHeT-npoBaiiaep He ByaeT 3HaTh, Kakue
CaunTbl Bbl NOCELLAETE, UCMOMB3YA 3TU CEPBMUCHI, OAHAKO OH MOXET
BWLETb, YTO Bbl MOAKM04EHDI K Tor nam VPN. IMpu 3TOM nocTosiHHoe
1CNo/b30BaHWe No yMon4aHuio HagexHoro VPN sensetcs
OMNTUManbHbLIM BbIGOPOM 151 6ONBLIMHCTBA NOAUTUYECKMX NAPTUIA Npu
YCIOBMU, YTO 3TO 3aKOHHO U TEXHUYECKMU BO3MOXHO.
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MpoyHas ocHoBa: KoMMyHwuKaumm
Co3zpaHue KynbTypbl

- 3almnTa YYETHbIX 1 6besonacHoe
0e3onacHoCTn

3anucen u yCcTpoucre XpaHeHne AaHHbIX

KAKOW BPAVY3EP BbIEPATbL?

PekomeHpyeTcs BbIOpaTh HafeXHbI Bpay3ep, Hanpumep Chrome,
Firefox, Brave, Safari, Edge unm Tor. Bpay3epbl Chrome u Firefox
0YeHb LUMPOKO MCMOJb3YIOTCS M XapaKTEPU3YIOTCS BbICOKUM
ypoBHeM 6e30nacHOCTU. HekoTopble Nonb30BaTeNU NpeanoYnTatoT
Firefox BBMAY ero opueHTaLMm Ha KOHUAEHUMANLHOCTb. B
niobom ciyyae, He06X0OMMO perynsipHoO nepesanyckaTb UX 1
nepesarpyartb KOMMblOTep, 4To6bl NoaAepxuMBaTh 6paysep B
aKTyanbHOM COCTOSHWUM. ECIM BaM MHTEpeCHO CpaBHUTL QYHKLMK

3awuta pusnyeckon Yo penatb, koraa

BesonacHocTb B UHTepHeTE ~
be3o0nacHoCTU YTO-TO UAET He TakK

6pay3epoB, pekoMeHAyeM NOCeTUTb AaHHbIN pecypc DoHaa
cBoboabl npeccbl. HezaBucMo ot ucnonb3yemoro 6paysepa,
peKkoMeHayeTcs UCNOb30BaTb paclUMpPeHUe UK HaACTPONKY,
Hanpumep Privacy Badger, uBlock Origin nnn DuckDuckGo
Privacy Essentials, koTopble He NO3BONAOT peknaMoaaTensm u
APYrM CTOPOHHUM TpeKepaM OTCIEXMBATb MoCeLLaeMble BaMU
caiiTbl. Kpome Toro, nonpobyite M3MeHUTb MOMCKOBYIO CUCTEMY
no ymonyanuio ¢ Google Ha DuckDuckGo, Startpage wnu apyryio
MOMCKOBYIO CUCTEMY, 3aLLUMLLAIOLLYI0 KOHPUAEHLMANBHOCTD
Nonb30BaTeNS. DTOT MPUEM TaKXKE MOMOXET OrPaHUYNTb
peknamoparenei 1 CTOPOHHUE TpeKepbl.

BezonacHocTb Gpaysepa B peansHOM Mupe

B Hauane 2021 ropga TMbETCKME NONUTUYECKUE AEATENN
nocrpaganu B pesynsraTe UCMob30BaHUs NPOAyMaHHOM
BPEAOHOCHOM HafCTPOliKM Bpay3epa, Yepes KOTopyH
3/10YMbILUSEHHUKM MOAYYUIIU AOCTYN K UX 3NEKTPOHHOM
noyTe M AaHHbIM 6pay3epa. HaacTpoiika nog Ha3BaHWEM
«KoMnoHeHTbl 06HoBNeHUs Flash» npeanaranacb

be3sonacHocTb B HTepHeTe

No/b30BaTeNsIM, NOCELABLIMM Be6-CaliThl, K KOTOPbIM 6blsin
NpYBA3aHbl GULIMHIOBbIE 3NEKTPOHHbIE N1cbMa Nofo6HbIe
aTaKu yepes paclMpeHus U HaACTPOKKKM Bpaysepa MoryT
6bITb HE MeHee paspyLUTENbHbIMK, YeM BpeaoHocHoe M0,
pacnpocTpaHAeMoe HEMOCPEACTBEHHO Yepe3 GULIMHIOBbIE
3arpysku unu apyroe nporpaMMHoe obecneyeHue.
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https://freedom.press/training/-depth-guide-choosing-web-browser/
https://privacybadger.org/
https://github.com/gorhill/uBlock
https://duckduckgo.com/app
https://duckduckgo.com/app
https://duckduckgo.com/
https://www.startpage.com/en/
https://www.zdnet.com/article/chinese-cyberspies-targeted-tibetans-with-a-malicious-firefox-add-on/

HDOHHEW OCHOBa: KOMMyHMKSLlVIM

Co3aaHue KynbTypbl ~
3aLMTa YYETHbIX 1 6esonacHoe

6e3onacHoCTH = ~
3anuceit U ycTpoincTs XPaHEeHWe AaHHbIX

3awmTa $pusmnyeckoi Yro penatb, koraa

BesonacHocTb B UHTepHeTE ~
be3o0nacHoCTU YTO-TO UAOET He TakK

be3onacHoOCTb B COLMANBHDLIX CETAX

Bawa opraHusaumus MoXeT pacKpbiTb
MHOro uHdopmaumu, uHoraa 6onblue, yeM
HamepeBanacb, pasMeLias ny6amMkaumum u
KOMMEHTapuM B COLMANbHbIX CETAX.
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byab 1o Facebook, Twitter, Instagram, YouTube unau
pervoHasbHble CouManbHble CeTU, Takue Kak «BKoHTakTe» u
«OAHOKNACCHMKIY», Bbl fOMKHbI BCErAa TLWATENbHO NPOAYMbIBATD,
YTO UMEHHO nybnuKyeTe, U NPaBUNbHO HACTPaUBATb BCE
[OCTynNHble NapaMeTpbl KOHOUAEHLUMANBHOCTU. ITO KacaeTcs

He TOIbKO 0ULMANbHBIX CTPAHML, Balleit opraHu3aumm, HO B
HEKOTOPbIX CJTYy4asAX M IMYHbIX YY4ETHbIX 3aMuCei COTPYAHUKOB, A
TaKXe yYeTHbIX 3aMuCen YeHOB UX CEMEN U ApY3eN.

be3onacHOCTb B COLMAMNDBHDIX CETAX U NOAUTUYECKUE naprmm

YueTHble 3annCK B COLMANbHbIX CETAX YACTO CTAHOBATCS
06bLEKTOM MpeciiefoBaHNUiA U Xakepeckmx aTak. [pu
OTCYTCTBUM HaANeXallen 3aLnTbl B3/IOM YUYETHbIX
3anucen B COLMAbHbIX CETAX MOXET NOCTaBUTb NOA,
yrpo3y penyTaumio Baller napTum uam COXpaHHOCTb
WHPOpMaLMK, NnepesaBaemMon NoTeHUMANbHbBIM
CTOPOHHWKAM U u3bupatensm. Hanpumep, B npeansepum
npesnAeHTCKUX Bbi6opoB B JkBagope B 2017 roay

Mocobue no kubepbesonacHocTH

6bInM aTakoBaHbI M B3/1I0MaHbl y4eTHbIE 3aMUCK YNEHOB
naptum «CospaHune BosmoxHoctei» (CREO) B coumanbHbix
ceTsax. XaKepbl B3/IOManu yyeTHble 3anucu Twitter AByx
uneHoB KoHrpecca ot CREO u ucnonbsoBanu ux ans
pacnpoCcTpaHeHMs ClyXOB B pasrap NpesnaeHTCKoN
n3bupaTenbHOM kaMnaHuu. HecaHKLMOHUPOBAHHbIM
L0CTYN K 0OULMANbHBIM YYETHbIM 3anucsaM co3aan
MyTaHWULY M HaHec yuepb KaMNaHUSIM He TONbKO
KOHKPETHbIX NpencTaBuTenei, Ho U NapTUM B LIENIOM.


https://freedomhouse.org/country/ecuador/freedom-net/2017

ﬂpOHHaﬂ OCHOBa:
3aliMTa YYETHbIX

KOMM\/HM Kauuu

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTn

3anuceit U ycTpoincTs XpaHeHHe AaHHbIX

PA3PABOTKA MPABU/IA
OPrAHU3ALIMN B OTHOLLEHUU
COLMANDbHbBIX CETEN

McxonmTe M3 npeanonoxeHus, 4to Bce, 4To NybamkyeTca B
COLMANbHBIX CETAX, MOXET CTaTb AOCTOSHUEM OBLLECTBEHHOCTH, U
paspabaTbiBaiiTe NOAUTUKY OPraHU3aLMM B OTHOLLEHMM COLMANBHbBIX
ceTeli COOTBETCTBYIOLMM 06pa3oM. 3Ta NOAUTUKA AOMKHA OTBEYaTb
Ha cnenytoLye BONPOChkl: Y KOro ecTb LOCTYN K BalMM Y4YeTHbIM
3anucsaM B coumanbHbix ceTax? KoMy paspeluaertcs pasmelatb
ny6nmKaumm 1 KTo AonxeH ux onobpsate? Kakoi nHpopmaumen
cnepyeT/He cnenyeT AenUTbCa B coumanbHbix ceTax? Mybnukys
doTorpadun, nHdopMaLmio 0 MECTOHAXOXAEHUN UK APYTYI0
MOEHTUDULMPYIOLLYO MHDOPMALMIO O CBOMX COTPYAHMKAX,
napTHepax WM Y4aCTHUKAX MepONpUATUS, CNPaLLUMBANK Nn Bbl Y

HWX pa3peLLeHns U yYUTbIBaNu M OHKU pucku? Nomumo paspabotku

M pasbsACHEHUS COTPYAHWMKAM NpaBmna, He0bxoaMMO NPaBUIbHO

HaCTpouTb NapaMeTpbl KOHOUAEHUMANBHOCTM M 6e30MacHOCTH (4acTo

HasblBaeMble «6e30MacHOCTbIO»). Huxe npeactaBneH psa KYeBbIX

BOMPOCOB, KOTOpble cieayeT 3aaaTb cebe, BbibMpas onTMManbHble

napameTpbl KOHOUAEHLMANBHOCTU M 6E30MaCHOCTU ANS INYHBIX U

KOPNOPaTMBHbIX YY4ETHbIX 3aMUCeN.

e Bbl xoTuTE CAenaTtb cBOM NybaMKaLMmM 06LefoCTynHbIMKU UK
npennoynTaeTe AeNUTbCS MU TONBKO C ONpeaeneHHoM rpynnow
NioAei B opraHu3aLmm uam 3a ee npenenamu?

e Y «Koro-to 6yaeT BO3MOXHOCTb KOMMEHTUPOBATb, 0TBEYATb
WY B3aMMOLENCTBOBATb C BALLMMU COOBLLEHUSIMU MK
nyénukaumamm?

. Bynet nu y ntogeit BO3MOXHOCTb HalTU Bac unu Bawy
opraH13aumio No BalleMy aapecy 3N1eKTPOHHOW MOYTbI UAn
("MuHOMY MK KOpnopaTMBHOMY) HOMepy TenedoHa?

e Bbl xoTuTE, 4TOGBI B NY6AMKALMM aBTOMATUHYECKM YKa3blBANOCh
Balle MecTononoxexHune?

e Bbl xoTuTe 3a6n0KkMpoOBaThL UNK OTKNIOYUTL BpaxaebHble
y4eTHble 3anucu?

e Bbl xoTuTe 3a6noknpoBath onpeseneHHble C10Ba MU X3LWTern?

Ha Bcex caiiTax coumanbHbIxX ceTei NpesycMOTpeHbl pasHble
napameTpbl KOHPUAEHLMANBHOCTM U 6e30MacHOCTH, HO 3TK 0bLme
MPUHLMMbI MPUMEHUMbI MOBCEMECTHO. Pa3MbIlLnss Hag 3TUMU
BOMPOCaMU, 03HAKOMbTECh C PYKOBOACTBAMM MO KOHOUAEHLMANBHOCTU
OCHOBHbIX Nnatdopm: Facebook, Twitter, Instagram, u YouTube. B
YyacTHocTu, Ha Facebook ByabTe oCTOpOXHbI, BbIGUpas napaMeTpbl
KOHG®UMAEHUMANbHOCTK B OTHOLWeHuM rpynn. [pynnbl Facebook - 3to
nonynspHas NoLWwaaKka ANs B3aMMOAENCTBUS, 3aLLMTbl MUHTEPECOB

1 06MeHa MHDOPMaLIMEeN, HO K OTKPbITbIM FpynnaM MOXET
npucoenuHNUTLES N6 xenarowwmii. Hepeako «noaaenbHbie» yyeTHble
3anucK BblAAIOT cebs 33 peanbHbIX N04eN, NbITasCb NPOHUKHYTb B
3aKpbITble FPynMbl UK CTPaHULbI COLMANbHBIX ceTeld. Mo3Tomy byabTe
BHMUMATENbHbI, MPUHMUMAS 3aMPOChl B APY3bS» U KMOANMUCHUKM».
[MoMHMTe, 4TO y4eTHbIe 3anMcK Ballel OpraHM3aLmnm B COLMaNbHbIX
CeTsX 3aLUMLLEHbI POBHO HACTO/BKO, HACKOMbKO 3aLLMLLEHBI YYETHbIE
3anuncK, KOTopble K HUM «NpUBS3aHbI». 3T0O 0CO6EHHO BAXKHO MOMHMUTD
ans Facebook, rae ctpaHuuert opraHmsaumm MOXHO YNpaBasTb C
NPUBS3aHHOM K Hel JIMYHOM Y4eTHOM 3anucu.

be3sonacHocTb B MHTepHeTe

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

BesonacHocTb B UHTepHeTE ~
be3o0nacHoCTU

OHNANH-NPEC/NIEAOBAHUA

K coxanenuto, MHOrMe opraHu3aLmm CTankmnBaKTCS C CEPbE3HbIMU
npecnenoBaHusMu B MIHTepHeTe, 0CO6eHHO B COLMANbHbIX CETSX.
TakuM npecnenoBaHMIM, Kak NPaBUIIO, YaLe NOABEPraloTcs
JKEHLMHbI U MAaprUHaNU3UpoBaHHbIe rpynnbl Hacenenus. OHNAlH-
Hacunue B OTHOLIEHUM XEHLUWH, CPeay NPOYero, MOXET CO34aTb
BpaxaebHylo cpeny, BeAyLUyH K CAMOLLEH3ype Uu 0TKasy oT
Y4acTus B NOUTUYECKUX UK OBLLECTBEHHbIX AUCKYccusax. CornacHo
oTyeTy «Pa3o4apoBbiBaloLMe TBUTbI®, NOLTOTOB/IEHHOMY Fpynnow
cneumanuctos NDI, 3aHMMatOLWLMXCA BONPOCAMM reHAEPHOMO
paBEHCTBA, 3aLUMTbl NPaB XEHLMH U NMOLAEPXKKM LEMOKPATUM, KOTAa
aTaKM Ha NOMUTUYECKM aKTUBHbIX XEHLLMH NepexoasT B MHTepHer,
LUIMPOKMIM OXBAT COLMANBHbIX CETEN MOXET ycunuTb 3 dekT
npecnenoBaHns U NCUXONOTUYECKOTO HACKNS, ULLAS XKEHLLMH
4yBCTBA IMYHOM 6€30MaCHOCTM, YTO HEXaPaKTEPHO A1 MYXUMH.

PaspabatbiBas noAnTUKy opraHM3aummu B OTHOLEHUWN COLMANbHBIX
ceTeil, BXXHO Y4MTbIBATb 3Ty AMHAMMKY. BkitounTe B nnaH
obecneyeHuns 630NacHOCTU CTPYKTYPUPOBAHHYIO MOAAEPXKKY
COTPYAHWKOB, CTOSIKHYBLUMXCS C HEraTUBHbIMU COOBLLEHUAMMU,
0CKOpBNEHUSIMU U YrpO3aMu B COLMANBHBIX CETAX KaK B paMKax
paboTbl, TaK U B IMYHOW XM3HW. Pa3paboTaiiTe B opraHnsaumum
MexaHu3M no 6opbbe ¢ npecnenoBaHusaMu. Ins aToro onpocute
COTPYAHMKOB, YTOBbI MOHSTb, KaK Ha HUX BAMAIOT OHNAMNH-
npecnefoBaHus, v co3aanTe rpynny 6bICTPOro pearpoBaHus, 4To6bI
NMOMOYb COTPYAHUKAM CMPABUTHCS CO CJIOXKHBIMU CUTYALMSMMU.

B nokymeHTe «[oneBoe pykoBoACcTBO NO 60pbbe ¢ OHNaH-
npecnenoBaHuaMU», paspabotaHHoM PEN America, Takxe 1310XeHbl
nofpobHble pekOMeHAaLMM 0 TOM, KaK Bbl MOXKETE NOLAEPXKaTb
COTPYAHMKOB, CTONKHYBLUMXCS C NOA0OHBIMM NpecnenoBanusamu. Ecim
BaLUWM COTPYAHWMKM HE BO3PAXatOT, MOXXHO nonpoboBaTb coobuarb

0 c/lyy4asx npecnefoBaHus u/unm NpobaeMHbIX YHETHbIX 3aNnUCax
HenocpeacTBEHHO Ha NAaThOpMbI.

06LWwasch ¢ cOTpyAHMUKAMM, KOTOPbIE CTanu XXepTBaMu npeciefoBaHuUs
B MHTepHeTe (a Take B peanbHOM MUpe), HeobxoaMMOo

nposiBNATbL YyTKOCTb. B cootBeTcTBUM C [Tporpammoii no 3awmte
npaB XeHLWMH AccoumaLmMm NporpeccuBHbIX KOMMYHUKaLMIA

Take Back the Tech, BakHO NOHWMATb, YTO NMOCTPaAABLLAS

MOrNa NoMy4nTb NCUXONOTMYECKYIO TPABMY, U MPU3HABATb, YTO
Hacunue (Kak OHNaMH,Tak U odnaiH) HUKOr4a He NPOUCXOAUT

no BuHe noctpagasLei. Obecneybte BO3MOXHOCTb NOAHMMATb

1 0bCyxaaTb Takne BONPOChI (€CAK 3TO YAOOHO COTpyAHUKAM) B
KOHbUAEHUMANbHOM 1 6e30MacHoiM 06CTaHOBKE C BO3SMOXHOCTbIO
COXpaHeHWs aHOHUMMHOCTU. BkntounTe B nnaH obecneyeHuns
6e30MacHOCTM OpraHM3aLMm CNIUCOK MECTHbIX CMEeLMUanmnCToB,
OpraH13aLmii U NpaBOOXPAHUTENbHbIX OPraHOB, K KOTOPbIM BalLn
COTPYAHMKM CMOTYT B Cly4ae HeobxoanMMocTn 0bpaTnTbes 3a
HOpUANYECKON, MEAULIMHCKON, TCUXMATPUYECKON U TEXHUYECKOWM
nomoLbo. C AONONHUTENBHBIMU UAESIMU MOXKHO 03HAKOMMUTLCS B
DOKyMeHTe «PykoBoACTBO Mo 3awmuTe B UHTEpHETE, BbIMYLLEHHOM
opraHusaumer Feminist Frequency.
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https://www.facebook.com/help/325807937506242
https://help.twitter.com/en/safety-and-security/twitter-privacy-settings
https://www.facebook.com/help/instagram/196883487377501
https://support.google.com/youtube/answer/157177?co=GENIE.Platform%253DDesktop&hl=en
https://www.ndi.org/tweets-that-chill
https://onlineharassmentfieldmanual.pen.org/
https://onlineharassmentfieldmanual.pen.org/
https://onlineharassmentfieldmanual.pen.org/reporting-online-harassment-to-platforms/
https://onlineharassmentfieldmanual.pen.org/reporting-online-harassment-to-platforms/
https://www.takebackthetech.net/be-safe/how-talk-survivors
https://onlinesafety.feministfrequency.com/en/

MpoyHas ocHoBa: KommyHukaumm

Co3aaHue KynbTypbl
6e3onacHocTn

3allMTa YYETHbIX 1 6esonacHoe

3anucei u yCcTpoucre XpaHeHue NaHHbIX

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmTa $pusmnyeckoi

BesonacHocTb B UHTepHeTE ~
be3o0nacHoCTU

MNogpep:kka paborbl Be06-canToB

MomuMo obecneueHns 6esonacHoro aoctyna B
UHTepHeT, Heo6x0auMO caenaTtb BCce BO3MOXHOE,
4T06bI NOCTOPOHHME HE MOINIM NOYYUTb AOCTYN K
Be6-caiitam unu Be6-pecypcam Ballei OpraHM3aLmun.

YueTHble 3anncu B COLMANbHbIX CETAX A0MKHbI ObITh 3aLUMLLEHDI
HaZleXXHbIMU YHUKA/IbHbIMU MApONSMKU U ABYX(PAKTOPHOM
ayTeHTUdUKaLUmeit. Be6-caiT fomkeH ObITb 3aLLMLLEH OT B3/10Ma

M aTaK TMMa «0TKa3 B 06CnyxuBaHWM». PacnpeneneHHble ataku
TMNa «oTKa3 B 06cnyxunBaHumn» (DDoS-ataku) — 3To Koraa 6onbLuas

rpynna KoMmMbloTePOB OLHOBPEMEHHO 0OpYLLIMBAET Ha cepBep
NMOTOK BPeAOHOCHOro Tpaduka. lMonutuyeckas naptms MoxeT
nonyuuntb 6ecnnatHyio 3awmty ot DDoS-aTak, uTo cylecTBeHHO
YCNOXHWT 33434y 3/10YMbILLNEHHUKAM, NbITAOLLMMCS B3NOMaTb
CalT JaHHOM napTuu. B 3aBMCMMOCTM OT BaLLEro MecToMNoNOXeHUS
npeanaraeTcs HeCKONbKO BapUMaHTOB AOMNO/HUTENbHOM 3aLLUMThI,
BKk/toyas Mpoekr Galileo ot Cloudflare unu Mpoekr Shield ot
Google. Yepes opuumanbHbii Be6-CaiT MOXKHO NOAATH 3asIBKY
Ha ntobyto nporpammy. [1ns napTuii, He NOANAAAMOLLMX HU NOA,
O[IHY U3 yKa3aHHbIx nporpamm, Cloudflare u apyrue nocraBLumKm
npeanaratoT MiaTHbie nnaHbl 3awumTbl oT DDoS-aTtak.

Bbe3onacHbIM XOCTUHr BeG-canTa opraHMsaumm

Beb-caiTbl pa3MelLaoT Ha KOMMbOTEPAX, NO3TOMY

OHM TaK e Ys3BUMbI 419 B3/10Ma, KaK U CaMu
ycTponcTBa. MNpu HannunmM BO3MOXHOCTU OpraHu3aLmm
pekoMeHayeTcs 06paTUTLCS K OAHOMY U3 CYLLECTBYHOLIMX
XOCTUHr-npoBavaepos — Wordpress.com, Wix u T. 4.,
KoTopble BO3bMYT Ha cebs obecneyeHne 6e3onacHoCTH
Ballero caiTa. Ecim notpebHocTH Bawero Beb-caiTa
60nee C0XHblI UM BAM HEOHXOAMMO CaMOCTOSTENIbHO
pa3sMecTuUTb CBOM Be6-CaliT, 06513aTenbHO yaenuTe
BHMMaHWe 0BHOBMIEHMIO ONEPALLMOHHOM CUCTEMDI U
nporpaMMHoOro obecnevyeHus asis Be6-xoCTUHra, Kak
ecnv 6bl Bbl Aeanu 3TO AN CBOEro NepCcoHaNbHOro
KoMnbloTepa. PaccMoTpuTe BO3MOXHOCTb MCMNONb30BaHMS
XOpOLIO 3apeKoOMeHA0BaBLWMX cebs NpoBaiaepoB
0613a4YHOro XoCTUHra, BKtouas Amazon Web

Services (AWS), Microsoft Azure nnum eclips.is oT
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Greenhost, npeanaratowmx pacwmMpeHHble napameTpbl
6e3onacHoCTM Ans pasMmellaeMbix Be6-canToB.
He3aBUCMMO OT UHCTPYMEHTOB, UCNOMNb3YEMbIX AN
pasMmelleHuns Beb-caiTa, ybeanTech, 4TO BCE yYeTHbIe
3anuncu, Cnonb3yemble ANs JOCTYNa K peAakTMpoBaHMIO
KOHTEHTa M MapaMeTpaM KOHOUrypaLum, 3aLLMLLEHbI
HaAEeXHbIMU NAPONSMU U ABYXPAKTOPHOM
ayTeHTUdUKaLMen.

Ecnu y Bawwel opraHu3aLmm ectb TeEXHUYECKue
BO3MOXHOCTM ANl pa3MelLeHust CO6CTBEHHOTO Be6-
CalTa, peKOMeHAyeTCs noaymaTb Haf BbIBOpoOM Tak
Ha3bIBaEMOF0 «CTAaTUYECKOrO CaiTa» MAM NIOCKOro
Beb6-caiTa. B oTnume ot gMHaMuMyecknx Beb-caliTos,
CalTbl TAKOTFO TUMA YMEHbLUIAKT NOBEPXHOCTb aTaku Ans
XaKepoB, AeNas Ball CaiT 6o/iee yCTOMUYMBBLIM K aTakaM.


https://eclips.is/
https://www.cloudflare.com/en-gb/galileo/
https://projectshield.withgoogle.com/landing
https://www.cloudflare.com/en-gb/ddos/

BesonacHocTb B UHTepHeTE

SawuTta cetu Wi-Fi

Bce yka3saHHble Mepbl No 3awuTe Be6-Tpaduka He 3abbiBaiiTe 0 6330BbIX NPUHLMNAX: UCMOb30BAHNE

HafleXXHOro napong (a He naponsi no ymonyanuio) ans Wi-Fi-
OT C/IEXKKM U LLeH3Ypbl BAXKHbI, HO OHM He MapLupyTM3aTopa(-oB), obecneyeHne AOCTyNa K CETU TONbKO

OTMEHAIT 6a30Ble CeTeBylo 6e30nacHOCTb B aBTOPM30BaHHbIM MO/Ib30BATENSM 33 CYET YACTOM CMeHbI Napons

1 BK/IKOYEHMS BCTPOEHHbIX 6paHaMay3poB 6eCcnpoBOAHbIX
ocpuce u poma. MapLLpyTM3aTOpOB. PacCMOTpUTE BO3MOXHOCTb CO3AaHus B oduce
rocTeBOW CETU AN NOCETUTENEN, KOTOPbIE BXOAST U BbIXOLAT U3
30aHUA M Nonb3ytoTcs MIHTepHETOM.

bezonacHocTb B UHTepHeTe

o [lpoBoguTe ANA COTPYAHUKOB perynapHbie TPeHUHru 0 Heo6Xxoa4MMocTu cobnraeHns
mep 6a30BoI ceTeBOM 6e3onacHoCcTu.

o HanomuHaiiTe coTpyaHuKam o6a3aTenbHO MCNOAb30BaTbh NpoTokon HTTPS u
s’awmdpoBaHHbIi npoTokon DNS npu pa6oTte B UHTepHeTe.

o TpeOyiiTe oT COTPYAHMKOB perynapHo nepesanycKkaTb 6paysepbl M ycTaHAaBANBATb 06HOBAEHUS.

o [MMoowpsaiiTe ncnonb3oBaHue Gpay3epoB U pacluMpeHnit, 3aLULLLALWLNX
KOH(UAEHLUNANLHOCTb Nob30BaTeNnen.

o Ecnu peaTenbHoCTb Balwen opraHusauum gonyckaet ucnonon3oeaHume VPN, nogbepurte
HageXXHbI CepBUC, HAyunTe COTPYAHUKOB C HUM paboTaTb U y6eauTechb, YTO OH
NOCTOAHHO UCMOJb3yeTCcA.

o Paspa6oTaiiTe 1 BHegpuTe YETKYIO NOMIMTUKY OPraHM3auum B OTHOLLEHUN
MCNO/Ib30BAaHUNA COLMANbLHbBIX CeTeNn.

o Brawuute napameTpbl KOH¢VI,CI,GHLI,VIaﬂbHOCTVI M 6esonacHocTn ANA BCeX YYeTHbIX
3anucein B couUasnbHbIX CETAX.

o MWM3yuute BozmoKHbIE NOCNEACTBMA OHMAMH-NIpecneao0BaHui U byabTe roToBbl
noggep)aTb NOCTPAL4ABLUNX COTPYAHMKOB.

o CocTaBbTe CNMMCOK MeCTHbIX CNeuuanmcToB, OpraHM3auui n NPaBOOXPaHUTESNbHbIX
OpraHoB, K KOTOpbIM BallX COTPYAHUKUY, NOABeprHyBlUMecs OHAAlH-NpecnesoBaHuAM,
CMOryT B C/ly4ae HeobxoaMMoCcTU 06paTUTLCA 3a KPUANYECKON, NCUXNATPUUECKOM U
TexXHUYeCcKou NoOMOLLbIO.

o [opgaiiTe 3aABKy Ha 3awWnTy cBOouX Beb-canToB ot DDOS-aTakK.
o BblGupaiiTe npoBepeHHOro 1 HageXXHoro NpoBeaNngepa Be6-XoCTUHra.
o Wcnonb3yinte HagexKHble Napoan n rocteByro ceTb ana opucHom cetu Wi-Fi.
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Jawmrta
dusnyecKon
0ezonacHoOCTM

MpoyHas ocHoBa: KoMMyHMKaumm
3aLUMTa YYETHbIX 1 6esonacHoe besonacHoctb B MHTEpHETE
3anuceil U yCcTpoicTB XpaHeHWe AaHHbIX

Co3aaHue KynbTypbl
6e30MacHoOCTH

3awmra pusnyeckon
6e3onacHocTH

Yro nenatb, koraa
YTO-TO MAET HE TaK



MpouHas ocHoBa:
Co3aaHue KynbTypbl

3alMTa YHETHbIX
6e3onacHocTu

3anucei 1 ycTponcTs

Heo6xoaumo ob6ecneuntb pusmyeckyro

6e3onacHoOCTb ycTpoicTB. [loMHUTE: huUsnyeckan

6e30nNacHOCTb KacaeTcs He TONbKO CaMMUX
yCTPOi"iCTB U 0ONXKHA BK/IKOYaTbh CTpaTermm

KommyHukaumm
1 6e3onacHoe
XpaHeHHe AaHHbIX

3awmta dpusuueckoi
6e3zonacHocTn

Yro penatb, Koraa
4TO-TO MAET He TaK

besonacHocTb B MHTEpHeTe

3alMTbl BCEro OCTA/IbHOIO B BalEM OKPYXXEHUM.
Ciopa BXxoaaT 6yMaXkHble AOKYMEHTbI, 0puc unm
pabouee NPOCTPAHCTBO Ballei OpraHM3aLum u,
KOHEYHO e, Bbl, BallX COTPYAHUKU U BOJIOHTEPDI

dusnueckan 6esonacHOCTbL U NOAUTUHECKME NAapTUMN

®dur3nyeckne HanafeHMs Ha YNEHOB NOUTUYECKUX
NapTuii He SIBNAIOTCS YEM-TO HOBbIM U YaCTO HeCyT
Cepbe3Hylo yrpo3y Kak ang gusnyeckon, Tak u anga
nMHdopMaunoHHoi 6esonacHocTn. OBbick B opuce
napTvu UAu 4OMe BUAHOMO NapTUIUHOro nnaepa
ABNAETCSA OAHOM U3 Hanbosiee pacnpoCTPaHEHHbIX
TaKTUK, UCMONb3YEeMbIX C Lie/Ibl0 MOCTaBUTb MOJ,
yrpo3y 6e30nacHOCTb NAPTUM U ee CNOCOBHOCTb

3¢ dekTMBHO DYHKLMOHUPOBATb, HE3aBUCMMO OT TOTO,
KTO 3@ 3TUM CTOMUT — NPEACTaBUTENMU OMMNO3ULUOHHbBIX
NOAUTUYECKUX CU, MECTHOW MU LEHTPANbHOM BNACTH

3awuTa pusmyeckoi 6esonacHoCTH

nmbo npectynHole anemeHTbl. Hanpumep, B Havane 2021
roga rpy3vMHcKas nonvumg npoeesna o6bick B WTab-
KBapTMpe rMaBHOM OMNMNO3ULMOHHOM NAapTUU CTPaHbl —
EnmHoro HaumoHanbHoro aswxkenus (EHO). Monuums
LITYpMOM B34N1a 343aHue, HeB3Mpas Ha bappukanbl v
NpoTeCcTyLWMX, U apecToBana angepa napTum, KOTOPoro
06BMHANM B OpraHM3aLMmn «MacCoOBOro HaCUIMSA» BO
BpeMS aHTMnpaBuTenbCcTBeHHbIX npotectos 2019 ropa.
Mono6HbIE MHUMAEHTLI HE TOIbKO OTPULLATENBHO BAUSIOT
Ha GU3MYeCKyo AesTeNbHOCTb MAPTUK, HO TaKXKe MOoryT
noAopBaTh YyBCTBO 3aLLMLLEHHOCTU B COTPYAHUKAX.
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https://www.aljazeera.com/news/2021/2/23/georgian-police-storm-opposition-party-offices-detain-its-leader
https://www.aljazeera.com/news/2021/2/23/georgian-police-storm-opposition-party-offices-detain-its-leader

MpoyHas ocHoBa KommyHukaumm

Co3paHue KynbTypbl

- 1 6esonacHoe
0e3onacHoCTn

3allMTa YYETHbIX

3anucei u yCcTpoucre XpaHeHue NaHHbIX

®usnueckan 6e30nacHOCTb YCTPOICTB
SIBNSIETCA HEOTbEM/IEMOM COCTaBNAOLWEN
MHpOpMaLMUOHHOM 6Ee30NaACHOCTH.

lMoMMMO cMaryeHuns NOCNeACTBUIA B ClTydae KpaXkun YCTPOMCTBa
3a cyeT 6/10KMPOBKM IKpaHa M Naponen, NoAHOro WudpoBaHus
AMCKa 1 QYHKUMM yAANEHHOWM OYMCTKM, Npexae BCero CTouT
noaymath 0 TOM, Kak NpeaoTBPaTUTb KPaxy YCTPOMCTB. YTobbI
3aTPYAHUTb KPaXy YCTPOMCTB, 06913aTeNbHO YCTaHOBUTE B
oduce n/mnmn AoOMa HagexHble 3aMKu (M MeHaUTe UxX nNpu
CMEeHe COTpyAHMKOB). Kpome Toro, paccMOTpUTE BO3MOXHOCTb
nokynku ceida unu 3anmpaemoro wkada 418 HoyToyKos,
4T06bI 06ECneunTb 3aLMTY YCTPOICTB Ha HoYb. Kamepsl
BMAEOHAONIOAEHNS CYLLECTBEHHO MOLELLIEBENM, A MPOCTbIE
BEPCUM, NPefHa3HAYeHHbIe 415 [OMALLHErO UCMOb30BaHMS,
ctanu 6onee obwenoctynHbiMu. [ofo6HbIe cUCTEMBI Kamep
WK JATYUKOB OBUXKEHUS, YCTAHOBIEHHbIE B NMOMELLEHUSX,
MoryT 06Hapy>uBaTb W, HafeeMcs, NpefoTBpaLLaTh dusmyeckme
B3/10MbI U KpaXu. MI3yunTe JOCTYNHbIE B Ballel CTpaHe BapuaHThl,
ob6ecneumBarolme KOHPUAEHLNANBHOCTb, 0653aTeNbHO

Yrto genatb, Korga
4TO-TO MAET He TaK

3awmra pusnyeckomn

besonacHocTb B MHTEpHeTe
6e3zonacHocTn

BblﬁMpaVITe KaMepbl, NOCTaBigeMble HaAEXHbIMU KOMNAHUAMMU,
Y KOTOPbIX HET CTUMYNa NepenasaTb AaHHbIE U MHd)OpMaU,MIO
NOTEHUMANIbHOMY NPOTUBHUKY.

Ecnu puck B3noma unu 066ICKOB B 0urCe BbICOK, LEPXKUTE
Hanbonee KoHbUAEHLUMANbHbIE AAHHbIE OpraHM3auun B ApYroM
MecTe: b0 xpaHuTe ux B obnake (kak 0bcyxaanoch paHee),
nmMbo pusmyeckun nepemelLaiite B MEHEE YI3BMMOE MECTO.

Ecnu Ha cTapbix yCTpOMCTBax XpaHWUTCa MHbopMaLums, Kotopas
6onblue He UCMONb3YyeTCs, NoayMaiTe 06 X OUMCTKE — B AaHHOM
pykosoactee oT Wirecutter feTanbHO OnNMcaH NPoOLLECC 0YMCTKM
[N 6ONbLWMHCTBA COBPEMEHHbIX YCTPOUCTB. Ecnn oumncrka
YCTPOACTB HEBO3MOXHA, UX MOXHO YHUUTOXUTb (DU3NYECKMU.
CaMblit NPOCTOI4, XOTS U HEe CaMblii 3KOMOMUYHBIN, CNOCob caenaTb
3TO — pa3buTb YCTPOMCTBA U UX XKECTKME AUCKU MOJIOTKOM.
MHorpa caMble cTapble pelleHus aBastTca Haunydwmmu! Ewe
[10 NepexoAa K YKa3zaHHbIM TEXHUYECKUM MNpoLesypam BblaenuTe
BpEMS Ha CO34aHWMEe MHBEHTAPHOrO CNMcKa Bcero 060opyaoBaHus
B OpraHusaumu. He umes cnucka Bcex yCTPOMCTB, CIOXKHEe
0TCNeAMUTb, YTO NPONANo B Cly4Yae KPaxku OLHOrO U3 HUX.

VYCTaHOBKa coObcTBeHHOM cucTembl OezonacHocTH odmca

Ecnu koMnnekcHasa cucteMa 6e3onacHoCcTH opuca

He BMMCbIBAETCS B OI04KET Ballei opraHuM3aumm, a

BaC 0CO6EHHO 6eCnoKOMT KOHPUAEHLMANTbHOCTD,
nonpobyiTe NOLOWTM K PeLIeHU0 BONPOCa TBOPYECKH,
K NpUMepy, BOCMO/b3yHTeCh NpunokeHueM Guardian
npoekrta Haven, KoTopoe yBeAOMNSET O NOTEHLMATIBHOM
BTOPXXEHUM B oduc. Haven - 3To npunoxeHue ans
CMapTdOHOB, KOTOPOE MOXET NPEBPaTUTL 11060
TenedoH Android B LaTUMK ABUXKEHMS, 3BYKa, BUOpaLm
u ceeTa. [punoXxeHe MOXKHO YCTaHOBWUTb Ha HECKOJIbKO
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fewesbix ycTpoicte Android, pasmMecTus ux B

pa3HbIX TOYKax oduca, YTobbl OHU NpUCbINANK BaM
yBeAoMEHNUs U DUKCUPOBANN HEXAAHHbIX NOoceTUTENeN
W HexenaTtenbHbIX HapywuTenei. MNpunoxeHne Haven
TakKXXe MOXET MPUHECTU MONb3Y B FOCTUHUYHOM HOMEpe
WK KBapTUpe, eC/IM Bbl NOABEPraeTeCh NOBbILLEHHOMY
pucky. KomnnekcHas cuctema 6e3onacHocTH aBnsercs
ONMTUMANbHbIM BAPUAHTOM, HO €C/IM OHA He BMUCbIBAETCS
B O10[)KET, 3 Bbl XOTUTE 60/bLUE Y3HATH O NMPUNOXKEHUM
Haven, nepeiaute Ha Be6-caiT npoekTa.


https://www.consumerreports.org/wireless-security-cameras/best-wireless-home-security-cameras-of-the-year/
https://play.google.com/store/apps/details?id=org.havenapp.main&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=org.havenapp.main&hl=en_US&gl=US
https://guardianproject.github.io/haven/
https://www.nytimes.com/wirecutter/guides/how-to-securely-wipe-your-computer-devices/
https://www.nytimes.com/wirecutter/guides/how-to-securely-wipe-your-computer-devices/

ﬂpOHHaﬂ OCHOBa:
3allMTa YYETHbIX

KomMyHuKaumum
Co3aaHue KynbTypbl

1 6esonacHoe
6e3onacHocTn

3anucen u yCcTpoucre XpaHeHne AaHHbIX

YTO HAM AENATb CO BCEU
3TOW BYMAIron?

BrnonHe BepoOSITHO, 4TO B BALLEN OPraHMU3aLLMmM HEMANo
MHPOPMaLMM HanevyaTaHo Ha Bymare, 3anucaHo B 6/10KHOTax
WM HaLapanaHo Ha cTukepax. Yactb 3Ton nHdopmaLmn MoxeT
6bITb 0C060 KOHDUAEHLMANBHOMW: pacneyvaTky B61o4XKeTOB, CMUCKM
YYaCTHUKOB, KOHPUAEHLMANbHbIE MUCbMA OT CMIOHCOPOB M 3anucu
C YacTHbIX BCTpey. HeobxoamMmo nofymatb 0 6e30MacHOCTU U
37Ol MHopMauuun. Eciv BaM Heo6XoAMMbI NeYaTHble KoMK
KOHOUAEHUMANBbHBIX LOKYMEHTOB, yB6eanuTeCh, YTO OHWU HaZeXHO
XPaHATCA B 3annpaemMom wkady namn gpyrom 6e3onacHom
MecTe. HMKoraa He XpaHuTe IMYHY UM KOHOUAEHUMANBHYHO
MHdOopMaumio (BKNKOYas Naponu) Ha paboyeM cTone UM Ha
MapKepHoi focke. Ecnv Bbl nonaraeTe, YTo Balla OpraHu3aums
MOXEeT NOCTPafaTh OT B3/10Ma UM 06bICKOB, XpaHWUTe
KOHOUAEHUMANbHYHO MHGOPMAaLMIO B MeHee YS3BUMOM MecTe.
Mo Mepe BO3MOXHOCTM NOCTapaiTech M36aBUTLCS OT HEHYXXHOM
MHbOpMaLmmn B ByMaxHOM Buae. [OMHUTE: HEBO3MOXHO YKPaCTb
TO, Yero HeT. YCTaHOBUTE MOAWUTUKY OpraHM3aLMm B OTHOLLEHWM
B/IAAEHUS PaCMeyaTaHHbIMU 3aMeTKaMMU U 063aTeNlbHO
3abupaiite Bce ByMaxkHble 3aMeTKM Y COTPYAHWUKOB, EC/IM OHU
pewaT yiTu unu 6yayT yBONEHbI U3 OpraHM3aLmm, TOYHO TaK

e, Kak ecv 6bl Bbl 3abpanu KOpnopaTUBHbIA KOMMbOTEP UK
TenedoH. MNprobpeTnTe KaueCTBEHHbIN LWIpeaep ANs YHUUTOXKEHUS
KOH(UAEHUMANbHbIX BYMaXXHbIX 4OKYMEHTOB. B KOHLE Heaenu
MOXHO YCTPauBaTh C COTPYAHUKAMM Becenblii 15-MUHYTHbIN
nepepbiB 1 U3MeNbYaTh LPEAEPOM OCTABLUMECS C NpenblayLlei
Henenu KoHbUaeHUMaNbHbIE PAcNeYyaTku Unn 3aMeTKu.

ODUCHAA NMNOJ/IMTUKA

XoTs «oduCHbIE» peanuu o MHOTUX 3HAYUTENbHO U3MEHWUUCH
¢ Havanom nanaemum COVID-19, no-npexxHeMy BaXHO
YCTaHOBWTb YETKYI MOAUTUKY LOCTYNa B 0PUC OpraHn3aLumm.
Takas nonuTMKa [OMKHA OTBEYATb Ha KNKOYEBbIE BOMPOCHI, B

TOM YMC/Ie KOMY pa3peLleHo HaxoauTbCs B opuce (M KOraa), KTo
MOMXEeT Nosy4aTh AOCTYN K KAKUM OPUCHBIM pecypcaM (Hanpumep,
K cetn Wi-Fi) 1 kak 6bITb C noceTuTensMu.

MpocToW, HO BaXHbIM BONPOC, HA KOTOPbIW HYXXHO OTBETUTb: Y

Koro 6yayT kntoun ot odumca. Knioun AomKHbI ObITb TOMBKO Y
HaAeXHbIX COTPYAHMKOB, @ 3aMKM1 C/leflyeT MEHSTb MPU YBONbHEHUM
COTPYAHWKOB M/MAW Ha NONYperynspHoi ocHoBe. B TeueHune aHs
BCE He3anepTble ABepU JOMKHbI MOCTOSHHO HAXOAMTLCS B None
3pEHMS KOro-TO M3 NPOBEPEHHbIX COTPYAHMKOB OpraHu3aumu. Takke
noayMawTe, HaCKONbKO AOBEPUTENbHbIE OTHOLLIEHMS Y OpraHu3aLmm
C BalUMM apeHaoaaTeneM Uimn KNMHUHIOBbIM MEPCOHANOM.
MopymaiTe 0 TOM, K Kakoi MHbOPMaLMK UNK YCTPOCTBaM MOTyT
MMeTb A0CTYN TaKWe Noau, u obecneysTe 3aLUTy 3TUX YCTPOICTB,
0COBEHHO MPU OTCYTCTBUM [LOBEPUTENBHBIX OTHOLIEHMIA. KTO 6bl

3awuTa pusmyeckoi 6esonacHoCTH

Yro penatb, Koraa
4TO-TO MAET He TaK

3awmra pusnyeckomn

be3sonacHocTb B MIHTepHeTe
6e3zonacHocTn

HU UMen AOCTYN, BCEraa AOMKHO 6biTb AOBEPEHHOE NIULLO, KOTOPOE
3anupaeT od1C M NPOBEPSET, YTO YCTPOICTBA AOMKHBIM 06pa3oM
3aLUMLLEHDI, TPEXAE YEM YIATU B KOHLIE IHS.

MoryTt nn B oduce HaxopuTbes nocetutenn? Ecam pa, ybenmtecs, 4o
Y HUX HeT focTyna (no KpaiHei Mepe cBOBOAHOTO) K YCTPOWMCTBAM
UK KOHOUAEHLUMANbHBIM AOKYMEHTAM Ha BYyMaXKHbIX HOCUTENSIX.
Ecnu TpebyeTca unu npennonaraetcs, yto y NoceTuTeneil AoMKeH
6bITb fOCTYN K MIHTEpHETY B 0uce, CiesyeT HaCTPOUTb KTOCTEBYHO®
CeTb, YTOObI Y HUX He 6blI0 BOSMOXHOCTM OTC/IEXMBATb BaLl
00bI4HbIV TpadmK. BoobLue-To ToNbKO Y AOBEPEHHbIX COTPYAHMKOB
DOMKeH ObITb AOCTYN K CETU U CETEBBIM YCTPOICTBAM, TaknM

KaK MpuHTepsbl. Takke 06bIYHO PEKOMEHAYeTCS BBECTU CUCTEMY
perncTpauum nocetuTenei, 4Tobbl UMeTb XXypHan NOCELLEHUA.

Llenb pa3paboTku odMCHOM NpaBmia LOMKHA COCTOSTb B TOM,
YTO6bI AOCTYN K KOHPUAEHUMANbHBIM YCTPOMCTBAM, LOKYMEHTAM,
NPOCTPAHCTBaM M cucTeMaM Bbin OrpaHUYEH UCKIOYUTENBHO
[LOBEPEHHBIMU INLLAMMU.

noagdeP+KA COTPYAHUKOB
N BOJ/IOHTEPOB

Yrpo3bl Gusnyeckoi 6e30nacHOCT BaLLei opraHu3aLmum MoryT
MOBAWSTL M Ha COTPYAHMKOB. Kak 1 npecnenoBaHnsiM B COLMAbHbIX
CETAX, yrpo3aM pu3nyeckoit 6e30MacHOCTH, Kak MpaBuo, Yalle
MOABEPratoTCs XEHLLUMHbI U MapTMHANIM3MPOBAHHbIE PynMbl
HaceneHus. M peyb He TONbKO 0 pa3buTbIX OKHAX U YKPaJEeHHbIX
HoyTOYKax. 3anyruBaHue, yrposbl 1 coeplueHue GU3N4ecKoro Mm
CeKCyanbHOro Hacuus, AOMalLHee Hacuane 1 60s3Hb HanaAeH!s
MOTYT OKa3aTb CEPbE3HOE HEraTMBHOE BMSIHWE Ha KM3Hb COTPYAHMKOB.
[ns opraHu3aumin, KOTOpbIE COTPYAHWUYAIOT C NOUTUYECKM aKTUBHbBIMM
KEHLLMHAMW UM NOLAEPXMBAIOT MX, NONE3HbIM PECYPCOM CTaHET
MHCTpyMeHT nnaHnpoBaHus 6e30nacHoCTv nof, HaseaHveM #ymaiil0,
pa3pabotaHHbiit NDI ans 3awwmTbl TeX, KTO MOXET nofgepratbcs
MOBbILIEHHOMY JIMYHOMY PUCKY M3-3a CBOEV AEATENBHOCTY.

Bnarononyuve cotpyaHWKOB, 6€3YCI0BHO, SBNSIETCS BaXKHbIM aKTUBOM
NS HUX KaK IMYHOCTEN, HO OHO TAKXE SIBNSETCS BAXKHENLLNM
3N1EMEHTOM 3[10pPOBOM M XOPOLLO PYHKLMOHUPYIOLLEN OpraHM3aLmnu.
Mo3ToMy noayMaiite, Kakue AONONHUTENbHbIE PECYPChl Bbl MOXETE
npenocTaBUTb COTPYAHMKAM, UTOObl 06ecneunTb UX 3aLuTy U
MOMOYb BOCCTAHOBUTLCS B ClTydae GDU3MYECKOro HanageHus unm
umdpoBoii ataku. Kak yxxe ynoMmnHanocb B Hactoswem Mocobum,

3TO 03HAYaeT Kak MMHUMYM COCTaBNEHME CMUCKA PecypCoB, K
KOTOPbIM COTPYAHWUKM CMOTYT B Cly4ae Heo6XoaMMOCTM 06paTUTbCS
33 OpPUANYECKON, MEAULMHCKOM, TCUXMATPUYECKON U TEXHUYECKOM
nomolubto. Eule pas: B «[loneBom pykoBoacTee no 60pb6e ¢ OHNaiiH-
npecnepoBanuaMu» oT PEN America n3noxeHbl naeun o ToM, Kakum
06pa3om opraHu3aumMm MOryT NOAAEPXKMBATL COTPYAHMKOB BO BpeMS
1 Nocne KpUTMYECKUX cuTyaumii,a B «KomnnekcHoM pykoBoacTBe
no 6esonacHoctu» ot Tactical Tech copepxuTcs peneBaHTHbIN
KOHTEHT O TUMMUYHbIX PEAKLMAX OPraHU3aLMiA Ha Cepbe3Hble Yrpo3bl.
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https://think10.demcloud.org/
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MpoyHas ocHoBa KommyHukaumm

Co3paHue KynbTypbl

- 1 6esonacHoe
0e3onacHoCTn

3allMTa YYETHbIX

3anucei u yCcTpoucre XpaHeHue NaHHbIX

OBECINEYEHUNE BE3ONACHOCTU
BO BPEMA MNOE3A0K

Moe3nku — XOTb B APYryt0 CTPaHy, XOTb B COCEAHWIA FOPOAOK —
3a4acTyo YBENUYMBAIOT DU3UYECKME PUCKM A1 MHPOPMALIMOHHOM
6€30MacHOCTU. MOXHO C YBEPEHHOCTHIO NMPEANON0XMUTb, YTO

Ha Bac M BalLM YCTPOWCTBA HE PACNpOCTPaHAEeTCs NpaBo Ha
HENpUKOCHOBEHHOCTb NpY NepecevyeHun rpaHumL,. lostomy
peKkoMeHayeTcs BKIKYUTbL B NNaH obecneyeHns 6e3onacHocTu
NOMIMTUKY OPraHU3aLMm B OTHOLLEHUM NOE3L0K, BKIOUALLYHO
HanoOMWHaHWUs O KYEBbLIX NepefoBbIX METOAAX 0becrneyeHus
6e30macHoCTU. NonnTrka Bawen opraHM3aumnm B OTHOLIEHUU
noe3aoK AO/MKHA BKNOYATb 60/bLIYH0 YacTb MHGOPMALIMK,
ONMCaHHOM B APYruX pasaenax Hactosiwero Mocobus, B ToM

yucne npuHUMnbl 6e3onacHoi pabotbl B MHTepHeTe, MeToabI
(HDU3MYECKOM 3aLLUMTbI YCTPOCTB U MPOYMX UCTOUHMKOB
MHbOPMALMK, @ TaKXKE HANOMUHAHWE BCEraa AepKaTb UX npu cebe
BO BpeMs noe3nok. PekomeHayeTcs no BO3MOXHOCTM He BpaThb C
cobo¥ HoCuTeNM C KOHPUAEHLMANBHOM MHGOPMaLMeN, a NPOCTo
MCNO/Ib30BaTb HOBbIM, MOIHOCTBIO OUMLLLEHHDBIV KOMMbLIOTEpP U C
Hero nony4atb JOCTYN K CaMblM HeobxoaMMbIM dakinam B obnake,
a Mo BO3BPALLEHWM LOMOW OYUCTUTL ETO.

MoMMMO NOATrOTOBKM K NOEe3aKe U MMHUMU3aLMKN AaHHbIX,
nepenaBaeMblX BO BpeMa nNoe3nku, CyuecTByeT pan
BaXXHbIX ONepaTUBHbIX COBETOB, KOTOPbIE pEKOMEHAYETCA
NPOAaHaNM3npoBaTb U BKNKOYUTb B NOIUTUKY OpraHn3aumm B
OTHOLWEHUM NOE3O0K.

PaccMoTpuTE BO3MOXHOCTb BbIAENUTL ONPEAeneHHble HOYTOYKM
unu TenedoHbl UCKNOUUTENBHO LN NOE340K M CTapaiTech He

Yrto genatb, Korga
4TO-TO MAET He TaK

3awmra pusnyeckomn

besonacHocTb B MHTEpHeTe
6e3zonacHocTn

MCNONb30BaTb UX ANl XpaHEHWUS KOHOUAEHLUMANbHBIX LAHHbIX.
Ecnu 6onblag yactb paboTbl Ballei opraHuM3aLum BbiNOMHSAETCS
B 0bnake, T0 oTHOCUTENbHO Hepoporoi Chromebook MoxeT
0Ka3aTbCs NOAXOASALWMM BapuaHTOM. BoinonHaite cbpoc no
3aBOACKMX HAaCTPOEK WM NOMHOCTBIO OUMLLANTEY Takue
YCTPOICTBA NOCNE KAXA0r0 BO3BPALLEHUS, MPEXAE YEM
NoAKNIUYNUTLCS K 06bIuHOM ceTu Wi-Fi noma unu B oduce.
[poBeauTe MHCTPYKTaX COTPYAHUKOB KacaTeNbHO UX LeiCTBUMA
B C/lyyae [onpoca npeacTaBUTensiMy BnacTen MM OCTaHOBKM
Ha rpaHuue. lNoagymaiiTe, Kak orpaHUUYUTbL 06beM MHGOPMaLIMK
Ha pyKax Y KOMaHAMPOBAHHOIO, eC/IM €CTb COOTBETCTBYHOLLME
onaceHus, U co3aaiTe NPOTOKOMbI perucTpauum Ang COTpyLHUKOB,
OTMNPaBAAOLLMXCA B y93BUMble pernoHbl. [pegoctaBbTe
COTPYAHWKAM KOHTaKTHY0 MHOOPMALMIO M NNaH AeNCTBUIM Ha
Cly4an BO3HMKHOBEHMUS HENpPeaBUAEHHbIX CUTYaL M BO BpeEMS
noesaku. Ctoga BXOAMT MHDOPMALMA O MECTHbIX 6OMbHULAX,
KIMHWMKAX UM anTekax Ha ciyvai, ecim uM notpebyetcs
MeAULMHCKas NMOMOLLLb BO BPEMS NMOE3aKM.

Kpome Toro, Bo BpeMs Moe3aKu COTPYAHUKM AOMKHbI EPXKATh

BCe yCTponcTBa npu cebe. Hanpumep, B aBTobYCe, noesne unm
camonerte CTaBbTe HOYTOYK Y HOT (@ He KNaauTe Ha BEPXHIOK MOJKY
W He coaBanTe B 6arax). He oymaite, YTo FOCTUHUYHBIA HOMEP MK
DaXe roCTUHUYHBIN celid — 3To Be3onacHoe MecTo ans XpaHeHUs
YCTPOICTB U NPEAMETOB, COAEPXKALLMX KOHDUAEHLMANBHYIO
uHdopMaumio. CrapaiiTech He Nob30BaThCs 06LLELOCTYNHBIMM
USB-noptamu ang 3apsaaku. USB-noptbl ang 3apsnku B aaponoprax,
Ha BOK3anax ¥ B TPaHCMOPTHbIX CPEACTBAX CTaHOBATCA Bce Honee
PacnpoCTpaHeHHbIM aBneHueM. M 370 oueHb yao6HbI crnocob
3apaauTb ycTpoicTBa. OLHAKO OHU MOTYT CYXKWUTb BEKTOPOM A1
BPELOHOCHbIX NporpaMM. Mo3ToMy b0 pekoMeHAYITe 3apsKaTh
YCTPOICTBA TPAAMLMOHHBIM CNOCOBOM Yepes po3eTKy B CTEHE, 1M60
npuobpetute USB-610KMPOBLUMKM AAHHBIX, YTOObI COTPYAHUKM
Mor/v 6e30nacHo 3apskaTb CBOM yCTpoiicTea Yepe3 USB B noesakax.

OezonacHoe GpoHMpOBaHME NOE3A0K AMA OPpraHusauum

CocTaBnsis NONUTHKY B OTHOLLEHUM NOE3L0K, CesyeT
MOMHWTb, Kakasi MHOOPMaLUs NOLNEXUT PACKPbITUIO MPU
OpraHv3aLmm uny BpoOHNPOBaAHUM NOE3LKU. ITO MOXKET
6bITb 0CO6EHHO BaXKHO NpM OPraHU3aLmmn KPynHbIX
MEPONPUSATUIA, TDEHUHTOB UMM KOHDEPEHLIMIA, B NpoLiecce
MOArOTOBKM KOTOPbIX NPUXOAUTCS 06pabaTbiBaTh
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KOHOUAEHUMANbHYI0 MHPOPMALMIO OT Pa3anUYHbIX
COTPYAHMKOB, MAPTHEPOB W/IN YYACTHUKOB. TLWATENbHO
npoayManTe, kakum obpasom byaete 6esonacHo
0OMEeHMBATLCSA U XPaHWUTb (MPpY HEODXOAMMOCTH) IUYHYHO
MHOOPMaLMIO, TAaKYO KaK MAacnopTHbIE AAHHbIE, MAPLUPYThI
noe3foK U MeauLMHCKME 3anucu.


https://portablepowersupplies.co.uk/product/usb-data-blocker

3awmra pusnyeckomn
6e3zonacHocTn

sawuTa pusnuecKoil 6esonacHocTH

o HanomuHaiTe coTpyaHuMKam o He06X0AMMOCTU NOCTOAHHOW PU3INYECKOM 3alUThl
YCTPOMCTB.

o [lpoBepbTe u o6e3onacbTe BCe BO3MOXKHbIe NyTU NPOHUKHOBEHUA B Balue
nomeLieHue - gBepu 1 oKHa.

o PaspaboTaiiTe N0ANTUKY B OTHOLWEHUM NoceTUTesnen n NoANTUKY AocTyna.

o MWcnonb3yitTe HageXKHble 3aMK1 U MeHANUTe X N0 Mepe HeobXxoanmocTu.

o PaccmoTpuyTe BO3MOXKHOCTb YCTAaHOBKM Kamep unu gpyroi cucrtemol 6esonacHocTy B odpuca.
o [lpurnobpetute u ucnonb3synTe Wpeaep.

- BblgenunTe Bpems, Korga coTpyaHUKKM byayT yTUAN3NPOBATbh 40OKYMEHThI,
cogepKalive KoHpnaeHumManbHy0 MHGOpMaLULo.

o CocTaBbTe CNMUCOK MECTHbIX CNeuuanncToB, oOpraHu3auuii U NPaBoOOXpPaHUTE IbHbIX
OpraHoB, K KOTOPbIM Baluu COTPYAHUKU, NogBeprHyBLImneca pusnyecknm HanageHusam
WUAKM yrposam, CMOryT B C/ly4ae Heo6XoaMmMoCcTy 06pPaTUTbCA 3a KHPUANUYECKOoM,
MegUNLMHCKON, NCUXNATPUUECKON U TEXHUYECKOMN NOMOLLbHO.

o PaspaboTaiiTe NoANTUKY OpraHM3aumv B OTHOLLEHUM NOe340K.

o VY6eguTtech, YTO COTPYAHUKU 3HAIOT, YTO AeaTb NP BOSHUKHOBEHMU Ype3BblYalHbIX
cuTyauui Bo Bpems noesgaKku, U 06 bACHUTE UM anroputm gencTeni B caydae
OCTAHOBKM Ha rpaHu1L,e WU KOHTPO/IbHO-NPONYCKHOM NYHKTE.

o [lepea Bcemun mecTHbIMU, HALMOHANBHBIMU U MEXAYHAPOAHbIMUY Noe3gKamMmu
HanoMMHaNTe COTPYAHMKAM 0 HE0B6X0AMMOCTU OrpaHNYUTb KONYECTBO
MHpOopMaL UK, XPaHALLENCA Ha YCTPOMCTBaX.

o He3abbiBanTe 0 A4O0NOAHUTENbLHBIX AAHHbIX, KOTOpPbIE CO34aKTCA U NepeaalnTCca Npu
OopraHMsauuuv noesgoK uam mMeponpuaTui.

3awuTa pusmyeckoi 6esonacHoCTH 7%



HTOo AaenarTh,
KOorga uro-To
MAEeT He TaK

MpoyHas ocHoBa: KomMMyHMKaLmm
3aLUMTa YYETHbIX 1 6esonacHoe
3anucen 1 yCTpOICTB XpaHeHUe AaHHbIX

Co3AaHue KynbTypbl
6e3onacHocTn

BesonacHocTb B 3awuTa pusmyeckon
NHTepHeTe 6e3onacHocTu

Yro aenatb, Koraa
YTO-TO UAET He TaK



I'IpouHaﬂ OCHOBa:
3aliMTa YYETHbIX

KOMM\,/HM Kauuu

Co3aaHue KynbTypbl ~
1 6esonacHoe

6e3onacHocTn

3anuceit U ycTpoincTs XpaHeHHe AaHHbIX

UTak, Bbl 3HaeTe, 4YTo Aenatb. Bol BHeaApunu
npasuna u o6y4umnnm Bcex COTPyAHMKOB
opraHu3auuu BceM nepeaoBbiM MetoaaM. Ho
HeCMoTps Ha BCIO NPOAENaHHy paboTy, BecbMa
BEpPOSATHO, YTO YTO-TO BCE PaBHO NOMAET He TaK.

Bcskoe cnyyaetca. [Ins TakmMx CydyaeB HYXEH MNiaH pearupoBaHus
Ha MHUMAEHTI. [NaH pearpoBaHWst Ha MHUMAEHTbI SIBASETCS
BaXXHOM M 4aCTO HEAOOLEHEHHOW COCTABNSAOWEN NaHa
obecneyeHns 6esonacHOCTM opraHusaumm. MpounsoinTu

MOXET BCE YTO YrOAHO: OT HE3HAUUTENbHbIX HEMPUSTHOCTEN

[l0 aTaKu, pa3pyLuarLLiei penyTaumo opraHmsaumu. loMHuTe,

YTO OTPEArnpoBaTh Ha MHLMAEHT MOXHO TOJIKO B TOM C/lyyae,
€CNM 0 HeM M3BECTHO. QUeHb BaXKHO MMETb CUIbHYIO KYNIbTYpY
6e30MacHOCTM OpraHM3aLmMm U NOOLLPSTb COTPYAHMKOB CO0OLWAaTh
0 npobnemMax. Bot noyemy nyyuie Bo3HarpaxaaTb 3a Haanexalee
rnoBeaeHue B 0b6nactn 6e30MacHOCTM, YeM HaKa3zbiBaTb 3a
YMNYLWEHUS UK OLUMOKM, AOMYLLEHHbIE B 3TOM OTHOLIEHWU. Takxe
BaXKHO NPOSIBSATb COYYBCTBME U MHTEPECOBATLCS COCTOSIHUEM
COTPYAHMKOB, KOTa OHM CO06LWatoT 06 nHumMaeHTe. Bol ke xoTuTe,
4TO6bI COTPYAHUKM HE3aMEANMUTENBHO COOBLLANM O Nepexose no
CCblKe B GULIMHIOBOM COODLLEHUM, 06 YKPafeHHOM TenedoHe unu
B3/IOMaHHOM Y4ETHOM 3anucK B COLMAbHOM CETU HEMELJIEHHOE
M HE 0MacasCh, YTO UX HAKAXKYT MM He 3aX0TaT noaaepxats? B
KOHLLE KOHLLOB, pearmpoBaHmne Ha MHUMAEHTbI, KaK U CTpaTErnM
CMArYeHMs NOCNEACTBUI, yNOMSHYTbIE B NPeablAYLLIMX pa3aenax
HacTosiwero Mocobus, — 310 06Las 3a4a4a BCel OpraHu3aLmu.

¢ Kuemy ctout npurotoButbcs? Ecnn kopoTko, TO KO BCEMY,
YTO MOXET NPOU30WTU. N5 KaXKAOM OpraHM3aumm nnax
pearMpoBaHusl Ha UHUMAEHTbI ByaeT BbIrSAeTb NO-CBOEMY,
HO Hambonee pacnpoCcTpaHeHHble BONPOCHI TAaKME:

* Y10 penatb, eI HawK yYeTHble 3anmcu unu Be6-caiTbl
B370Mann?

e Y10 penatb, eciv KTO-TO NepeLuen no CCbifike B GULLIMHIOBOM
3NEeKTPOHHOM NMUCbME UNIU eC/Iv YCTPOMCTBO BeaeT cebs
Nnoa03puUTENbHO?

e Yto genatb B Cyyvae KpaXu Mam yTeYKM 3NEKTPOHHBIX MUCEM
unu Hambonee KOHOUAEHLMANBHBIX LOKYMEHTOB?

e Y70 HaM Zenatb, M OAMH M3 HALLIMX COTPYAHUKOB
noasepraeTcs GU3nM4ecKor onacHOCTU Unu apectoBaH? Unu
CTpPagaeT OT CTpecca uan 6ecnokorcTBa BCNEACTBME TakMX
yrpos?

¢ Yrto penatb, eciv oduMC NOCTpagan B pesynbraTe noxapa,
HaBOAHEHWUS MU CTUXMIMHOTO BeacTeus?

e Y10 penatb B C/lyyYae NoTeEpPU UM KPaXu KOMMbOTEPA UK
TenedoHa COTpyAHMUKA?

Y KaXaon opraHusauuu 6yoyT CBOM OTBETLI HA 3TU U Apyrue
BOMPOChI, HO NS BCEX OMHAKOBO BaXXHO BCE TLIATENIbHO
npoayMaTb, YeTKO CHOpMYNMPOBaTb U 03HAKOMUTb

BCEX COTPYAHMKOB C NAAHOM, YTOObI Kaxabli 6bli1 roTOB

YTo menatb, KOraa YTo-To MAET HE TakK

3awmTa $pusmnyeckoi
6e3onacHoCTH

Yro penatb, Koraa

be3sonacHocTb B MIHTepHeTe
YTO-TO MAET He Tak

He3aMeaIMTenbHO NPUHATL BCe HeobxoamMble Mepbl ANs
MWHMMU3aLMM YiLepba.

LUntupys «KomnnekcHoe pykoBoacTBo no 6esonacHocTu»

ot Tactical Tech, npu pa3paboTtke nnaHa pearMpoBaHus Ha
MHLMOEHTbI Jyylle BCEro HauyaTb C ONpeaeneHuns NoHITUim
KUHUMOEHT» U «4pe3Bbl4aiHas CUTyaLusa» Ans Bawen
opraHusaumu. OnpepenuTe, YTo SBASETCS «4pe3Bbl4alHOM
CUTyaumeii», TO eCTb TOM TOUKOM, KOraa HeobxoAMMO HavaTb
OCYLLECTBNSTb AEMCTBUS U MEpbI, 3aM1aHUPOBaHHbIE Ha CyYai
Yype3BbluariHbIX 06CTOATENBCTB. ITO BaXHO, MOCKONbKY MHOTAA C
3TUM 6bIBAIOT HEACHOCTU. [peacTaBUM KOHKPETHbINM CLEeHapuii:
LONYCTUM, MOTEPSHA CBA3b C KOMNEron B X0A4e NoeBON MUCCUM;
Kak [ONro CnefyeT XAaTh, npexae 4eM 06bsBUTb Ype3BblUaliHyHo
cuTyaumio? He xoyeTcs npexaeBpeMeHHO NaHWMKOBATb, OAHAKO
C/IULLIKOM A0/r0e 0XMAAHWE B HEKOTOPbIX 06CTOATENbCTBAX
MOXET UMeTb KaTacTpoduyeckne NocieacTBuS.

Takke BakHO MpoayMaTh BCe 3Tanbl onepauuu. Onpenenvte

AN KXKO0ro COTpyAHMKa YeTkne 0653aHHOCTU, KOTOPbIE UM
6yayT U3BECTHBI M COMMACOBaHbl 3apaHee — 3T0 YMeHbLIMUT
[,e30praHn3aLmio U NaHUKy B Cy4ae uHuuaeHTa. Paccmotpute
paznunyHble 06513aHHOCTH, KOTOpbIE BaM, BO3MOXHO, NPUAETCA
B34Tb Ha cebs, M NpaKTMYeCcKMe acrneKTbl pearMpoBaHMs Ha
Ype3BblYaMHYI0 CUTYALLMIO HA CTy4ai KaXA0M NOTEeHLMANbHON
yrpo3bl. BaxxHOM cocTaBnstoLLen CTpaTermm gesTeibHoCTU B
nofo6HbIX Ype3BbIHAMHbIX CUTYaLMAX ABNSETCS 3aAeiCTBOBaHUe
CeTU NOAAEPXKKM — LUMPOKOM CETU COIO3HMKOB, BKOYAtOLLEN
Apy3eii U YUNeHOB CEMbM, L0BEPEHHbIX CTOPOHHWUKOB, COKO3HUYECKUE
NONUTUYECKME NAPTUM U, BO3MOXHO, rOCYAAPCTBEHHbIE PeCypCbl.
Yem MoryT nomMoub coto3Hnkn? CienyeT v BaM CBA3ATHCS C HUMM
3apaHee, 4To6bl y6eanTbCa B UX FOTOBHOCTM NPUATM Ha NOMOLLb B
Ype3BblYalHOM CUTYaLMM U YTOUHUTb, YErO Bbl OT HUX OXuaaeTe?

O deKTMBHbIE KOMMYHUKALIMK UrPaOT BaXHENLLYO Posb B
pearnpoBaHuu Ha UHLMAEHTbI. Boibepute Hanbonee besonacHoe
1 3ddeKTMBHOE CPEACTBO CBA3M C KAKABIM YYACTHUKOM 415
pasnMnYHbIX CLEHApWEB U ONpeaennTe pe3epeHble CpeacTea.
MmeiTe B BMAY, YTO B Ype3BbIHAMHbIX CUTYALLMAX KpPaiHe None3Ho
pacnonaraTtb YeTKMMU YKa3aHMSMU O TOM, YTO CriesyeT (M Yero He
cnenyeT) coobLath, KOraa coobLaTh, Kakne KOMMYHUKALLMOHHbIE
KaHanbl UCNOMb30BaTh U K KOMY 06pallatbes. Takxke yuuTbiBaiTe
B/IMSIHWUE MHUMAEHTA HA penyTaumio Baller opraHn3aummn n byaste
roTOBbl OTPEarMpoBaTh COOTBETCTBYHOLWMM 06pa3oMm. YoenumTecs,
YTO PyKOBOAMTENO OpraHM3aLmMu No CBA3SM C 0OLLECTBEHHOCTbIO
(B HEKOTOPbIX OPraHM3aLLMAX 3TO AAMUHUCTPATOP CTPAHULbI B
Facebook nnu yyetHoit 3anucu B Twitter) n3sectHo 06 MHUMAEHTE
W'y HEro eCTb BO3MOXHOCTb OTC/IEXMBATh NOTEHLMANbHbIE
NoCNeacTBms B COLMANbHbIX CETAX UM APYrnX CPeacTBax
MaccoBov MHPopMaumu. Takke Heo6xoaMMO BbITb FOTOBbIM
OTBETWUTb Ha BO3MOXHble 3anpockl obuiectBeHHocT unn CMU

06 MHUMAEHTE, eC/IM 3TO YMECTHO. 3TO 0COBEHHO BaXKHO Ans
ynpexaeHus ntobbIX NOTEHLMANbHbBIX HEFAaTUBHbBIX UCTOPUI UK
penyTauuoHHoro yuiepba. XoTa Bce MHLMAEHTbI M 06CTOSTEeNbCTBA
OT/IMYAKOTCS APYT OT ApYra, YeCTHbIE M NPO3PaYHble KOMMYHMKALMK
YaCcTo MOMOraT YKPENUTL AOBEpUE NOCSIE MHUMAEHTA.

75


https://holistic-security.tacticaltech.org/chapters/strategise/3-4-security-in-groups-and-organisations.html

ﬂpOHHaﬂ OCHOBa:
3allMTa YYETHbIX

KoMMyHwuKaumm
Co3zpaHue KynbTypbl

1 6esonacHoe
6e3onacHocTn

3anucen u yCcTpoucre XpaHeHne AaHHbIX

3awuta pusnyeckon
6e3onacHoCTH

Yro penatb, Koraa
YTO-TO UAET He TaK

BesonacHocTb B UHTepHeTe

cozg4aHme cucTeémbl paHHero onoeeLlleHa n pearmpoeaHma

PaccMoTpuTe BO3MOXHOCTb CO3A4aHUS CUCTEMBI PaHHETO
OMOBELLEHUS U PearMpoBaHus. 3By4UT 3aTEUNUBO,

HO MO CYTW 3TO BCETO NINLLIb LLEHTPASIM30BAHHbIN
[LOKYMEHT (B 3IEKTPOHHOM UM MHOW hOopMe), KOTOpPbIH
cnenyet OTKPbITb NPU BO3HUKHOBEHUW Ype3BbIHYAHOM
CUTYyaumu. B TakoM LOKYMEHTE CeayeT U3N0XUTb

BO BPEMEHHOM LIKasne BCce NoapobHble faHHbIe

06 nHauKaTopax 6€30MacHOCTM U MPOMU30LLEALLNX
WHUMIOEHTaX, NpefoCTaBUTb YETKOE OMMUCaHWe AeNCTBUIA
¥ NoCnenoBaTeNbHOCTMU 3aMn1aHMPOBaHHbIX Mep
pearMpoBaHus, a TakxKe yKasaTb, Kakue nokasatenu byayt

B nonosHeHMe K YKa3aHHbIM BaXHbIM KOHLEMNLUMAM
pearMpoBaHMs Ha MHUMAEHTbI OpPraHM3aLms A0MKHa BbiTh
rotoBa K 1t060My KOHKPETHOMY TEXHUYECKOMY PEarMpoBaHuIo.
B HeKoTOpbIX Cly4asx TEXHUYECKMM pearnpoBaHUeM MoryT
ynpaensatb UT-cneumanmcTsl Uau CUCTEMHbIE aAMUHUCTPATOPSI
opraHusauuu. Harpumep, npy HanMumMu Nofo3peHUs o B3NoMe
YYETHOM 3anuUCK aAMUHUCTPATOP AOKEH OblTb FOTOB U UMETb
BO3MOXXHOCTb 3aKPbITb UM OTKOUMTL 3aTPOHYTYHO YUYETHYIO
3anucb. OAHAKO ANS paspeLleHns HeKOTOPbIX TEXHUYECKUX
MHLMLEHTOB MOXET NoTPeboBaTbCs OMbIT, KOTOPOrO HET Y BaLlei
opraHusaumu. 1ns nogo6HbIX CMTyaLMii HeobxoanMo UMeTb
CMUCOK HAAEXHbIX BHELIHUX TEXHUYECKUX IKCNEepTOB, KOTOPble
CMOFYT NOMOYb B pearMpoBaHuM Ha MHUMAEHTbI. B HEKOTOPbIX
CNy4asnx MOXHO NpeLBapUTENbHO COMMAcoBaThb YCIOBUS C
NOCTaBLUMKAMK YCIyr (HanpuMep, C NpoBaiaepoM Be6-XOCTUHTa
unu UT-KOHCYNbTaHTOM), 4TO6bI YOEeAMUTLCS, YTO OHU FOTOBBI
0Ka3aTb MOMOLLb B pearpoBaHUU Ha TEXHUYECKUE MHLMAEHTBI (U
He ByayT B3MMaTb LOMNONHUTENbHYIO NNaTy).

M nocneaHee, HO He MeHee BaXHOE: BaM CieayeT noayMaTb

0 NpaBoBbIX Mepax. BaxHo NoHUMaTh, Kakue cpencTea

NpaBoBO¥ 3alWMTbl BYAYT B BaLLEM pacropsXeHMM, a TakkKe C
KaKMMU NpaBoBbIMM 063aTeNbCTBAMM UM NOCIEACTBUAMMU

MOXET CTOIKHYTbCS Balla OpraHM3aums B pesy/bTaTe yTeuku
JAHHbIX UM APYTrOro MHUMAEHTA B 0611aCTM 6e30MacHOCTM.
MepBbiM WAroM MOXET CTaTb NOUCK HAAEXHOTO PUCKOHCYNLTA,
pas6upaloLLerocs B 3aKoHax M NpaBuax Ballen CTpaHbl

unmn pernoHa. Mpy HeobXxoAMMOCTU NPOKOHCYNBTUPYHITECH C
HAAEXHbIM IOPUCKOHCYNIBTOM KacaTeNbHO BO3MOXHbIX MHLMAEHTOB
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CBWAETENbCTBOBATL O CHUXEHWUU puckoB. Kpome Toro, B
TaKoOM JOKYMEHTE A0/MKHbI ObITb U3N0XEHbI AEHCTBUS,
KOTOpble HE06X0AMMO NPeAnPUHATL NOCIEe UHLMAEHTA,
4TOObI 33LMUTUTL YYACTHUKOB OT AdJbHElLIEro Bpeaa 1
MOMOYb UM BOCCTAHOBUTHCS HU3NYECKM U IMOLMOHANBHO.
Hanuuue cucteMbl paHHErO OMOBELLEHUS U PearMpoBaHuUs
MO3BO/IAET NOMYYNUTb NMONE3HYHO AOKYMEHTALMIO 415
nepefayu B NpaBOOXPaHWUTENbHbIE OpraHbl (€C/u
NMPUMEHMMO), MOC/EAYIOLLEro aHaNM3a NPOU3oLIeaLIero

U pa3paboTku peKOMeHAALMI MO YNyYLEeHUI0 TaKTUKK
npesoTBPALLEHUS U PEATMPOBaHUS Ha Yrpo3bl B ByayLLeM.

M COCTaBbTE COOTBETCTBYHOLLMIA NNaH Mep pearnpoBaHus.

KpoMe Toro, pekoMeHAYeTCs 3aK/IHUUTb COrnalleHme ¢ 3TuM
FOPUCKOHCY/ILTOM, YTOObI OH MOT B C/Ty4ae HeobX0AMMOCTH
npeacTaBasTb Bac U BalM MHTEPECHl NoC1e UHUMAEHTa. B
npoLecce NpaBoBOM NOArOTOBKM y6eanTech, YTo UMeeTe YeTkoe
npeacTaBieHue O NPaBOBbIX 0643aTeNbCTBAX BCEX NMOCTABLUMKOB
UK NapTHepoB. [1oMKHbI 1M OHW YBEAOMASATL BAC 00 yTeuke
CBOMX AaHHbIX? Kakyto nofaepXKy (ecnv npeaycMoOTPeHO)

OHM JOMKHbI 0KA3aTb BaM B C/1y4ae MHLMAEHTA? 3aknoyas
KOHTPAKTbl U COrNaLleHns C BHELHUMMM NOCTaBLUMKAMU, TOMHUTE O
BO3MOXXHOCTMU YTEUKM AAHHbIX UM APYTUX MHLMOEHTOB.

YHMBepCanbHOro Noaxofa K pearnpoBaHuio Ha UHLUMAEHTbI He
CYLLECTBYET, HO BaXKHO MMETb YeTKME MaHbl — ONePaTUBHbIN,
KOMMYHUKALMOHHBIN, TEXHUYECKUIA 1 topuanyeckuit. Mpu
pa3paboTke nnaHa pearMpoBaHWs Ha UHLMAEHTbI HACTOATENbHO
pekoMeHAyeM UCMONb30BaTb PS4, CYLECTBYIOWMX peCcypCoB,
npefHasHavYeHHbIX UMEHHO A1 TOro, YTOObl MOMOYb OpraHM3aLmMaIM
npaBW/bHO pearMpoBaTh Ha MHLMAEHTbI. He Bce NnpeacTaBneHHble
pecypcbl NpeaHasHavyeHbl UMEHHO A8 NOUTUYECKUX NapTU,

HO MX CoAepXKaHue BCe PaBHO AOCTAaTOYHO akTyanbHO. K Takum
pecypcam oTHocaTcs: KomnnekT akcTpeHHoM umudpoBoi noMoLu,
ABNAOLLMIACA coBMecTHbIM npoekToM RaReNet u CiviCERT, Monesoe
PYKOBOACTBO N0 OHMAWH-NpecnenoBaHusaMm, paspabotaHHoe

PEN America, Crpaterusa o6ecneuyeHus kKubep6e3onacHoCcTM BO
BpeMms nposeneHua u3bupaTtenbHon KaMnaHum 1 TUNUYHbIA

KOMMYHMKALMOHHbIM NaaH B chepe KW6epuHLMAEHTOB BO BpeMs
BbI60POB, pazpaboTaHHble Belfer Center u Cnyx6a nogaepkku no
uncdpoBoii 6esonacHocTH, cozaaHHas Access Now.



https://digitalfirstaid.org/en/index.html
https://onlineharassmentfieldmanual.pen.org/
https://onlineharassmentfieldmanual.pen.org/
https://www.ndi.org/publications/cybersecurity-campaign-playbook-global-edition
https://www.ndi.org/publications/cybersecurity-campaign-playbook-global-edition
https://www.belfercenter.org/publication/election-cyber-incident-communications-plan-template
https://www.belfercenter.org/publication/election-cyber-incident-communications-plan-template
https://www.belfercenter.org/publication/election-cyber-incident-communications-plan-template
https://www.accessnow.org/help/
https://www.accessnow.org/help/

Yro penatb, koraa
4TO-TO MAET He TaK

pearmpoeaHveé Ha MHUWMAEHTbI

o PaspaboTanTe nnaH pearupoBaHUA OpraHn3aLv Ha MHUMAEHTbI U oTpaboTaiTe ero
Ha NpaKkTUuKe.

« [poaHanuanpyiTe BO3MOXKHbIE MHLMAEGHTLI M pa3paboTanTe Mepbl pearMpoBaHma
[0 TOro, Kak MHLUMAEHTbI MPOn30ayT.

o VY6eguTechb, UTO BCe NOA4U B OPraHU3aL v 0CBegoM/eHbl 0 CpeacTBaxX KOMMYHUKaLUN
M TeXHU4YeCKUX npoueaypax, KoTopbie 6yayT 3aaeicTBoBaHbI B C/ly4ae MHLMAEHTA.

o Pa36epMTer B cpeacTtBax npaBOBOVI 3adlWNTbl U NPaBOBbIX ob6A3aTenncTrBax.

o Byﬂ,bTe roToBbl NpegocTaBnUTb COTPYAHUKaM OopraHnsaumn SMOoUMOHa/IbHYHO U
coumanbHYHO NoAaAgepiKKy, KOTopad MoXeT UM I'IOTpGGOBaTbCH nocse iHUngeHTa.

Y1o nenatb, KOraa YTo-TO MAET HE TaK 77



NMpunoxxenue A.
PekomeHgoBaHHbIE pecypchbl
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e  0O6weHue c apyrumu

*  Bbi6op nogxoasawero VPN-cepsuca

«PyKOBOACTBO N0 MHCTPYMEHTAM A5 6€30MacHOro CO3AaHUA rpynnoBbiX YaTOB M NpoBeaeHUs KoHdepeHumin» oT

Frontline Defenders

Data Detox Kit ot Tactical Tech

O U36upaTenbHbli AOCTYN: NOBbILWEHUE HAAEXHOCTU Naponei

O MoBblWeHNe HaAEeXXHOCTU 6JIOKUPOBKU IKpPaHa

«PykoBoACTBO N0 06ecneueHuto 6e3onacHOCTU Ha Bbi6opax. Maponu» ot Center for Democracy and Technology;
MexayHapoaHasa amueH3ua Creative Commons Attribution 4.0
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Democracy and Technology; MexayHapoaHas nuueH3usa Creative Commons 4.0 - C ykasaHMeM aBTOpPCTBA
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Commons Attribution 4.0
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e 3awmTuTe CBOE YCTPOUCTBO OT BPEAOHOCHbIX MPOrpamMM U ULIMHIOBbIX aTak

e 3awmTtute cBOK MHDOpPMaLMUIO OT PU3UYECKUX YrPo3

SANS’ OQuch! Paccbinka HoBocTei: OCTaHOBUM BPeAOHOCHbIE MPOrpamMmMbl

YcTpoicTBO M AOCTYN K AaHHbIM, KOr4a AMvHag 6e3onacHocTb noA, yrpo3oi ot Apple

Global Cyber Alliance. KubeprurueHa ang MUCCUOHEPCKUX OpraHM3aumin
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https://www.sans.org/security-awareness-training/resources/stop-malware
https://manuals.info.apple.com/MANUALS/1000/MA1976/en_US/device-and-data-access-when-personal-safety-is-at-risk.pdf
https://www.globalcyberalliance.org/mission-based-organizations/

CTapToBLIN KOMINAEGKT 419 pa3padboTkm
naaHa oobecneueHns desonacHocT

Bocnonb3yiiTech cneayoMUM CTapTOBbIM

He 3abyabTe ykas3aTb Knt0UYeBble KCTPYKTYpHble 610KM» Mo
KagoMy pasgeny Hactosiwero [Mocobus, ytobbl ybeanTbcs, 4to

KOMMJIEKTOM, YTOObI AenaTtb 3aMETKU No Mepe
Bbl OXBAaTU/IM HanBoNee BaxHble TEMbl B X04€ paspaboTku nnaHa
usy4enus Mocobus u ycBoeHns matepuana obecneyeruns 6e3onacHOCTY. K KOHLLY M3y4eHMs HaCTOAILEro

BaMM U ApYrMMU COTPYAHUKAMMU OPraHM3aLUK.
MapannenbHo 06ayMbiBaiTe € KONEraMu BONPOChI
ANS OpraHM3auumn NPOAYKTUBHOTO 06CYKAEHMS.

CospaHue KynbTypbl MpouHas ocHoBa: 3awmTa
6e3onacHocTU Y4YETHbIX 3anucen u
YCTPOMCTB

besonacHocTb B 3awmra pusnMyeckom
MHTepHeTe 6esonacHoCcTH

Mpunoxenue B. CrapToBblit KOMMEKT Ans pa3paboTku nnaHa obecrieyeHms 6e30nacHOCTH

Mocobus cTpykTypHble 610KK, OTBETHI HA AUCKYCCUMOHHbIE
BOMPOCHI M BALUM 3aMETKM CTaHYT OCHOBOM ANS CO3AaHUS
ycnewHoro nnaHa obecneuveHuns 6esonacHoctu!

KoMMyHuKauuu u
6esonacHoe xpaHeHue
DaHHbIX

Yto aenatb, KOrga uYTo-To
UAeT He TaK
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CozgaHue KynbTypbl 6e30nacHoCTU

BOMPOCHI A4/19 PACCMOTPEHUA:

Ha kakyto faTy (1 BpeMs) Bbl MOXeTe 3aniaHMpoBaTh 06CyxaAeHHUe nnaHa obecneyeHms 6€30NacHOCTU CO BCEMU
COTPYLHMKaMK OpraHusauum?

Kakue gHU nam yackl paboTbl OpraHM3aLmmy nyydlle BCEro NOAXOAAT NS PEryspHOro NpoBeaeHus becen u
TPEHWHTOB MO BonpocaM 6e3onacHocTu?

Kakue warn moxet npegnpuHATb pyKOBOACTBO, 4TOObI NpoOAEMOHCTPMPOBATb HaaeXallee nosegeHne B obnactm

6e30MacHOCTU M NpUBEPXEHHOCTb NNaHy obecneyerns esonacHocT? Kakum 06pasom Apyrue COTPYAHMKU MOTyT
nocnocobcTBOBaTh 0becneveHmo 6e30MacHOCTU B OpraHM3aumumn?

BALUU 3AMETKUN U NAEN:
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NMpouHasa oCHOBA: 3aLLMTA YYETHDbIX 3anNMce  YyCTPOMUCTB

BOMPOCHI A4/19 PACCMOTPEHUA:

Kakum 06pa3om Bbl cOBMpaeTech BHEAPATb Mepbl 6€30MacHOCTU YYETHOM 3aMuCH, BKIKOUAsA MEHEIKED Naposei u
ABYXDAKTOPHYIO ayTEHTUdMKALMIO, BO BCEM OpraHm3aummn? C KakuMu NPenaTCTBUAMM Bbl MOXETE CTOJIKHYTLCS B
NpoLEecce BHEAPEHUS YKa3aHHbIX Mep?

Kakum 06pa3om Balua opraHusaums Byaet KOHTPOIMpoBaTh obecreyeHre 6e30nacHOCTM M aKTyanbHOCTb
ycTpoicTs? MoTpebyeTcs M opraHM3aumm nnaH no 60pbbe C HENMLEH3UOHHBIM NPOrPaMMHbIM 06ecneyeHmemM unm

KOMMNbOTEPAMU B CBA3U C 3TUM?

Korpa ny4iie Bcero opraHM3oBaTb TPEHWUHT 415 BCEX COTPYAHMKOB, MOCBSILLEHHbIA ONACHOCTAM ULLMHTA,
BpeAOHOCHbIM NporpaMMmaM 1 nepeaosbiM METOAAM obecneyeHus 6esonacHoCTH yCTpOﬁCTB?

BALUU 3AMETKUN U NAEN:
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Kommynuuauuu u GesonacHoe XpaHeHue AaHHbIX

BOMNPOCHI A4/19 PACCMOTPEHUA:

Kaknm obpa3om Bala opraHm3aums cobupaercs BHeApSTb CKBO3HOE WKdpoBaHMe COOBLEeHMI Ans 3aLmThl
KOMMYHUKaUmiA? C KaKUMK NPENSTCTBUSIMU Bbl MOXKETE CTO/IKHYTHCS B NPOLLECCE BHEAPEHMS YKa3aHHbIX Mep?

Kakum o6pa3om Balla opraHusauums cobupaertcs obecneynTb BO3MOXHOCTb 6e3onacHoro obmeHa daiinamu B
opraHusaumu 1 3a ee npegenamu? C KaKUMU NPenaTCTBUSMU Bbl MOXKETE CTOIKHYTHCS B NMPOLLECCE BHEAPEHMS

yKa3zaHHbIX Mep?

Kakum 06pa3oM Balla opraHu3aums cobupaeTcss BHEAPUTb peLleHne no 6e30nacHOMY XPaHEHUIO U PE3EPBHOMY
KOMMPOBaHMIO AaHHbIX? C KaKMMMU NPENATCTBUAMM Bbl MOXKETE CTONKHYTLCA B MPOLECCE BHEAPEHWSA YKa3aHHbIX Mep?

BALUU 3AMETKUN U NAEN:
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beszonacHocTb B UHTepHeTe

BOMPOCHI A1 PACCMOTPEHUA:

¢ KakuMm 06pa3om Bala opraHusaums cobupaercs BHeaputb cobnoaeHne TpeboBaHuii no 6esonacHoi pabote B
UHTepHeTe, BKNKOYasa MCnonb3oBaHue npotokona HTTPS, HagexHoro 6paysepa u, ecniv npumennmo, VPN-cepsuca,
NS BCEX COTPYAHMKOB?

e KakoBbl 6yoyT K/tOUYEBbIe 3N1E€MEHTbI NPaBM/Ia Baller OpraHn3aumm B OTHOWEHUM CoUManbHbix ceTen? Kak ato 6yaer
peann3oBaHo?

¢ Kakum o0bpa3om Bawa opraHusaums byaet obecneunsathb 3aLLMTy CBOMX BeO-CaliToB M Beb-pecypcos?

BALLUN 3AMETKU U UAEN:

MpunoxeHue B. CrapToBbIi KOMNNEKT Ans pa3paboTku nnaHa obecneyeHns 6esonacHoCcTH
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3awuTta pusnueckoi 6esonacHocTH

BOMNPOCHI A4/19 PACCMOTPEHUA:

Kakum obpa3om opraHusaums 6yaeT pa3pabaTbiBaTh CBOK MOMUTUKY B OTHOLUIEHWM NOCETUTENEN U NOAUTUKY
foctyna u obecneunBatb ux cobnogeHune?

KTo oTBeuaeT 3a NOAroTOBKY COTPYAHMKOB K peLleHuto 3aay B 06nactn ¢usnyeckon n undposoii 6esonacHocTH,
KOTOPbIMU OHM MOTYT CTONIKHYTbCS B NMOe3AKax?

Kakue waru MoryT npeanpuHaTh COTPYAHUKM, YTOObI 06ecneynTb 6e30MacHOCTb CBOMX YCTPOMCTB Kak B oduce, Tak U
B noesgkax?

BALLUN 3AMETKU U UAEN:
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UTo aenaTb, KOrAa UTO-TO MAET HE TaK

BOMNPOCHI A4/19 PACCMOTPEHUA:

Kakum obpa3om opraHusauus 6yaeT paspabaTbiBaTh M 0TpabaTbiBaTh Ha NPAKTUKe MONUTUKY pearupoBaHUa Ha
MHUMAEHTbI?

MpenycMOTpeHbI v Pecypcebl, K KOTOPbIM COTPYAHMKM MOTYT 06paTUTLCS 3@ SMOLMOHANbHOM UM COLMANbHOM

NnoaAepXKon, KoTopasi MOXET MM NoTpeboBaTbCs nNocie nHumuaeHTa? Ecim Het, KakuMm 06pa3oM opraHM3aums CMOXeT
NpefoCcTaBUTb TakMe pecypcebl B Cly4ae UHUMAEHTA?
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NMpunoxenue C.
CcbinKkm Ha N3o00pakenuun
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