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Visual Legend

Throughout the Handbook, you will find a few different recurring, highlighted elements in addition
to the main text. Here is a short “key” to help you understand the core elements:

Case Study Extra Tips Real World
Indicates case studies that highlight Highlights some extra tips and Calls out common examples of
the real-life impact of a certain topic information to pay attention to as cybersecurity tactics tools used in
on political parties globally or in you read the Handbook. the “real world”, both for good and
a specific country. for bad.

Advanced Security Plan Building Blocks
Indicates an advanced topic - Indicates the “Security Plan Building
information that is important for Blocks”, which are the key take-
your party to consider, but that aways from each section of the
might be a bit more technical or Handbook.

complicated.
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The Top 10

These ten elements are critical to your party’s security plan. If you are looking for
somewhere to start, look here first.

1

Conduct regular security training

within your party

Use encryption for all
communication - end-to-end,
when possible

5

Require two factor
authentication wherever
possible

7

Use secure cloud storage

Protect your party's
physical assets

CyberSecurity Handbook

Be alert to phishing and have a
reporting system

4

Require strong passwords and
implement a password manager
across your party

Ensure all staff devices and
software are kept up to date

8)

Use HTTPS and, if appropriate, a
VPN, for accessing the internet

10

Develop an organizational
incident response plan
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Who are We?

The National Democratic Institute for
International Affairs (NDI) is a nonprofit,
nonpartisan organization, based in Washington
D.C., that works in partnership around the
world to strengthen and safeguard democratic
institutions, processes, norms and values to
secure a better quality of life for all.

NDI believes all people have the right to live in a world that
respects their dignity, security, and political rights—and that the
digital world is no exception.

maintained by the Organizational Security (OrgSec) Community.
This Handbook is designed to complement those more in-depth
materials, combining key lessons into a one-stop, easy-to-

read resource for political parties looking to get started on a
cybersecurity plan.

In addition to taking indirect inspiration from many
wonderful resources compiled by the community, we have
directly copied useful language from a handful of existing
resources as well throughout this Handbook, particularly the
Electronic Frontier Foundation’s Surveillance Self Defense
Guide, Tactical Tech’s Holistic Security Manual, and a range
of explainers from the Center for Democracy and Technology
and the Freedom of the Press Foundation. You can find
specific citations to these resources throughout the sections
below, and complete links, author, and license information

within Appendix A.

We also strongly recommend that anyone reading this
Handbook make use of the extensive library of digital security
guides and resources compiled and updated by the Open
Technology Fund.

Within NDI, the Democracy and Technology team seeks to
foster a global digital ecosystem in which democratic values
are protected, promoted, and can thrive; governments are more
transparent and inclusive; and all citizens are empowered

to hold their government accountable. We do this work by
supporting a global network of activists committed to digital
resilience, and through collaboration with partners on tools
and resources like this Handbook. You can learn more about our
work on our website, by following us on Twitter, or by reaching
out directly to cyberhandbook@ndi.org. We are always happy
to hear from you and answer questions about our team and our
work on cybersecurity, technology, and democracy.
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Who is this Handbook for?

This Handbook was written with a simple goal
in mind: to help your political party develop
an understandable and implementable
cybersecurity plan.

As the world increasingly moves online, cybersecurity is not
just a buzzword but a critical concept for the success of an
organization and safety of a team. Particularly for political
parties, the security of information (both online and off) is a
challenge that requires focus, investment and vigilance.

Note: To keep things simple and consistent, this Handbook
will primarily use the term organization to refer to your party,
movement, or coalition across other sections.

Your party will likely find itself - if it has not already - the
target of a cybersecurity attack. This is not intended to be
alarmist; it is reality even for parties that do not consider
themselves to be particular targets.

In an average year, the Center for Strategic and International
Studies, which maintains a running list of what they term
“Significant Cyber Incidents; catalogs hundreds of serious
cyber attacks, many of which target dozens if not hundreds of

organizations at once. In addition to such reported attacks, there
are likely hundreds of other smaller attacks each year that go
undetected or unreported, many aimed at parties, movements,
and democratic institutions.

Cyberattacks like these have significant consequences. Whether
their aim is to take your money, harm you at the polls, disrupt
your party operations, damage your reputation, or even steal
information that can lead to psychological or physical harm to
your members or staff, such threats need to be taken seriously.

The good thing is that you do not need to become a coder or a
technologist to defend yourself and your party against common
threats. However, you do need to be prepared to invest effort,
energy,and time in developing and implementing a strong
organizational security plan.

If you have never thought about cybersecurity in your party,
have not had time to focus on it, or know some basics about the
topic but think your party could enhance its cybersecurity, this
Handbook is for you. Regardless of where you are coming from,
this Handbook aims to give your party the essential information
it needs to put a strong security plan in place. A plan that goes
beyond simply putting words on paper and enables you to put
best practices into action.

What is a security plan and why
should my organization have one?

A security plan is the set of written policies,
procedures, and instructions your organization
has agreed upon to achieve the level of security
you and your team think is appropriate to keep
your people, partners, and information safe.

A well-crafted and updated organizational security plan can
both keep you safe and make you more effective by providing
the peace of mind needed to focus on your organization’s
important day-to-day work. Without thinking through a
comprehensive plan, it is very easy to be blind to some types of
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threats, focusing too much on one risk or ignoring cybersecurity
until there is a crisis. When you start developing a security plan
there are some important questions to ask yourself that form

a process called a risk assessment. Answering these questions
helps your organization understand the unique threats that you
face and allows you to step back and think comprehensively
about what you need to protect and from whom you need to
protect it. Trained assessors, aided with systems like Internews’
SAFETAG auditing framework, can help lead your organization
through such a process. If you can get access to that level

of professional expertise it is well worth it, but even if you
cannot undergo a full assessment, you should meet with your
organization to thoughtfully consider these key questions:


https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://safetag.org/

You can start answering these questions by creating a catalog
of all your organization’s assets. Information such as messages,
emails, contacts, documents, calendars, and locations are all
possible assets. Phones, computers and other devices can be
assets. And people, connections, and relationships might be
assets too. Make a list of your assets and try to catalog them
by their importance to the organization, where you keep them

‘Adversary” is a term commonly used in organizational security.
In simple terms, adversaries are the actors (individuals or
groups) that are interested in targeting your organization,
disrupting your work, and gaining access to or destroying your
information: the bad guys. Examples of potential adversaries
could include financial scammers, competitors, local or national
authorities or governments, or ideologically or politically
motivated hackers. It is important to make a list of your
adversaries and think critically about who might want to
negatively impact your organization and staff. While it is easy
to envision external actors (like a foreign government or a
particular political group) as adversaries, also keep in mind that
adversaries can be people that you know, such as disgruntled
employees, former staff,and unsupportive family members or
partners. Different adversaries pose different threats and have
different resources and capabilities to disrupt your operations
and gain access to or destroy your information.

The Top 10

What assets does your organization
have and what do you want to protect?

(perhaps multiple digital or physical places),and what prevents
others from accessing, damaging, or disrupting them. Keep in
mind that not everything is equally important. If some of the
organization’s data is a matter of public record, or information
you already publish, they are not secrets that you need to
protect.

Who are your adversaries and what are
their capabilities and motivations?

For example, governments often have lots of money and
powerful capabilities including shutting down the internet

or using expensive surveillance technology; mobile networks
and internet providers likely have access to call records and
browsing histories; skilled hackers on public Wi-Fi networks
have the capability to intercept poorly secured communications
or financial transactions. You can even become your own
adversary, for example, by accidentally deleting important files
or sending private messages to the wrong person.

The motives of adversaries are likely to differ along with

their capacity, interests, and strategies. Are they interested in
discrediting your organization? Perhaps they are intent on
silencing your message? Or maybe they see your organization
as competition and want to gain an edge? It is important to
understand an adversary’s motivation because doing so can
help your organization better assess the threats it might pose.


https://holistic-security.tacticaltech.org/chapters/explore/2-4-understanding-and-cataloguing-our-information.html
https://holistic-security.tacticaltech.org/chapters/explore/2-4-understanding-and-cataloguing-our-information.html
https://gcatoolkit.org/smallbusiness/know-what-you-have/?_tk=identify-your-devices

e What threats does your organization

face? And how likely and high-impact

are they?

As you identify possible threats, you are

likely to end up with a long list which can be
overwhelming. You may feel any efforts would
be pointless, or not know where to begin.

To help empower your organization to take
productive next steps, it is helpful to analyze
each threat based upon two factors: the
likelihood that the threat will take place; and
the impact if it does.

To measure the likelihood of a threat (perhaps “low, medium,
or high” based on if a given event is unlikely to take place,
could happen, or frequently happens), you can use information
you know about your adversaries’ capacity and motivation,
analysis of past security incidents, other similar organizations’
experiences, and of course the presence of any existing
mitigation strategies your organization has put in place.

To measure the impact of a threat, think about what your world
would look like if the threat actually did occur. Ask questions
like “How has the threat harmed us as an organization and

as people, physically and mentally?”,“How long-lasting is the
effect?” “Does this create other harmful situations?”,and “How
does it hamper our ability to achieve our organizational goals
now and in the future?” As you answer these questions, consider
if the threat is low, medium, or high impact.

Once you have categorized your threats by likelihood and
impact, you can begin to make a more informed plan of action.
By focusing on those threats that are most likely to happen
AND that will have significant negative impacts, you will be
channeling your limited resources in the most efficient and
effective way possible.

Your goal is always to mitigate as much risk as possible, but no
one - not the most well-resourced government or company on
earth - can ever fully eliminate risk. And that is OK: you can do
a lot to protect yourself, your colleagues, and your organization
by taking care of the biggest threats.
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To help you manage this risk assessment

process, consider using a worksheet, like this one
developed by the Electronic Frontier Foundation.
Keep in mind that the information you develop

as part of this process (such as a list of your
adversaries and the threats they pose) might itself
be sensitive, so it is important to keep it secure.


https://sec.eff.org/materials/threat-modeling-activity-handout-for-learners

Creating your Organizational
Cybersecurity Plan

While every organization’s security plan will
look a little bit different based upon its risk
assessment and organizational dynamics,
certain core concepts are nearly universal.

This Handbook addresses these essential concepts in a way that
will help your organization build a concrete security plan based
upon practical solutions and real-world applications.

This Handbook endeavors to provide options and suggestions
that are free or very low cost. Keep in mind that the most
significant cost associated with implementing an effective
security plan will be the time you and your organization need to
talk about, learn, and implement your new plan. Given the risks
your organization is likely to face, though, this investment will
be more than worth it.

In each section, you will find an explanation of a key topic that
your organization and its staff should be aware of - what it

is and why it is important. Each topic is paired with essential
strategies, approaches, and recommended tools to limit your
risk and tips and links to additional resources that can help you
implement such recommendations across your organization.

Security Plan Starter Kit

To help your organization process
the Handbook's lessons and turn
them into a real plan, make use of
this starter kit. You can either print
out the kit or fill it in digitally while
you read the Handbook online. As
you take notes and begin to update
or craft your security plan, be sure to
reference the “Security Plan Building
Blocks" detailed in each section. No
security plan is complete without, at
minimum, addressing these essential
elements.

Take advantage of free training resources like Consumer Reports’ Security Planner, the Umbrella app from Security
First, the Totem Project from Free Press Unlimited and Greenhost, and the Global Cyber Alliance Cybersecurity Toolkit
for Mission-Based Organizations as well. While these resources are advertised more for civil society organizations and
activists than for political parties, the technical content is very valuable. These sites include resources on many of the
best practices mentioned in this Handbook, including links to dozens of training tools to help you implement many

core basics.
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A Strong Foundation:
Securing Accounts
and Devices

Building a Culture
of Security

Communicating and
Storing Data Securely

Security is all about people, and to protect

your organization you need to make sure that
everyone involved takes cybersecurity seriously.
Changing culture is hard, but a few simple steps
and important conversations can go a long way
towards creating an atmosphere that will build

What To Do When
Things Go Wrong

Staying Safe on
the Internet

Protecting Physical
Security

the resilience of your staff and organization in
the face of security threats. One of the simplest
but most important steps to take to build this
organizational security culture is to communicate
about it within your organization, and for leaders
to always model good behavior.

Integrate Security into your Regular Operating

Structure

As is described in detail in Tactical Tech’s
Holistic Security Guide, it is essential to create
regular, safe spaces to talk about the different
aspects of security.

This way, if team members have concerns around security, they
will be less anxious about seeming paranoid or wasteful of
other people’s time. Scheduling regular conversations about
security also normalizes the frequency of interaction and
reflection on matters relating to security, so that the issues are
not forgotten,and team members are more likely to bring at
least a passive awareness of security to their ongoing work.

It does not need to be every week, but make it a recurring
reminder. These discussions should not only leave space for
topics of technical security, but also issues that impact staff
comfort and safety such as community conflict, online (and
offline) harassment, or issues with using and implementing
digital tools. Conversations can even include topics like offline
information-sharing habits and the ways staff do or do not
secure information outside of work. After all, it is important to
remember that an organization’s security is only as strong as its
weakest link. One way to accomplish consistent engagement is
by adding security to the agenda of a regular meeting. You can
also rotate the responsibility for organizing and facilitating a

Building a Culture of Security

discussion on security between members of the organization,
which can help develop the idea that security is everyone’s
responsibility and not just that of a select few or the “IT Team”
As you begin to formalize discussion about security, staff will
likely feel more comfortable discussing these important issues
amongst themselves as well in less formal settings.

It is also important to incorporate security elements into

the normal functioning of the organization, such as during
employee onboarding - and thinking about cutting off access to
systems during off-boarding. Security should not be some “extra
thing” to worry about, but rather an integral part of your strategy
and operations.

Remember that all security plans should be
considered living documents, and should be
re-evaluated and discussed regularly, especially
when new employees or volunteers join the
organization or your security context changes.

Plan to revisit your strategy and make updates annually,
or if there are major changes in strategy, tools, or the
threats you face.
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https://holistic-security.tacticaltech.org/chapters/prepare/1-5-communicating-about-threats-in-teams-and-organisations.html
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A Strong Foundation:
Securing Accounts
and Devices

Building a Culture
of Security

Communicating and
Storing Data Securely

What To Do When
Things Go Wrong

Protecting Physical
Security

Staying Safe on
the Internet

Get Organizational Buy-In

Part of a successful security culture is also
ensuring buy-in across your organization to
your security plan.

Critically this must include strong, vocal support and guidance
from organizational leaders who will, in many cases, be the
ones making the final decision to allocate time, resources, and
energy towards developing and implementing an effective
security plan. If they do not take it seriously, no one else will.
To achieve this buy-in across the organization, think carefully

about when and how to introduce your plan, do so in a clear
manner, make sure leadership reinforces the messages, and walk
everyone through all the elements and steps of the plan so

that there is no mystery or confusion about what you are trying
to achieve. When talking about security, avoid scare tactics.
Sometimes the threats that your organization and staff face can
be scary, but try to focus on sharing facts and creating a calm
space for questions and concerns. Making the dangers seem too
threatening can cause people to dismiss you as sensationalist or
simply give up, thinking nothing they do matters - and nothing
could be further from the truth.

Establish a Training Plan

Once you have developed and committed to
a plan, think about how you will train all staff
(and volunteers) on these new best practices.

Requiring regular training - and making attendance of training
mandatory and an evaluation point for staff performance
reviews - can be a helpful tactic. Avoid creating harsh,
negative consequences for staff who struggle with security
concepts. Keep in mind that certain staff may adapt to

and learn about technology differently than others based
upon varying levels of familiarity with digital tools and the
internet. A fear of failure only further disincentivizes staff
from reporting problems or seeking help. However, creating
positive accountability and rewards for successful training
and adoption of policies can help incentivize improvement
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across the organization. You may find additional valuable
support through local or international digital security training
networks and free training resources such as the Umbrella
app from Security First, the Totem Project from Free Press
Unlimited and Greenhost, and the Global Cyber Alliance

Learning Portal.

Consider how your training plan can reach party-affiliated

MPs, local politicians, and notable members as well. Politicians
and prominent members often require even more training

and attention when it comes to security! For example, they
may introduce additional assets (that introduce their own
vulnerabilities) like personal campaign social media accounts,
or government-issued devices. Ensure that your training plan
and security plan apply to these individuals and any assets they
may have both inside and outside of the party.


https://secfirst.org/umbrella/
https://secfirst.org/umbrella/
https://totem-project.org/
https://edu.globalcyberalliance.org/collections

Building a Culture
of Security

Building a Culture of Security

o Schedule regular conversations and trainings about security and your security plan.

o Get everyone involved - distribute responsibility for implementing your security
plan across the entire organization.

o Ensure leadership models good security behavior and a commitment to your plan.

o Avoid fear tactics or punishment - reward improvement and create a comfortable
space for staff to report problems and seek help.

o Update your security plan annually or after major changes in the organization.

Building a Culture of Security 15
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A Strong Foundation:
Securing Accounts
and Devices

Communicating and
Storing Data Securely

Building a Culture
of Security

Why the focus on accounts and devices?
Because they form the foundation of everything
that your organization does digitally.

You almost certainly access sensitive information,
communicate internally and externally, and save private
information on them. If they are not secure, then all these
things and more can be put at risk. For example, if hackers
are watching your keystrokes or listening to your microphone,
private conversations with colleagues will be captured no

What To Do When
Things Go Wrong

Staying Safe on Protecting Physical
the Internet Security

matter how secure your messaging apps are. Or, if an adversary
gains access to your organization’s social media accounts, they
could easily harm your reputation and credibility, undermining
the success of your work. Therefore, it is essential as an
organization to ensure that everyone is taking some simple
but effective steps to keep their devices and accounts secure.
It is important to note that these recommendations include
personal accounts and devices as well, as those are often easy
targets for adversaries. Hackers will gladly go after the easiest
target and break into a personal account or home computer if
your team is using them to communicate and access important
information.

Secure Accounts and Political Parties

In the lead up to the 2019 European Parliament
election in Germany, German political parties and
political figures were targeted in one of the country’s
biggest data breaches. A 20-year-old German student
hacked into hundreds of social media and cloud
storage accounts, stealing and publishing sensitive data
including credit card numbers, photographs, and private
communications. The hacker was able to gain access
due to weak passwords such as “Iloveyou” and “1234”

A Strong Foundation: Securing Accounts and Devices

Targeting multiple prominent political parties, the hacker
accessed and leaked the personal data and documents

of hundreds of politicians, including Chancellor Angela
Merkel and German President Frank-Walter Steinmeier.
Working from his computer in his parents’ home, the
student hacker used relatively simple techniques to
break into successive accounts according to German
authorities, and “acted out of annoyance over public
statements” made by his victims.
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https://choice.npr.org/index.html?origin=https://www.npr.org/2019/01/08/683272309/hacking-suspect-20-confesses-to-posting-private-data-of-hundreds-of-german-leade
https://www.nytimes.com/2019/01/08/world/europe/germany-hacking-arrest.html

A Strong Foundation:
Securing Accounts
and Devices

Building a Culture
of Security

Communicating and Staying Safe on Protecting Physical What To Do When
Storing Data Securely the Internet Security Things Go Wrong

Secure Accounts: Passwords and Two-Factor

Authentication

In today’s world, it is likely that your Think about the different accounts that individual staff and

. . . . th izati holl have: il,chat ial
organization and its staff have dozens if not € organization as a whote may have: emat, chat apps, socia
media, online banking, cloud data storage, as well as clothing

hundreds of accounts that, if breached, could stores, the local restaurants, newspapers,and many other

expose sensitive information or even get at-risk ~ websites or apps that you log into. Good security in today’s

e e . world requires a diligent approach to protecting all of these

individuals hurt. accounts from attacks. That starts with ensuring good password
hygiene and the use of two-factor authentication throughout
the entire organization.

WHAT MAKES A GOOD PASSWORD?

There are three keys to a good, strong password: length, randomness, and uniqueness.

The longer the password is, the harder it is for an adversary to guess it.
Most password hacks are done by computer programs these days,and it

LENGTH does not take those nefarious programs long to crack a short password.
As a result, it is essential that your passwords are at minimum 16
characters, or at least five words, and preferably longer.

Even if a password is long, it is not very good if it is something that an
adversary can easily guess about you. Avoid including information like
your birthday, hometown, favorite activities, or other facts that someone
could find out about you from a quick internet search.

RANDOMNESS

Perhaps the most common password “worst practice” is using the same
password for multiple sites. Repeating passwords is a big problem because
it means that when just one of those accounts is compromised, any other
accounts using that same password are vulnerable too. If you use the same
passphrase on multiple sites, it can greatly increase the impact of one
mistake or data breach. While you may not care about your password for
the local library, if it is hacked and you use the same password on a more
sensitive account, important information could be stolen.

UNIQUENESS
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A Strong Foundation:
Securing Accounts
and Devices

What To Do When
Things Go Wrong

Building a Culture
of Security

Communicating and
Storing Data Securely

Staying Safe on
the Internet

Protecting Physical
Security

One easy way to 