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Visual Legend

Throughout the Handbook, you will find a few different recurring, highlighted elements in addition
to the main text. Here is a short “key” to help you understand the core elements:

y
t \

N

Case Study Extra Tips Real World
Indicates case studies that highlight Highlights some extra tips and Calls out common examples of
the real-life impact of a certain topic information to pay attention to as cybersecurity tactics tools used in
on political parties globally or in you read the Handbook. the “real world”, both for good and
a specific country. for bad.

&3

Advanced Security Plan Building Blocks
Indicates an advanced topic - Indicates the “Security Plan Building
information that is important for Blocks”, which are the key take-
your party to consider, but that aways from each section of the
might be a bit more technical or Handbook.

complicated.
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The Top 10

These ten elements are critical to your party’s security plan. If you are looking for
somewhere to start, look here first.

1

Conduct regular security training
within your party

Use encryption for all
communication - end-to-end,
when possible

Require two factor
authentication wherever
possible

7

Use secure cloud storage

Protect your party's
physical assets

CyberSecurity Handbook

Be alert to phishing and have a
reporting system

4

Require strong passwords and
implement a password manager
across your party

Ensure all staff devices and
software are kept up-to-date

O

Use HTTPS and, if appropriate, a
VPN, for accessing the internet

10

Develop an organizational
incident response plan
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Who are We?

The National Democratic Institute for
International Affairs (NDI) is a nonprofit,
nonpartisan organization, based in Washington
D.C., that works in partnership around the
world to strengthen and safeguard democratic
institutions, processes, norms and values to
secure a better quality of life for all.

NDI believes all people have the right to live in a world that
respects their dignity, security, and political rights—and that the
digital world is no exception.

maintained by the Organizational Security (OrgSec) Community.
This Handbook is designed to complement those more in-depth
materials, combining key lessons into a one-stop, easy-to-

read resource for political parties looking to get started on a
cybersecurity plan.

In addition to taking indirect inspiration from many
wonderful resources compiled by the community, we have
directly copied useful language from a handful of existing
resources as well throughout this Handbook, particularly the
Electronic Frontier Foundation’s Surveillance Self Defense
Guide, Tactical Tech’s Holistic Security Manual,and a range
of explainers from the Center for Democracy and Technology
and the Freedom of the Press Foundation. You can find
specific citations to these resources throughout the sections
below, and complete links, author, and license information

within Appendix A.

We also strongly recommend that anyone reading this
Handbook make use of the extensive library of digital security
guides and resources compiled and updated by the Open
Technology Fund.

Within NDI, the Democracy and Technology team seeks to
foster a global digital ecosystem in which democratic values
are protected, promoted, and can thrive; governments are more
transparent and inclusive; and all citizens are empowered

to hold their government accountable. We do this work by
supporting a global network of activists committed to digital
resilience, and through collaboration with partners on tools
and resources like this Handbook. You can learn more about our
work on our website, by following us on Twitter, or by reaching
out directly to cyberhandbook@ndi.org. We are always happy
to hear from you and answer questions about our team and our
work on cybersecurity, technology, and democracy.




Who is this Handbook for?

This Handbook was written with a simple goal
in mind: to help your political party develop
an understandable and implementable
cybersecurity plan.

As the world increasingly moves online, cybersecurity is not
just a buzzword but a critical concept for the success of an
organization and safety of a team. Particularly for political
parties, the security of information (both online and off) is a
challenge that requires focus, investment and vigilance.

Note: To keep things simple and consistent, this Handbook
will primarily use the term organization to refer to your party,
movement, or coalition across other sections.

Your party will likely find itself - if it has not already - the
target of a cybersecurity attack. This is not intended to be
alarmist; it is reality even for parties that do not consider

themselves to be particular targets.

In an average year, the Center for Strategic and International
Studies, which maintains a running list of what they term
“Significant Cyber Incidents”, catalogues hundreds of serious
cyber attacks, many of which target dozens if not hundreds of

organizations at once. In addition to such reported attacks, there
are likely hundreds of other smaller attacks each year that go
undetected or unreported, many aimed at parties, movements,
and democratic institutions.

Cyberattacks like these have significant consequences. Whether
their aim is to take your money, harm you at the polls, disrupt
your party operations, damage your reputation, or even steal
information that can lead to psychological or physical harm to
your members or staff, such threats need to be taken seriously.

The good thing is that you do not need to become a coder or a
technologist to defend yourself and your party against common
threats. But you do need to be prepared to invest some effort,
energy,and time in developing and implementing a strong
organizational security plan.

If you have never thought about cybersecurity in your party,
have not had time to focus on it, or know some basics about the
topic but think your party could enhance its cybersecurity, this
Handbook is for you. Regardless of where you are coming from,
this Handbook aims to give your party the essential information
it needs to put a strong security plan in place. A plan that goes
beyond simply putting words on paper and enables you to put
best practices into action.

What is a security plan and why
should my organization have one?

A security plan is the set of written policies,
procedures, and instructions your organization
has agreed upon to achieve the level of security
you and your team think is appropriate to keep
your people, partners, and information safe.

A well-crafted and updated organizational security plan can
both keep you safe and make you more effective by providing
the peace of mind needed to focus on your organization’s
important day-to-day work. Without thinking through a
comprehensive plan, it is very easy to be blind to some types of
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threats, focusing too much on one risk or ignoring cybersecurity
until there is a crisis. When you start developing a security plan
there are some important questions to ask yourself that form

a process called a risk assessment. Answering these questions
helps your organization understand the unique threats that you
face and allows you to step back and think comprehensively
about what you need to protect and from whom you need to
protect it. Trained assessors, aided with systems like Internews’
SAFETAG auditing framework, can help lead your organization
through such a process. If you can get access to that level

of professional expertise it is well worth it, but even if you
cannot undergo a full assessment, you should meet with your
organization to thoughtfully consider these key questions:



You can start answering these questions by creating a
catalogue of all your organization’s assets. Information such as
messages, emails, contacts, documents, calendars, and locations
are all possible assets. Phones, computers and other devices
can be assets. And people, connections, and relationships might
be assets too. Make a list of your assets and try to catalogue
them by their importance to the organization, where you

‘Adversary” is a term commonly used in organizational security.
In simple terms, adversaries are the actors (individuals or
groups) that are interested in targeting your organization,
disrupting your work, and gaining access to or destroying your
information: the bad guys. Examples of potential adversaries
could include financial scammers, competitors, local or national
authorities or governments, or ideologically or politically
motivated hackers. It is important to make a list of your
adversaries and think critically about who might want to
negatively impact your organization and staff. While it is easy
to envision external actors (like a foreign government or a
particular political group) as adversaries, also keep in mind that
adversaries can be people that you know, such as disgruntled
employees, former staff,and unsupportive family members or
partners. Different adversaries pose different threats and have
different resources and capabilities to disrupt your operations
and gain access to or destroy your information.

The Top 10

What assets does your organization
have and what do you want to protect?

keep them (perhaps multiple digital or physical places),and
what prevents others from accessing, damaging, or disrupting
them. Keep in mind that not everything is equally important. If
some of the organization’s data is a matter of public record, or
information you publish anyway, they are not secrets that you
need to protect.

Who are your adversaries and what are
their capabilities and motivations?

For example, governments often have lots of money and
powerful capabilities including shutting down the internet

or using expensive surveillance technology; mobile networks
and internet providers likely have access to call records and
browsing histories; skilled hackers on public Wi-Fi networks
have the capability to intercept poorly secured communications
or financial transactions. You can even become your own
adversary by, for example, accidentally deleting important files
or sending private messages to the wrong person.

The motives of adversaries are likely to differ along with

their capacity, interests, and strategies. Are they interested in
discrediting your organization? Perhaps they are intent on
silencing your message? Or maybe they see your organization
as competition and want to gain an edge? It is important to
understand an adversary’s motivation because doing so can
help your organization better assess the threats it might pose.



e What threats does your organization

face? And how likely and high-impact

are they?

As you identify possible threats, you are

likely to end up with a long list which can be
overwhelming. You may feel any efforts would
be pointless, or not know where to begin.

To help empower your organization to take
productive next steps, it is helpful to analyze
each threat based upon two factors: the
likelihood that the threat will take place; and
the impact if it does.

To measure the likelihood of a threat (perhaps “Low, Medium
or High” based on if a given event is unlikely to take place,
could happen, or frequently happens),you can use information
you know about your adversaries’ capacity and motivation,
analysis of past security incidents, other similar organizations’
experiences, and of course the presence of any existing
mitigation strategies your organization has put in place.

To measure the impact of a threat, think about what your world
would look like if the threat actually did occur. Ask questions
like “how has the threat harmed us as an organization and

as people, physically and mentally?”,“how long-lasting is the
effect?” “does this create other harmful situations?”, and “how
does it hamper our ability to achieve our organizational goals
now and into the future?” As you answer these questions,
consider if the threat is low, medium, or high impact.

Once you have categorized your threats by likelihood and
impact, you can begin to make a more informed plan of action.
By focusing on those threats that are most likely to happen
AND that will have significant negative impacts, you will be
channeling your limited resources in the most efficient and
effective way possible.

Your goal is always to mitigate as much risk as possible, but no
one - not the most well-resourced government or company on
earth - can ever fully eliminate risk. And that is okay: you can do
a lot to protect yourself, your colleagues, and your organization
by taking care of the biggest threats.
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To help you manage this risk assessment

process, consider using a worksheet, like this one
developed by the Electronic Frontier Foundation.
Keep in mind that the information you develop

as part of this process (such as a list of your
adversaries and the threats they pose) might itself
be sensitive. So it is important to keep it secure.




Creating your Organizational

Cybersecurity Plan

While every organization’s security plan will
look a little bit different based upon its risk
assessment and organizational dynamics,
certain core concepts are nearly universal.

This Handbook addresses these essential concepts in a way that
will help your organization build a concrete security plan based
upon practical solutions and real-world applications.

This Handbook endeavors to provide options and suggestions
that are free or very low cost. But keep in mind that the most
significant cost associated with implementing an effective
security plan will be the time you and your organization need to
talk about, learn, and implement your new plan. Given the risks
your organization is likely to face, though, this investment will
be more than worth it.

In each section, you will find an explanation of a key topic that
your organization and its staff should be aware of - what it

is and why it is important. Each topic is paired with essential
strategies, approaches, and recommended tools to limit your
risk and tips and links to additional resources that can help you
implement such recommendations across your organization.

Security Plan Starter Kit

To help your organization process
the Handbook's lessons and turn
them into a real plan, make use of
this starter kit. You can either print
out the kit or fill it in digitally while
you read the Handbook online. As
you take notes and begin to update
or craft your security plan, be sure to
reference the “Security Plan Building
Blocks" detailed in each section too.
No security plan is complete without,
at minimum, addressing these
essential elements.

Take advantage of free training resources like Consumer Reports’ Security Planner, the Umbrella App from Security
First, the Totem Project from Free Press Unlimited and Greenhost, and the Global Cyber Alliance Cyber Hygiene for
Mission Based-Organizations as well. While these resources are advertised more for civil society organizations and
activists than for political parties, the technical content is very valuable. These sites include resources on many of the
best practices mentioned in this Handbook, including links to dozens of training tools to help you implement many

core basics.
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A Strong Foundation:
Securing Accounts
and Devices

Building a Culture
of Security

Communicating and
Storing Data Securely

Security is all about people, and to protect

your organization you need to make sure that
everyone involved takes cybersecurity seriously.
Changing culture is hard, but a few simple steps
and important conversations can go a long way
towards creating an atmosphere that will build

What To Do When
Things Go Wrong

Protecting Physical
Security

Staying Safe on
the Internet

the resilience of your staff and organization in
the face of security threats. One of the simplest
but most important steps to take to build this
organizational security culture is to communicate
about it within your organization, and for leaders
to always model good behavior.

Integrate Security into your Regular Operating

Structure

As is described in detail in Tactical Tech’s
Holistic Security Guide, it is essential to create
regular, safe spaces to talk about the different
aspects of security.

This way, if team members have concerns around security, they
will be less anxious about seeming paranoid or wasteful of
other people’s time. Scheduling regular talks about security
also normalizes the frequency of interaction and reflection on
matters relating to security, so that the issues are not forgotten,
and team members are more likely to bring at least a passive
awareness of security to their ongoing work. It does not need
to be every week, but make it a recurring reminder. These
discussions should not only leave space for topics of technical
security, but also issues that impact staff comfort and safety
such as community conflict, online (and offline) harassment, or
issues with using and implementing digital tools. Conversations
can even include topics like offline information sharing

habits and the ways staff do or do not secure information
outside of work. After all it is important to remember that an
organization’s security is only as strong as its weakest link.

One way to accomplish consistent engagement is by adding
security to the agenda of a regular meeting. You can also rotate
the responsibility for organizing and facilitating a discussion

Building a Culture of Security

on security between members of the organization, which can
help develop the idea that security is everyone’s responsibility
and not just that of a select few. As you begin to formalize
discussion about security, staff will likely feel more comfortable
discussing these important issues amongst themselves as well
in less formal settings.

It is also important to incorporate security elements into

the normal functioning of the organization, such as during
employee onboarding - and thinking about cutting off access
for off-boarding. Security should not be some “extra thing” to
worry about, but rather an integral part of your strategy and
operations.

Remember that all security plans should be
considered living documents, and should be
re-evaluated and discussed regularly, especially
when new employees or volunteers join the
organization or your security context changes.

Plan to revisit your strategy and make updates annually,
or if there are major changes in strategy, tools, or the
threats you face.

13
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Securing Accounts
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Building a Culture
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Communicating and
Storing Data Securely

What To Do When
Things Go Wrong

Staying Safe on
the Internet

Protecting Physical
Security

Get Organizational Buy-In

Part of a successful security culture is also
ensuring buy-in across your organization to
your security plan.

Critically this must include strong, vocal support and guidance
from organizational leadership who will in many cases be the
ones making the final decision to allocate time, resources, and
energy towards developing and implementing an effective
security plan. If they do not take it seriously, no one else will.
To achieve this buy-in across the organization, think carefully

about when and how to introduce your plan,do so in a clear
manner, make sure leadership reinforces the messages, and walk
everyone through all the elements and steps of the plan so

that there is no mystery or confusion about what you are trying
to achieve. When talking about security, avoid scare tactics.
Sometimes the threats that your organization and staff face can
be scary, but try to focus on sharing facts and creating a calm
space for questions and concerns. Making the dangers seem too
threatening can cause people to dismiss you as sensationalist or
simply give up, thinking nothing they do matters - and nothing
could be further from the truth.

Establish a Training Plan

Once you have developed and committed to
a plan, think about how you will train all staff
(and volunteers) on these new best practices.

Requiring regular training - and making attendance of training
mandatory and an evaluation point for staff performance
reviews - can be a helpful tactic. Avoid creating harsh,
negative consequences for staff who struggle with security
concepts. Keep in mind that certain staff may adapt to

and learn about technology differently than others based
upon varying levels of familiarity with digital tools and the
internet. A fear of failure only further disincentivizes staff
from reporting problems or seeking help. However, creating
positive accountability and rewards for successful training
and adoption of policies can help incentivize improvement
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across the organization. You may find additional valuable
support through local or international digital security training
networks and free training resources such as the Umbrella
App from Security First, the Totem Project from Free Press
Unlimited and Greenhost, and the Global Cyber Alliance

Learning Portal.

Consider how your training plan can reach party-affiliated

MPs, local politicians,and notable members as well. Politicians
and prominent members often require even more training

and attention when it comes to security! For example, they

may introduce additional assets (that introduce their own
vulnerabilities) like personal campaign social media accounts,
or government-issued devices. Ensure that your training plan
and security plan apply to these individuals, and any assets they
may have both inside and outside of the party.
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Building a Culture
of Security

Building a Culture of Security

o Schedule regular conversations and trainings about security and your security plan.

o Get everyone involved - distribute responsibility for implementing your security
plan across the entire organization.

o Ensure leadership models good security behavior and a commitment to your plan.

o Avoid fear tactics or punishment - reward improvement and create a comfortable
space for staff to report problems and seek help.

o Update your security plan annually or after major changes in the organization.

Building a Culture of Security 15
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A Strong Foundation:
Securing Accounts
and Devices

Building a Culture
of Security

Communicating and
Storing Data Securely

Why the focus on accounts and devices?
Because they form the foundation of everything
that your organization does digitally.

You almost certainly access sensitive information,
communicate internally and externally, and save private
information on them. If they are not secure, then all these
things and more can be put at risk. For example, if hackers
are watching your keystrokes or listening to your microphone,
your conversations will be captured no matter how secure

What To Do When
Things Go Wrong

Staying Safe on Protecting Physical
the Internet Security

your messaging apps. Or if an adversary gains access to your
organization’s social media accounts, they could easily harm
your reputation and credibility, undermining the success of
your work. So it is essential as an organization to ensure that
everyone is taking some simple but effective steps to keep
their devices and accounts secure. It is important to note that
these recommendations include personal accounts and devices
as well, as those are often easy targets for adversaries. Hackers
will gladly go after the easiest target and break into a personal
account or home computer if your team is using them to
communicate and access important information.

Secure Accounts and Political Parties

In the lead up to the 2019 European Parliament
election in Germany, German political parties and
political figures were targeted in one of the country’s

biggest data breaches. A 20-year-old German student
hacked into hundreds of social media and cloud
storage accounts, stealing and publishing sensitive data
including credit card numbers, photographs, and private
communications. The hacker was able to gain access
due to weak passwords such as “lloveyou” and “1234”

Targeting multiple prominent political parties, the hacker
accessed and leaked the personal data and documents

of hundreds of politicians, including Chancellor Angela
Merkel and German President Frank-Walter Steinmeier.
Working from his computer in his parents’ home, the
student hacker used relatively simple techniques to
break into successive accounts according to German
authorities, and “acted out of annoyance over public
statements” made by his victims.

A Strong Foundation: Securing Accounts and Devices

17
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Secure Accounts: Passwords and Two Factor

Authentication

In today’s world it is likely that your Think about the different accounts individual staff and the

. . . . izati hol have: il, chat ial
organization and its staff have dozens if not organization as a whote mayhave: emat’, cnat apps, socia
media, online banking, cloud data storage...and clothing stores,

hundreds of accounts that, if breached, could the local pizza place, newspapers, and any other website or

expose sensitive information or even get at-risk  app that you log into. Good security in today’s world requires
individuals hurt a diligent approach to protecting all of these accounts from

attacks. That starts with ensuring good password hygiene and
the use of two-factor authentication throughout the entire
organization.

WHAT MAKES A GOOD PASSWORD?

There are three keys to a good, strong password: length, randomness, and uniqueness.

The longer the password is, the harder it is for an adversary to guess it.
Most password hacks are done by computer programs these days,and it

LENGTH does not take those nefarious programs long to crack a short password.
As a result, it is essential that your passwords are at minimum 16
characters, or at least 5 words, and preferably longer.

Even if a password is long, it is not very good if it is something that an
adversary can easily guess about you. Avoid including information like

RANDOMNESS your birthday, hometown, favorite activities, or other facts that someone
could find out about you from a quick internet search.

Perhaps the most common password “worst practice” is using the same
password for multiple sites. Repeating passwords is a big problem because
it means that when just one of those accounts is compromised, any other

UNlQUENESS accounts using that-same. pas.sword are vulherable too. If you use the same
passphrase on multiple sites, it can greatly increase the impact of one
mistake or data breach. While you may not care about your password for
the local library, if it is hacked and you use the same password on a more
sensitive account, important information could be stolen.

18 CyberSecurity Handbook
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One easy way to achieve these goals of length, randomness, and uniqueness is picking three or four common but
random words. For example, your password could be “flower lamp green bear” which is easy to remember but hard to
guess. You can take a look at this website from Better Buys to see an estimate of just how quickly bad passwords can

be cracked.

USE A PASSWORD MANAGER
TO HELP

So you know it is important for everyone in the organization
to use a long, random, and different password for each of
their personal and organizational accounts, but how do you
actually do that? Memorizing a good password for dozens (if
not hundreds) of accounts is impossible, so everyone has to
cheat. The wrong way to do it is to reuse passwords. Luckily, we
can turn to digital password managers to make our lives much
easier (and our password practices much safer) instead. These
applications, many of which can be accessed via computer or
mobile device, can create, store,and manage passwords for
you and your entire organization. Adopting a secure password
manager means that you will only ever have to remember

one very strong, long password called the primary password
(historically referred to as a “master” password), while being able
to get the security benefits of using good, unique passwords
across all of your accounts. You will use this primary password
(and possibly a second factor of authentication (2FA), which
will be discussed in the next section) to open your password
manager and unlock access to all your other passwords.
Password managers can also be shared across multiple
accounts to facilitate secure password sharing throughout the
organization.

A Strong Foundation: Securing Accounts and Devices

Why do we need to use something new?
Can we not just write them down on paper
or in a spreadsheet on the computer?

Unfortunately, there are many common approaches to managing
passwords that are not secure. Storing passwords on sheets of
paper (unless you keep them locked away in a safe) can expose
them to physical theft, prying eyes, and easy loss and damage.
Saving passwords on a document on your computer makes it
much easier for a hacker to gain access - or for someone who
steals your computer to not only have your device but also
access to all of your accounts. Using a good password manager
is just as easy as that document, but far more secure.

Why should we trust a password
manager?

Quality password managers go to extraordinary lengths (and
employ excellent security teams) to keep their systems secure.
Good password management apps (a few are recommended
below) are also set up so that they do not have the ability to
“unlock” your accounts. This means that in most cases, even if
they were hacked or legally compelled to hand over information,
they would not be able to lose or give up your passwords. It is
also important to remember that it is infinitely more likely that
an adversary guesses one of your weak or repeated passwords,
or finds one in a public data breach, than that a good password
manager would have its security systems broken. It is important
to be skeptical, and you definitely should not blindly trust all
software and applications, but reputable password managers
have all the right incentives to do the right thing.
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Instead of using your browser (such as Chrome, shown at left) to save your passwords, use a dedicated Password
Manager (like Bitwarden, shown at right). Password Managers have features that make life both more secure and

convenient for your organization.

X
Save password?
Username
Password cessannnss ®

Passwords are saved in your Google Account so you
can use them on any device

What about storing passwords in the
browser?

Saving passwords in your browser is not the same as using a
secure password manager. In short, you should not use Chrome,
Firefox, Safari or any other browser as your password manager.
Although definitely an improvement over writing them on paper
or saving them in a spreadsheet, the basic password-saving
features of your web browser leave something to be desired
from a security perspective. These shortcomings also rob you of
much of the convenience that a good password manager brings
to your organization. Losing this convenience makes it more
likely that people across your organization will continue poor
password creation and sharing practices.

For example, unlike dedicated password managers, browsers’
built-in “save this password” or “remember this password”
features do not provide simple mobile compatibility, cross-
browser functionality, and strong password generation and
auditing tools. These features are a big part of what makes
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a dedicated password manager so useful and beneficial to
your organization’s security. Password managers also include
organization-specific features (such as password sharing) that
provide not just individual security value, but value to your
organization as a whole. If you have been saving passwords
with your browser (intentionally or unintentionally), take a
moment to remove them.

What password manager should we use?

Many good password management tools exist that can be set-
up in less than thirty minutes. If you are looking for a trusted
online option for your organization that people can access from
multiple devices at any time, 1Password (starts at $2.99 per user
per month) or the free, open-source BitWarden are both well
supported and recommended. An online option like BitWarden
can be great for both security and convenience. BitWarden,

for example, will help you create strong unique passwords

and access passwords from multiple devices through browser
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extensions and a mobile app. With the paid version ($10 for a
full year) BitWarden also provides reports on reused, weak, and
possibly breached passwords to help you stay on top of things.
Once you set up your primary password (referred to as a master
password), you should also turn on two-factor authentication to
keep your password manager’s vault as secure as possible.

It is essential to practice good security when using your
password manager too. For instance, if you use your password
manager’s browser extension or log in to BitWarden (or any
other password manager) on a device, remember to log out after
use if you are sharing that device or believe that you might be
at heightened risk of physical device theft. This includes logging
out from your password manager if you leave a computer or
mobile device unattended. If sharing passwords across your
organization, also be sure to revoke access to passwords (and
change the passwords themselves) when people leave the
organization. You do not want a former employee to keep access
to your organization’s Facebook password, for example.
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What if someone forgets their
primary password?

It is essential to remember your primary password. Good
password management systems like the ones recommended
above will not remember your primary password for you or
allow you to reset it directly via email the way you might be
able to for websites. This is a good security feature, but also
makes it essential to commit your primary password to memory
when you first set up your password manager. To help with

this, consider setting up a daily reminder to recall your primary
password when you first create a password manager account.

Using a password manager for your Organization

You can strengthen your entire organization’s password
practices and ensure all individual staff have access to
(and use) a password manager by implementing one
across the entire organization. Instead of having each
individual staff member set up their own, consider
investing in a “team” or “business” plan. For example,
BitWarden’s “teams organization” plan costs $3 per user
per month. With it (or other team plans from password
managers like 1Password), you have the ability to
manage all shared passwords across the organization.
The features of an organization-wide password manager
not only provide greater security but also convenience

A Strong Foundation: Securing Accounts and Devices

for staff. You can securely share credentials within the
password manager itself to different user accounts.

And BitWarden, for example, also provides a convenient
end-to-end encrypted text and file sharing feature
called “BitWarden Send” within its team plan. Both these
features give your organization more control over who
can see and share which passwords, and provides a more
secure option for sharing credentials for team-wide or
group accounts. If you do set up an organization-wide
password manager, be sure that someone is specifically
in charge of removing staff accounts and changing any
shared passwords when someone leaves the team.
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WHAT IS TWO-FACTOR
AUTHENTICATION?

However good your password hygiene, it is all too common
for hackers to get around passwords. Keeping your accounts
secure from some common threat actors in today’s world
requires another layer of protection. That is where multi-factor
or two-factor authentication comes into play - referred to as
2FA.There are many great guides and resources explaining
two-factor authentication, including Martin Shelton’s Two_
Factor Authentication for Beginners article and the Center

for Democracy and Technology’s Election Cybersecurity

101 Field Guide. This section borrows heavily from both of
those resources to help explain why 2FA is so important to
implement across your organization. In short, 2FA strengthens
account security by requiring a second piece of information

- something more than just a password - to gain access. The
second piece of information is usually something that you
have, like a code from an app on your phone or a physical
token or key. This second piece of information acts as a second
layer of defense. If a hacker steals your password or gains
access to it via a dump of passwords from a major data breach,
effective 2FA can keep them from accessing your account

(and therefore away from private and sensitive information).
Ensuring that everyone in the organization puts 2FA in place
on their accounts is critically important.
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HOW CAN WE SET UP 2FA?

There are three common methods for 2FA: security keys,
authentication apps, and one-time SMS codes.

Security Keys

Security keys are the best option, in part because they are almost
completely phishing-proof. These “keys” are hardware tokens
(think mini USB drives) that can attach to your keychain (or stay
in your computer) for easy access and safe keeping. When it is
time to use the key to unlock a given account,you simply insert
it into your device and physically tap it when prompted during
login. There are a wide range of models that you can purchase
online ($20-50), including Yubikeys or Google’s Titan keys.

The New York Times’ Wirecutter has a helpful guide with some
recommendations for which keys to purchase. Keep in mind

that the same security key can be used for as many accounts as
you would like. While security keys are on the expensive side

for many organizations, initiatives such as Google’s Advanced
Protection Program or Microsoft’s AccountGuard provide these
keys for free to some qualifying at-risk groups. Contact the people
who gave you the Handbook to see if they can connect you to
such programs or contact cyberhandbook@ndi.org.

¥* Ak Ak Ak k%
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Authentication Apps

The second-best option for 2FA are authentication apps. These
services allow you to receive a temporary two-factor login code
through a mobile app or push notification on your smartphone.
Some popular and trusted options include Google Authenticator,
Authy, and Duo Mobile. Authenticator apps are also great because
they work when you do not have access to your cellular network
and are free to use for individuals. However, authenticator apps
are more susceptible to phishing than security keys because
users can be tricked into entering security codes from an
authentication app into a fake website. Take care to only enter
login codes on legitimate websites. And do not “accept” login
push notifications unless you are sure that you are the one

who made the login request. It is also essential when using an
authenticator app to be prepared with backup codes (discussed
below) in case your phone is lost or stolen.

2FA and Political Parties

One of the world’s most prominent political figures, former
United States’ President Donald Trump, made headlines

for many reasons, including two-factor authentication. In
2019, an ethical hacker named Victor Gevers successfully
accessed Trump’s Twitter account due to a weak password
and its lack of two factor authentication. It took Gevers
only five attempts to guess the password (‘maga2020!”)
and without two-factor authentication in place there

was nothing else to stop him from direct access to

the highly sensitive and powerful @realdonaldtrump
account. Gevers said that after he successfully hacked the
Twitter account he went to great lengths to report the
vulnerability, sending emails, screenshots and social-media
messages to various U.S. government entities. Luckily for
Trump’s political and communications team, his account
was accessed by an ethical hacker,and not an adversary.
Imagine a scenario where your party or an elected official’s
social media accounts are accessed by a hacker that does
not have ethical intentions in mind.
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Codes Via SMS

The least secure but unfortunately still most common

form of 2FA are codes sent via SMS. Because SMS can be
intercepted and phone numbers can be spoofed or hacked

via your mobile carrier, SMS leaves a lot to be desired as a
method for requesting 2FA codes. It is better than only using

a password, but authenticator apps or a physical security key
are recommended when at all possible. A determined adversary
can get access to SMS 2FA codes, usually just by calling the
phone company and swapping your SIM card. When you are
ready to start enabling 2FA for all of your organization’s various
accounts, make use of this website (https://2fa.directory/) to
quickly look up information and instructions for specific services
(Like Gmail, Office 365, Facebook, Twitter, etc.) and to see which
services allow for which types of 2FA.

s mail-auth.online
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Security Keys
in the Real World

By providing physical security keys for two factor
authentication to all 85,000+ of its employees,
Google (a very high risk, highly targeted
organization) effectively eliminated any successful

phishing attacks against the organization. This
case shows just how effective security keys can be
for even the most at-risk organizations.
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WHAT IF SOMEONE LOSES
A 2FA DEVICE?

If using a security key, treat it the same way you would treat a
key for your house or apartment, if you have one. In short, do not
lose it.Just like your house keys though, it is always a good idea
to have a backup key registered to your account that stays locked
away in a safe place (like a safe at home or a safe deposit box)
just in case of loss or theft. Alternatively you should (for accounts
that allow it) create backup codes. You should keep these codes
saved in a very secure place, like your password manager or a
physical safe. Such backup codes can be generated within most
sites’ 2FA settings (the same place where you enable 2FA in the
first place), and can act as a backup key in case of emergency.
The most common 2FA mishap occurs when people replace or
lose phones which they use for authentication apps. If using
Google Authenticator, you are out of luck if your phone is stolen,
unless you save the backup codes that are generated at the time
you connect an account to Google Authenticator. Therefore, if you
are using Google Authenticator as a 2FA app, be sure to save the
backup codes for all accounts that you connect in a secure place.
If using Authy or Duo, both apps have built-in backup features
with strong security settings that you can enable. If you choose
either of those apps, you can configure those backup options in
case of device breakage, loss, or theft. See Authy’s instructions
here, and Duo’s here. Be sure that everyone in your organization
is aware of these steps as they start to enable 2FA across all of
their accounts.

Enforcing 2FA across your Organization

If your organization provides email accounts to all staff
through Google Workspace (formerly known as GSuite) or
Microsoft 365 using your own domain (for example, @
ndi.org),you can enforce 2FA and strong security settings
for all accounts. Such enforcement not only helps protect
these accounts, but it also acts as a way to introduce

and normalize 2FA to your staff so that they are more
comfortable with adopting it for personal accounts

as well. As a Google Workspace administrator, you can

CyberSecurity Handbook

follow these instructions to enforce 2FA for your domain.
You can do something similar in Microsoft 365 following
these steps as a domain admin.

Consider also enrolling your organization’s accounts

in the Advanced Protection Program (Google) or
AccountGuard (Microsoft) to enforce additional security
controls and require physical security keys for two factor
authentication.
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Secure Accounts

o Require strong passwords for all organizational accounts; encourage the same for
staff and volunteer’s personal accounts.

o Implement a trusted password manager for the organization (and encourage use in
staff's personal lives as well).

- Require a strong primary password and 2FA for all password manager accounts.

« Remind everyone to log out of a password manager on shared devices or when at
heightened risk of device theft or confiscation.

o Change shared passwords when staff leave the organization.

o Only share passwords securely, such as through your organization’s password
manager or end-to-end encrypted apps.

o Require 2FA on all organizational accounts, and encourage staff to set-up 2FA on all
personal accounts as well.

« If possible, provide physical security keys to all staff.

- If security keys are not in your budget, encourage the use of authenticator apps
instead of SMS or phone calls for 2FA.

o Hold regular training to ensure staff are aware of password and 2FA best practices,
including what makes a strong password and the importance of never reusing
passwords, only accepting legitimate 2FA requests, and generating backup 2FA
codes.
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In addition to accounts, it is essential to keep
all devices - computers, phones, USBs, external
hard drives, etc. — well protected.

Such protection starts with being careful about what type
of devices your organization and staff purchase and use.
Any vendors or manufacturers that you select should have a
demonstrated track record of adhering to global standards
regarding the secure development of hardware devices (like
phones and computers). Any devices you procure should be
manufactured by trusted companies that do not have an
incentive to hand over data and information to a potential

adversary. It is important to note that the Chinese government

What To Do When
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the Internet Security

requires Chinese companies to provide data to the central
government. So despite the ubiquitous and inexpensive
presence of smartphones like Huawei or ZTE, they should be
avoided. Although the cost of cheap hardware can be very
attractive to an organization, the potential security risks for
political parties should steer you towards other device options,
as this access to data has helped facilitate the Chinese
government and other governments’ targeting of a variety of
political actors and institutions.

Your adversaries can compromise the security of your devices
- and everything you do from those devices - by either gaining
physical access or ‘remote” access to your device.

Device Security and Political Parties

In addition to facing financially motivated ransomware
attacks, political parties are frequent targets of
sophisticated malware developed specifically to target
their devices. In Uganda, for example, the government
collaborated with Huawei technicians to surveil
opposition political parties and opponents, including
the leading opposition candidate Bobi Wine, in an effort
to steal party communications and disrupt campaign

efforts. After several unsuccessful attempts, authorities
turned to the technicians to help infect opposition party
members’ devices with spyware. In just two days they
were able to penetrate key WhatsApp chat groups and
access sensitive communications. Such access enabled
authorities to locate and shut down the opposition
party’s planned street rallies and arrest Wine along with
dozens of his supporters.
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PHYSICAL DEVICE ACCESS
THROUGH LOSS OR THEFT

To prevent physical compromise, it is essential to keep your
devices physically secure. In short,do not make it easy for an
adversary to steal or even temporarily take your device from
you. Keep devices locked away if left at home or in an office. Or
if you think it is safer, keep them on your person. This of course
means that part of device security is the physical security of
your work spaces (whether in an office setting or at home).
You may need to install strong locks, security cameras, or other
monitoring systems - especially if your organization is at high
risk. Remind staff to treat devices the same way they would
treat a large stack of cash - do not leave them lying around
unattended or unprotected.

What if a device is stolen?

To limit the impact if someone does manage to steal a device
- or even if they just gain access to it for a short period of
time - be sure to mandate the use of strong passwords or
passcodes on everyone’s computers and phones. The same
password tips from the Passwords section of this Handbook
apply to a good password for a computer or laptop. When it
comes to locking your phone, use codes that are at least six

to eight digits, and avoid using “swipe patterns”to unlock the
screen. For additional tips on screenlocks, check out Tactical
Tech’s Data Detox Kit. Using good device passwords makes it
much harder for an adversary to quickly access information on
your device in the case of theft or confiscation. If any devices
issued by the organization have a “Find my Device” feature,
such as iPhone’s Find My iPhone and Android’s Find My Device,
consider requiring staff to activate it. Encourage staff to use
these features on personal devices as well. With these features
turned on, the device owner (or a trusted contact) can locate
the device or remotely wipe its contents should it be stolen,
lost, or confiscated. For iPhones, you can also configure the
device to auto-wipe after several failed login attempts. Such
device management features become critically important for an
organization when a device with sensitive information is lost or
gets into the wrong hands.
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What about device encryption?

It is important to use encryption, scrambling data so that it is
unreadable and unusable, on all devices, especially computers
and smartphones. You should set up all devices across your
organization with something called full-disk encryption if
possible. Full-disk encryption means that the entirety of

a device is encrypted so that an adversary, if they were to
physically steal it, would be unable to extract a device’s
contents without knowing the password or key you used to
encrypt it. Many modern smartphones and computers offer
full-disk encryption. Apple devices like iPhones and iPads,
quite conveniently, turn on full-disk encryption when you set a
normal device passcode. Apple computers using macOS provide
a feature called FileVault that you can turn on for full-disk
encryption.Windows computers running pro, enterprise, or
education licenses offer a feature called BitLocker that you can
turn on for full-disk encryption. You can turn on BitLocker by
following these instructions from Microsoft, which may have to
first be enabled by your organization’s administrator. If staff only
have a home license for their Windows computers, BitLocker is
not available. However they can still turn on full-disk encryption
by going to ‘Update & Security’ > ‘Device encryption’ under the
Windows OS settings.

Android devices, as of version 9.0 and later, ship with file-based
encryption turned on by default. Android’s file-based encryption
operates differently from full-disk encryption but still provides
strong security. If you are using a relatively new Android phone
and have set a passcode, file-based encryption should be
enabled. However, it is a good idea to check your settings just
to make sure, especially if your phone is more than a couple of
years old. To check, go to Settings > Security on your Android
device. Within the security settings you should see a subsection
for “encryption” or “encryption and credentials”, which will
indicate if your phone is encrypted and, if not, allow you to turn
encryption on.

For computers (whether Windows or Mac), it is particularly
important to store any encryption keys (referred to as recovery
keys) in a safe place. These “recovery keys” are in most cases
essentially long passwords or passphrases. In case you forget
your normal device password or something unexpected
happens (such as device failure), recovery keys are the only way
to recover your encrypted data and, if necessary, move it to a
new device. So when turning on full-disk encryption, be sure

to save these keys or passwords in a safe place, like a secured
cloud account or your organization’s password manager.
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REMOTE DEVICE ACCESS -
ALSO KNOWN AS HACKING

In addition to keeping devices physically secure, it is important
to keep them free from malware. Tactical Tech’s
Security-in-a-Box gives a helpful description of what malware is
and why it is important to avoid, which is adapted

slightly in the rest of this section.

Understanding and avoiding malware

There are many ways to classify malware (which is a term
meaning malicious software). Viruses, spyware, worms, trojans,
rootkits, ransomware and cryptojackers are all types of malware.
Some types of malware spread over the internet through email,
text messages, malicious web pages, and other means. Some
spread through devices like USB memory sticks that are used to
exchange and steal data. And, while some malware requires an
unsuspecting target to make a mistake, others can silently infect
vulnerable systems without you doing anything wrong at all.

In addition to general malware (which is released widely and
aimed at the general public), targeted malware is typically used
to interfere with or spy on a particular individual, organization,
or network. Regular criminals use these techniques, but so do
military and intelligence services, terrorists, online harassers,
abusive spouses, and shady political actors.

Whatever they are called, however they are distributed,
malware can ruin computers, steal and destroy data, bankrupt
organizations, invade privacy,and put users at risk. In short,
malware is really dangerous. However, there are some simple
steps that your organization can take to protect itself against
this common threat.

Will an anti-malware tool protect us?

Anti-malware tools are unfortunately not a complete solution.
But it is a very good idea to use some basic, free tools as a
baseline. Malware changes so fast, with new risks in the real
world so frequently, that relying on any such tool cannot be
your only defense.

If you are using Windows you should have a look at the built-in
Windows Defender. Macs and Linux computers do not come
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with built-in anti-malware software, nor do Android and

iOS devices. You can install a reputable, free-to-use tool like
Bitdefender or Malwarebytes for those devices (and Windows
computers as well). But do not rely on that as your only line of
defense as they will certainly miss some of the most targeted,
dangerous new attacks.

Also be very careful to only download reputable anti-malware
or anti-virus tools from legitimate sources (such as the websites
linked above). Unfortunately, many fake or compromised
versions of anti-malware tools exist that do much more harm
than good.

To the extent that you do use Bitdefender or another anti-
malware tool across your organization, be sure not to run

two of them at the same time. Many of them will identify the
behaviour of another anti-malware program as suspicious and
stop it from running, leaving both malfunctioning. Bitdefender
or other reputable anti-malware programs can be updated for
free, and the built-in Windows Defender receives updates along
with your computer. Ensure that your anti-malware software
updates itself regularly (some trial versions of commercial
software that ship with a computer will be disabled after the
trial period expires, leaving it more dangerous than helpful.)
New malware is written and distributed every day,and your
computer will quickly become even more vulnerable if you do
not keep up with new malware definitions and anti-malware
techniques. If possible, you should configure your software to
install updates automatically. If your anti-malware tool has an
optional “always on” feature, you should enable it,and consider
occasionally scanning all of the files on your computer.

Keep devices up-to-date

Updates are essential. Use the latest version of whatever
operating system runs on a device (Windows, Mac,Android, iOS,
etc), and keep that operating system up-to-date. Keep other
software, browser, and any browser plugins up-to-date as well.
Install updates as soon as they become available, ideally by
turning on automatic updates. The more up-to-date a device’s
operating system, the less vulnerabilities you have. Think of
updates kind of like putting a band-aid on an open cut. It seals
up a vulnerability and greatly reduces the chance that you

will get infected. Also uninstall software that you no longer
use. Outdated software often has security issues, and you may
have installed a tool that is no longer being updated by the
developer, leaving it more vulnerable to hackers.
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Malware in the Real World:
Updates are Essential

In 2017, the WannaCry ransomware attacks
infected millions of devices around the world,
shutting down hospitals, government entities,
large and small organizations and businesses

in dozens of countries. Why was the attack so
effective? Because of out-of-date, “‘unpatched”
Windows operating systems, many of which were
initially pirated. Much of the damage - human
and financial - could have been avoided with
better automated updating practices and the use
of legitimate operating systems.

Working on updates
20% complete
Don't turn off your computer

Be careful about USBs

Be cautious when opening files that are sent to you as
attachments, through download links, or by any other means.
Also think twice before inserting removable media like USB
sticks, flash memory cards, DVDs and CDs into your computer,
as they can be a vector for malware. USBs that have been
shared for a while are very likely to have viruses on them.
For alternative options to share files securely across your
organization, take a look at the file sharing section of the
Handbook.

Be cautious as well about what other devices you connect

to through Bluetooth. It is fine to sync up your phone or
computer to a known and trusted Bluetooth speaker to play
your favorite music, but be careful about linking to or accepting
requests from any devices that you do not recognize. Only
allow connections to trusted devices and remember to turn off
Bluetooth when it is not in use.
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Be smart while browsing

Never accept and run applications that come from websites
you do not know and trust. Rather than accepting an “update”
offered in a pop-up browser window, for example, check

for updates on the relevant application’s official website.

As discussed in the phishing section of the Handbook, it is
essential to stay alert when browsing websites. Check the
destination of a link (by hovering over it) before you click,and
glance at the website address after you follow a link and make
sure it looks appropriate before entering sensitive information
like your password. Do not click through error messages

or warnings, and watch for browser windows that appear
automatically and read them carefully instead of just clicking
Yes or OK.

What about smartphones?

As with computers, keep your phone’s operating system and
applications up to date,and turn on automatic updates. Install
only from official or trusted sources like Google’s Play Store and
Apple’s App Store (or F-droid, a free, open-source app store for
Android). Apps can have malware inserted into them and still
appear to work normally, so you will not always know if one

is malicious. Be sure that you are downloading the legitimate
version of an app as well. Especially on Androids, “fake” versions
of popular applications exist. So be sure an app is created by
the proper company or developer, has good reviews, and has the
expected number of downloads (for example, a fake version of
WhatsApp might only have a few thousand downloads, but the
real version has over 5 billion). Pay attention to the permissions
that your apps request. If they seem excessive (like a calculator
requiring access to your camera or Angry Birds asking for access
to your location, for example) deny the request or uninstall the
app. Uninstalling apps that you no longer use can also help
protect your smartphone or tablet. Developers sometimes sell
ownership of their apps to other people. These new owners may
try to make money by adding malicious code.
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Malware in the Real World: Malicious Mobile Apps

Hackers in multiple countries have been using fake about local churches. Once installed by unwitting
applications in the Google Play store to distribute Android users, the malicious applications collected call
malware for years. One particular case targeted at users logs, location data, and information about contacts and
in Vietnam came to light in April 2020. This spying text messages. This is just one of many reasons to be
campaign used fake applications, which supposedly careful about what apps you download to your devices.

helped users find nearby pubs or look up information

Save money and increase device security

with Tails for your Organization

One very secure option which requires a bit of technical you to start with a clean slate each time you restart
skill to set up is the Tails operating system. This portable your computer. Tails also has a “persistence mode”, which
operating system is free to use and you can boot it allows you to save important files and settings across
up straight from a USB, bypassing the need to rely on multiple sessions if desired.

licensed Windows or Mac operating systems. Tails is

also a good option for those at extremely high risk, Another option for a free, secure operating system

as it incorporates a wide range of privacy-enhancing is Qubes OS. While not the simplest option for non-
features. These features include the integration of Tor technical users, Qubes is designed to limit the threat
(discussed below) to secure your web traffic,and the of malware and is another option to consider for more
complete erasure of memory every time you shut down advanced and high-risk users in your organization,
the operating system. These features essentially allow especially if licensing costs are a challenge.
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What if we cannot afford legal software?

It can be expensive to purchase licensed versions of popular
software like Microsoft Office (Word, Powerpoint, Excel)

for your entire organization, but a limited budget is not an
excuse to download pirated versions of software or fail to
keep them up-to-date. This is not a matter of morality - it

is a matter of security. Pirated software frequently is filled
with malware, and often cannot be patched for security holes.
If you cannot afford the software your organization needs,
there is a wide range of great free, open source software
like LibreOffice (a replacement for standard Microsoft Office
apps) or GIMP (a replacement for photoshop) that can serve
your needs. Even if you can afford legitimate software and
apps, your device is still at risk if the underlying operating
system is not legitimate. So if your organization cannot
afford Windows licenses, consider cheaper alternatives like

Keeping Devices Secure

What To Do When
Things Go Wrong

Staying Safe on
the Internet

Protecting Physical
Security

Chromebooks, which are a great, easy-to-secure option

if your organization works mostly in the cloud. If you are
using Google Docs or Microsoft 365, you do not need many
desktop applications at all - the free in-browser document
and spreadsheet editors are more than enough for almost any
use. Another option, if you have staff with the technical skills,
is to install a free Linux-based operating system (an open
source alternative to Windows and Mac operating systems) on
each computer. One popular, fairly user-friendly Linux option
is Ubuntu. Regardless of what operating system you choose,
make sure that someone in the organization is responsible for
regularly checking in with staff to ensure they have applied
the latest updates.

o Train staff on the risks of malware and the best practices to avoid it.

« Provide policies about connecting external devices, clicking on links, downloading

files and apps, and checking software and app permissions.

o Mandate that devices, software, and applications are kept fully updated.

« Turn on automatic updates where possible.

o Ensure all devices are using licensed software.

- Ifthe costis prohibitive, switch to a no-cost alternative.

o Require password protection of all organizational devices, including personal

mobile devices which are used for work-related communications.

Enable full-disk encryption on devices.

Frequently remind staff to keep their devices physically secure - and manage your
office security with appropriate locks and ways to secure computers.

o Do not share files using USBs or plug USBs into your computers.

« Use alternative secure file sharing options instead.

A Strong Foundation: Securing Accounts and Devices
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Phishing: A Common Threat to Devices and

Accounts

Phishing is the most common and effective
attack on organizations around the world. The
technique is used by the most sophisticated
nation-state militaries as well as petty
fraudsters.

Phishing, put simply, is where an adversary attempts to trick

you into sharing information that could be used against you

or your organization. Phishing can happen via emails, text
messages/SMS (often referred to as SMS phishing or “smishing”),

messaging apps like WhatsApp, social media messages or posts,
or phone calls (often referred to as voice phishing or “vishing”).
The phishing messages may try to get you to type sensitive
information (like passwords) into a fake website in order to
gain access to an account, ask you to share private information
(like a credit card number) via voice or text, or convince you to
download malware (malicious software) that can infect your
device. For a non-technical example, every day millions of
people get fake automated phone calls telling them that their
bank account was compromised or that their identity has been
stolen - all of which are designed to trick the unaware into
sharing sensitive information.

HOW CAN WE IDENTIFY
PHISHING?

32 CyberSecurity Handbook

Phishing can sound sinister and impossible to catch, but there
are some simple steps that everyone in your organization can
take to protect against the majority of attacks. The following
phishing defense tips are modified and extended from the
in-depth phishing guide developed by the The Freedom of the
Press Foundation, and should be shared with your organization
(and other contacts) and integrated into your security plan:
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Sometimes, the “from"” field is lying to you

Be aware that the “from” field in your emails can be faked

or forged to trick you. It is common for phishers to set up an
email address that looks a lot like a legitimate one that you are
familiar with, misspelled just a bit to trick you. For example, you
may receive an email from someone with the address “john@
gooogle.com” as opposed to “john@google.com”. Notice the
extra Os in google. You may also know someone with an email
address “john@gmail.com”, but receive a phishing email from

Ahead of Cambodia’s 2018 general election, the
cybersecurity firm FireEye reported that a Chinese state-
sponsored hacking group used phishing emails to target
the devices and accounts of the Cambodia National
Rescue Party (CNRP), the primary opposition party in

the country. Hackers sent spear phishing emails to party
members in parliament as well as a CNRP spokesperson.

Hurwan Rights
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an impersonator who set up “johm@gmail.com”- the only
difference being a subtle change of letters at the end. Always
be sure to double-check that you know the sending address

of an email before proceeding. A similar concept applies to
phishing via text, calls, or messaging apps. If you get a message
from an unknown number, think twice before responding to or
interacting with the message.

Phishing and Political Parties

One particular phishing email claimed to be sent by an
actual staffer of a local human rights NGO, and contained
a decoy document with interview questions. While
clicking the link appeared to download a regular word
document, it actually included malware that aimed to
compromise the party member’s device and, through that,
their online accounts.
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LICADHO is a national Cambodian human rights organization. Since its establishment in 1992, LICADHO has been at the forefront of effarts to protect civil, political,
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Beware of attachments

Attachments can carry malware and viruses,and commonly
accompany phishing emails. The best way to avoid malware
from attachments is to never download them. As a rule, do not
open any attachments immediately, especially if they come
from people you do not know. If possible, ask the person that
sent you the document to copy-paste the text in an email

or to share the document via a service like Google Drive or
Microsoft OneDrive, which have built-in virus scanning of most
documents uploaded to their platforms. Build an organizational
culture where attachments are discouraged. If you absolutely
have to open the attachment, it should only be opened in a safe
environment (see advanced section below) where potential
malware cannot be deployed to your device.

If you use Gmail and receive an attachment in an email,
instead of downloading it and opening it on your computer,
simply click on the attached file and read it in “preview”
within your browser. This step allows you to view the text and
contents of a file without downloading it or allowing it to

What To Do When
Things Go Wrong

Protecting Physical
Security

Staying Safe on
the Internet

load possible malware onto your computer. This works well
for word documents, pdfs, and even slideshow presentations.
If you need to edit the document, consider opening the file in
a cloud program like Google Drive and converting the file to a
Google Doc or Google Slides.

If you use Outlook, you can similarly preview attachments
without downloading them from the Outlook web client. If you
need to edit the attachment, consider opening it in OneDrive if
that’s available to you. If you use Yahoo Mail, the same concept
applies. Do not download attachments, but rather preview them
from within the web browser.

Regardless of what tools you have at your disposal, the best
approach is simply to never download attachments that you
do not know or trust. And regardless of how important an
attachment might seem, never open something with a file type
you do not recognize or have no intention of ever using.

Phishing defense for your Organization

If your organization uses enterprise Microsoft 365

for email and other applications, your domain
administrator should configure the Safe Attachments
policy to protect against dangerous attachments. If
using enterprise Google Workspace (formerly known as
GSuite), there is a similarly effective option that your
administrator should configure called Google Security
Sandbox. More advanced individual users can consider
setting up sophisticated sandbox programs, such as
DangerZone or, for those with the Pro or Enterprise
version of Windows 10, Windows Sandbox. Another
advanced option to consider implementing across your
organization is a secure domain name system (DNS)
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filtering service. Organizations can use this technology
to block staff from accidentally accessing or interacting
with malicious content, providing an additional layer

of protection against phishing. Although historically
such technology required a dedicated team of internal
IT staff, new services like Cloudflare’s Gateway provide
such capabilities to less technically sophisticated
organizations without requiring large sums of money
(Gateway, for example, is free for up to 50 users).
Additional free tools, including Quad9 from the Global
Cyber Alliance Toolkit, will help block you from accessing
known sites that have viruses or other malware and can
be implemented in less than five minutes.
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Click with caution

Be skeptical of links in emails or other text messages. Links can
be disguised to download malicious files or take you to fake
sites that might ask you to provide passwords or other sensitive
information. When on a computer, there is a simple trick for
making sure a link in an email or message will send you to
where it is supposed to: use your mouse to hover over any link
before clicking on it,and look in the bottom of your browser
window to see what the actual URL is (see image below).

It is more difficult to check links in an email on a mobile device
without accidentally clicking on them - so be careful. But you
can check the destination of a link on most smartphones by
long-pressing (holding down) on a link until the full URL pops
up.

In phishing via SMS and messaging apps, shortened links

are a very common practice used to disguise the destination

of a URL. If you see a short link (like bit.ly or tinyurl.com for
example) instead of the full URL, do not click on it. If the link
is important, copy it into a URL expander, such as https://www.
expandurl.net/, to see the actual destination of a shortened
URL. Furthermore, do not click on links to websites you are
unfamiliar with. If in doubt, perform a search for the site, with
the site name in quotation marks (example: “www.badwebsite.
com”) to see if it is a legitimate website. You can also run
potentially suspicious links through VirusTotal's URL scanner.
This is not 100% accurate, but it is a good precaution to take.
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Finally, if you click on any link from a message and are asked to
log in to something, do not do it unless you are 100% sure that
the email is legitimate and is sending you to the appropriate
site. Many phishing attacks will provide links that send you to
fake log-in pages for Gmail, Facebook, or other popular sites.
Do not fall for them. You can always open a new browser, and
go directly to a known site like Gmail.com, Facebook.com, etc.
yourself if you want or need to log-in. That will also take you to
the content, safely - if it was legitimate in the first place.

What should we do when we get a
phishing message?

If anyone at your organization receives an unsolicited
attachment, link, image, or an otherwise suspicious message

or call, it is important that they immediately report it to the

IT security point-person in your organization. If you do not yet
have such an individual, you should identify them as part of
developing your security plan. Staff can also report the email as
spam or phishing directly in Gmail or Outlook.

Having a plan in place for what staff or volunteers should do
if/when they receive a possible phishing message is crucial. In
addition, we recommend taking these phishing best practices

- not clicking on suspicious links, avoiding attachments, and
checking the “from” address - and sharing them with others that
you work with, preferably through a widely-used communication
channel. This illustrates that you care about the people you are
in communication with, and encourages a culture across your
networks that is alert and aware of the dangers of phishing.
Your security depends on those organizations you trust,and vice
versa. Better practices protect everyone.

In addition to sharing the tips above with all staff and
volunteers, you can also practice identifying phishing with the
Google Phishing Quiz. We also strongly recommend setting

up regular phishing training with staff to test awareness and
keep people vigilant. Such training can be formalized as part

of regular organizational meetings, or held more informally.
What is important is that everyone in the organization feels
comfortable asking questions about phishing, reporting
phishing (even if they feel they might have made a mistake such
as by clicking a link), and that everyone is empowered to help
defend your organization against this high impact and high
likelihood threat.
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Phishing

o Regularly train staff on what phishing is and how to spot it and defend against it,
including phishing on text messages, messaging apps, and phone calls, not just
email.

o Frequently remind staff of best practices such as:
« Do not download unknown or potentially suspicious attachments.

« Checkthe URL of a link before you click. Do not click unknown or potentially
suspicious links.

- Do not provide sensitive or private information via email, text, or phone call to
unknown or unconfirmed addresses or people.

o Encourage reporting of phishing.

« Establish a reporting mechanism and point-person for phishing within your
organization.

« Reward reporting, and do not punish failure.

36 CyberSecurity Handbook
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Communications and Sharing Data

To make the best decisions for your
organization about how to communicate, it is
essential to understand the different types of
protection that our communications can have,
and why such protection is important.

Political parties rely on secure communications

every day to maintain the confidentiality of strategic
conversations. Without such security practices, sensitive
messages can be intercepted and used by foreign or
domestic opponents to impact your electoral success
or target party activities. One prominent and well-
documented example of this occurred in the lead-up

to and aftermath of the 2010 elections in Belarus. As
detailed in this Amnesty International report, phone

One of the most important for most communication is keeping
the contents of your messages secret - which in the modern
era is largely taken care of by encryption. Without proper
encryption, private communications can be seen by any
number of adversaries. Insecure communications can expose
sensitive information and messages, reveal passwords or other
private data, and possibly put your staff and organization at
risk depending upon the nature of your communications and
content that you share.

Secure Communications and Political Parties

recordings and other unencrypted communications
were intercepted by the government and used in court
against prominent opposition politicians and party
members, many of whom spent years in prison. In the
years since, user-friendly, secure messaging apps that
were not as readily available in 2010 have become

an important tool in protecting sensitive political
communications, including in and around recent
elections in Belarus in 2020.
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WHAT IS ENCRYPTION AND
WHY IS IT IMPORTANT?

Unencrypted Messaging

Without any encryption, everyone involved in relaying
the message, and anyone who can sneak a peak as it
goes by, can read its content. This might not matter
much if all you are saying is “hello”, but it could be a big
deal if you are communicating something more private
or sensitive that you do not want your telecom, ISP, an
unfriendly government, or any other adversary to see.

Because of this, it is essential to avoid using unencrypted

tools to send any sensitive messages (and ideally any
messages at all.) Keep in mind that some of the most
popular communication methods - such as SMS and
phone calls - practically operate without any encryption
(like in this image).

As you can see in the image above, a smartphone sends

a green, unencrypted text message (“hello”) to another
smartphone on the far right. Along the way, a cellphone tower
(or in the case of something sent over the internet, your ISP)
passes the message along to company servers. From there it
hops through the network to another cellphone tower, which
can see the unencrypted “hello” message, and is finally then
routed to the destination. It is important to note that without
any encryption, everyone involved in relaying the message,
and anyone who can sneak a peak as it goes by, can read its

Communicating and Storing Data Securely

What To Do When
Things Go Wrong

Staying Safe on Protecting Physical
the Internet Security

Encryption is a mathematical process used to scramble a
message or a file so that only a person or entity with the key
can “decrypt” it and read it. The Electronic Frontier Foundation’s
Surveillance Self Defense Guide provides a practical
explanation (with graphics) of what encryption means:

(HELLO) (HELLO) (HELLO) (HELLO) (HELLO)
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content. This might not matter much if all you are saying is
“hello”, but it could be a big deal if you are communicating
something more private or sensitive that you do not want
your telecom, ISP, an unfriendly government, or any other
adversary to see. Because of this, it is essential to avoid using
unencrypted tools to send any sensitive messages (and ideally
any messages at all.) Keep in mind that some of the most
popular communication methods - such as SMS and phone
calls - practically operate without any encryption (like in the
image above).
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There are two ways to encrypt data as it moves: transport-layer encryption and end-to-end encryption. The type of encryption a service
provider supports is important to know as your organization makes choices to adopt more secure communications practices. Such
differences are described well by the Surveillance Self Defense guide, which is adapted again here:

Transport-layer Encryption

Transport-layer encryption, also known as transport layer
security (TLS), protects messages as they travel from your
device to the messaging app/service’s servers and from
there to your recipient’s device. This protects them from
the prying eyes of hackers sitting on your network or
your Internet or Telecommunications service providers.
However, in the middle your messaging/email service
provider, the website you are browsing, or the app you
are using can see unencrypted copies of your messages.
Because your messages can be seen by (and are often
stored on) company servers, they may be vulnerable

to law enforcement requests or theft if the company’s
servers are compromised.

The image above shows an example of transport-layer
encryption. On the left,a smart phone sends a green,
unencrypted message: “Hello.” That message is encrypted, and
then passed along to a cellphone tower. In the middle, the
company servers are able to decrypt the message, read the

End-to-End Encryption

End-to-end encryption protects messages in transit
all the way from sender to receiver. It ensures that
information is turned into a secret message by its
original sender (the first ‘end”) and decoded only by
its final recipient (the second “end”). No one, including
the app or service you are using, can “listen in” and
eavesdrop on your activity.

The image above shows an example of end-to-end encryption.
On the left,a smart phone sends a green, unencrypted message:
“Hello” That message is encrypted, and then passed along to

a cellphone tower and then to the app/service’s servers, which
cannot read the contents, but will pass the secret message
along to its destination. At the end, the other smartphone
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contents, decide where to send it, re-encrypt it,and send it
along to the next cellphone tower towards its destination. At
the end, the other smartphone receives the encrypted message,
and decrypts it to read “Hello.”

receives the encrypted message, and decrypts it to read “Hello.
Unlike with transport-layer encryption, your ISP or messaging
host is not able to decrypt the message. Only the endpoints (the
original devices sending and receiving encrypted messages)
have the keys to decrypt and read the message.
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WHAT TYPE OF ENCRYPTION
DO WE NEED?

When deciding whether your organization needs transport-layer
encryption or end-to-end encryption for your communications,
the big questions you should ask involve trust. For instance,

do you trust the app or service you are using? Do you trust its
technical infrastructure? Are you concerned about the possibility
that an unfriendly government could force the company to

hand over your messages - and if so, do you trust the company’s
policies to protect against law enforcement requests?

If you answer “no” to any of these questions, then you need end-
to-end encryption. If you answer “yes” to them, then a service
that supports only transport-layer encryption may suffice - but it
is generally better to go with services that support end-to-end
encryption when possible.

When messaging with groups, keep in mind that the security
of your messages is only as good as the security of everyone
receiving the messages. So in addition to carefully choosing
secure apps, it is important that everyone in the group is
following other best practices regarding account security and
device security. All it takes is one bad actor or one infected
device to leak the contents of an entire group chat or call.
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WHAT END-TO-END
ENCRYPTED MESSAGING
TOOLS SHOULD WE USE (AS
OF 2021)?

If you need to use end-to-end encryption, or just want to
adopt the best practice regardless of your organization’s threat
context, here are some trusted examples of services that, as

of 2021, offer end-to-end encrypted messaging and calls. This
section of the Handbook will be regularly updated online, but
please note that things change quickly in the world of secure
messaging, so these recommendations may not be up-to-date
at the time you are reading this section. Also keep in mind
that your communications are only as secure as your device
itself. So in addition to adopting secure messaging practices, it
is essential to implement the best practices described in the
device security section of this Handbook.

Recommended End-to-End Encrypted Communications Tools

TEXT MESSAGING e Signal
(INDIVIDUAL OR «  WhatsApp (only with specific setting configurations detailed
GROUP) below)
e Signal (up to 8 people)
éll-\jEL"S) AND VIDEO e WhatsApp (up to 8 people)
e Duo (up to 32 people)
e Signal
FILE SHARING e Keybase / Keybase Teams

e OnionShare + an end-to-end encrypted messaging app like

Signal

Communicating and Storing Data Securely
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WHAT IS METADATA AND
SHOULD WE BE CONCERNED
ABOUT IT?

Who you and your staff talk to and when and where you talk
to them can often be just as sensitive as what you talk about.
It is important to remember that end-to-end encryption only
protects the contents (the “what”) of your communications.
This is where metadata comes into play. EFF’s Surveillance
Self Defense Guide provides an overview of metadata and why
it matters to organizations (including an illustration of what
metadata looks like):

Metadata is often described as everything except the content
of your communications. You can think of metadata as the
digital equivalent of an envelope.Just like an envelope contains
information about the sender, receiver, and destination of a
message, so does metadata. Metadata is information about the
digital communications you send and receive.

Some examples of metadata include:

e who you are communicating with

e the subject line of your emails

e the length of your conversations

e the time at which a conversation took place
e your location when communicating

Protecting Physical What To Do When
Security Things Go Wrong

TO: ALICE [8-R##-#8%%]
FROM: BOB [8-R38-82%%]
o101 PM

2018/08/20

©ON [DEVICE]

ON [NETWORK]

D

Even a tiny sample of metadata can provide an intimate lens into your organization’s activities. Let us take a look at how revealing
metadata can actually be to the hackers, government agencies,and companies that collect it:

They know you called a They know one of your They know you got an email They know you received an
journalist and spoke with party candidates frequently from a COVID testing service, email from a large donor
them for an hour before that messaged a local business then called your doctor, then with the subject line “Return
journalist published a story infamous for unsavory visited the World Health on Our Investment After the
with an anonymous quote. activity. But the topic of the Organization’s website in the Election” But the content of
But they do not know what messages remains a secret. same hour. But they do not the email is invisible to them.
you talked about. know what was in the email

or what you talked about on

the phone.
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Metadata is not protected by the encryption provided by

most message services. So if you are sending a message on
WhatsApp, for example, keep in mind that while the contents

of your message are end-to-end encrypted, it is still possible

for others to know who you are messaging, how frequently, and
(with phone calls) for how long. As a result, you should keep

in mind what risks exist (if any) if certain adversaries are able

to find out who your organization talks to, when you talked to
them, and (in the case of email) the general subject lines of your
organization’s communications.

One of the reasons that Signal is so highly recommended is
that, in addition to providing end-to-end encryption, it has
introduced features and made commitments to reduce the
amount of metadata that it records and stores. For instance,
Signal’s Sealed Sender feature encrypts the metadata about
who is talking to whom, so that Signal only knows the recipient
of a message but not the sender. By default this feature only
works when communicating with existing contacts or profiles
(people) with whom you have already communicated or whom
you have stored in your contacts list. However you can enable
this “Sealed Sender” setting to “Allow from anyone” if it is
important for you to eliminate such metadata across all Signal
conversations, even those with people unknown to you.

DO | NEED END-TO-END
ENCRYPTED EMAIL?

Most email providers, for example Gmail, Microsoft Outlook,
and Yahoo Mail, employ transport-layer encryption. If you

need to communicate particularly sensitive information,

email is not the best option. Instead opt for secure messaging
options like Signal. Even end-to-end encrypted email options
leave something to be desired from a security perspective,

for example, not encrypting subject lines of emails and not
protecting metadata. With that said, if you must communicate
sensitive content using email and are worried that your email
provider could be legally required to provide information about
your communications to a government or another adversary,
you will want to consider using an end-to-end encrypted email
option such as ProtonMail or Tutanota.
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CAN WE REALLY TRUST
WHATSAPP?

WhatsApp is a popular choice for secure messaging, and can be
a good option given its ubiquity. Some people are concerned
that it is owned and controlled by Facebook, which has been
working to integrate it with its other systems. People are also
concerned about the amount of metadata (i.e. information
about with whom you communicate and when) that WhatsApp
collects. If you choose to use WhatsApp as a secure messaging
option, be sure to read the above section on metadata. There
are also a few settings that you need to ensure are properly
configured. Most critically, be sure to turn off cloud backups,
show security notifications, and verify security codes. You can
find simple how-to guides for configuring these settings for
Android phones here and iPhones here. If your staff *and those
with whom you all communicate* do not properly configure
these options, then you should not consider WhatsApp to be a
good option for sensitive communications that require end-to-
end encryption. Signal still remains the best option for such
end-to-end encrypted messaging needs given its secure default
settings and protection of metadata.

WHAT ABOUT TEXTING?

Basic text messages are highly insecure (standard SMS is
effectively unencrypted), and should be avoided for anything
that is not meant for public knowledge. While Apple’s iPhone-
to-iPhone messages (known as iMessages) are end-to-end
encrypted, if a non-iPhone is in the conversation the messages
are not secured. It is best to be safe and avoid text messages for
anything remotely sensitive, private, or confidential.
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WHY AREN'T TELEGRAM,
FACEBOOK MESSENGER, OR
VIBER RECOMMENDED FOR
SECURE CHATS?

Some services, like Facebook Messenger and Telegram, only
offer end-to-end encryption if you deliberately turn it on (and
only for one-to-one chats), so they are not good options for
sensitive or private messaging, especially for an organization.
Do not rely on these tools if you need to use end-to-end
encryption, because it is quite easy to forget to change away
from the default, less secure settings. Viber claims to offer
end-to-end encryption, but has not made its code available
for review to outside security researchers. Telegram’s code has
also not been made available for a public audit. As a result,
many experts fear that Viber’s encryption (or Telegram’s “secret
chats”) may be substandard and therefore not suitable for
communications that require true end-to-end encryption.

OUR CONTACTS AND
COLLEAGUES ARE USING
OTHER MESSAGING APPS

- HOW CAN WE CONVINCE
THEM TO DOWNLOAD A NEW
APP TO COMMUNICATE WITH
us?

Sometimes there is a tradeoff between security and
convenience, but a little extra effort is worth it for sensitive
communications. Set a good example for your contacts. If you
have to use other less secure systems, be very conscious of
what you are saying. Avoid discussion of sensitive topics. For
some organizations, they may use one system for general
chatting and another with leadership for the most confidential
discussions. Of course, it is simplest if everything is just
automatically encrypted all the time - nothing to remember or
think about.
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